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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC)

CORRUPTION

New platform draws on investigative journalism to identify cross-border patterns

of corruption
Brenda Medina — International Consortium of Investigative Journalists: 14 January 2025

Led by the International Consortium of Investigative Journalists’ media partner in Peru, the
Observatorio Transfronterizo de la Corrupcion is helping journalists, academics and public
officials connect the dots of corruption across Latin America and beyond.

https://www.icij.org/news/2025/01/new-platform-draws-on-investigative-journalism-to-identify-cross-
border-patterns-of-corruption/

For more on this theme:
UK anti-corruption minister resigns over ties to ousted Bangladesh PM
https://www.reuters.com/world/uk/uk-anti-corruption-minister-tulip-siddig-resigns-2025-01-14/

South Korean president arrested by anti-corruption investigators after weekslong
showdown

https://www.cnn.com/2025/01/14/asia/south-korea-yoon-suk-yeol-residence-intl/index.html
Bangladesh Supreme Court acquits former prime minister Khaleda Zia in corruption case

https://www.jurist.org/news/2025/01/bangladesh-supreme-court-acquits-former-prime-minister-
khaleda-zia-in-corruption-case/#

VOA Mandarin: Interpreting Xi’s latest anti-corruption statements

https://www.voanews.com/a/voa-mandarin-interpreting-xi-s-latest-anti-corruption-statements-/7932785.htmi

MONEY LAUNDERING/ILLICIT FINANCE/REAL ESTATE FRAUD

How illicit financial flows stunt Africa’s growth
Veronica Naa Okaikor Josiah-Aryeh — The Guardian: 6 January 2025

Illicit financial transactions are severely stunting economic growth in Africa. A number of
strategies seek to stem the loss of state revenues.

https://guardian.ng/opinion/columnists/how-illicit-financial-flows-stunt-africas-growth/

For more on this theme:

MENA financial crime watchdog launches landmark 5-point anti-money laundering
strategy

https://www.arabianbusiness.com/politics-economics/mena-financial-crime-watchdog-launches-
landmark-5-point-anti-money-laundering-strategy

US state regulators fine Block Inc $80 million for insufficient money laundering controls
https://finance.yahoo.com/news/state-regulators-fine-block-inc-213502848.html

BitMEX fined $100 million by US judge for anti-money laundering violations

https://www.reuters.com/technology/us-says-bitmex-fined-100-million-violating-bank-secrecy-
act-2025-01-15/

Google Pulls Huione App from Play Store Amid Money Laundering Allegations
https://decrypt.co/30127 1/google-play-store-huione-app-money-laundering

2 Return to Table of Contents



DRUG TRAFFICKING

Global Cocaine Trade Surges in 2024 as Decentralized Networks Replace Cartels
Michelly Teixeira — Latin Times: 4 January 2025

New criminal networks use encrypted apps, cryptocurrencies and diversified suppliers to
outsmart law enforcement, ensuring record cocaine flows worldwide.

https://www.latintimes.com/global-cocaine-trade-surges-2024-decentralized-networks-replace-
cartels-571101

For more on this theme:

Jordan and Syria to Combat Arms and Drugs Smuggling, Islamic State’s Resurgence

https://www.usnews.com/news/world/articles/2025-01-07/jordan-syria-to-combat-arms-and-drugs-
smuggling-resurgence-of-islamic-state

Ending Syria’s Captagon trade should be a priority
https://www.arabnews.com/node/2585066

Concerns grow as gangs in Myanmar increase production and slash prices of
synthetic drugs

https://www.straitstimes.com/singapore/concerns-grow-as-gangs-in-myanmar-increase-production-and-
slash-prices-of-synthetic-drugs

The Expansion and Diversification of Mexican Cartels: Dynamic New Actors and Markets

https://www.iiss.org/publications/armed-conflict-survey/2024/the-expansion-and-diversification-of-
mexican-cartels-dynamic-new-actors-and-markets/

ORGANIZED CRIME AROUND THE WORLD

How Sweden Became a Transnational Crime Hub
Tam Hussein — New Lines Magazine: 31 December 2024

The murder of two British businessmen turns a once-quiet seaside port into a symbol of
unbridled gangland criminality.

https://newlinesmag.com/reportage/how-sweden-became-a-transnational-crime-hub/

For more on this theme:
Mexican Mayor Arrested for Links to Organized Crime As New Governor Intensifies
Crackdown on Cartels

https://www.msn.com/en-us/news/world/mexican-mayor-arrested-for-links-to-organized-crime-as-new-
governor-intensifies-crackdown-on-cartels/ar-AA1x4qRX

Panama Strengthens Fight Against Transnational Criminal Organizations

https://dialogo-americas.com/articles/panama-strengthens-fight-against-transnational-criminal-
organizations/

Transnational Organized Crime Expert Breaks Down South Africa and China’s Roles in
Global Fentanyl Trafficking Trade

https://www.ntd.com/transnational-organized-crime-expert-breaks-down-south-africa-and-chinas-roles-
in-global-fentanyl-trafficking-trade_1039172.html

Criminal Groups as Parties to Non-International Armed Conflicts: The Standard of the
Constitutional Court of Ecuador

https://lieber.westpoint.edu/criminal-groups-parties-non-international-armed-conflicts-standard-
constitutional-court-ecuador/
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CYBER FRAUD

Cybercriminals tighten their grip on organizations
Help Net Security: 30 December 2024

North American financial institutions fielded 10 times more reports of social engineering
scams in 2024 than they did the year before as cybercriminals turned to new tactics. Among
the findings last year: More consumers fell victim to scams where fraudsters posed as
representatives from the government.

https://www.helpnetsecurity.com/2024/12/30/cybercrime-threat-2024/

For more on this theme:

Sextortion emerges as a major cybercrime in state
https://www.tribuneindia.com/news/himachal/sextortion-emerges-as-a-major-cybercrime-in-state/
Why collahoration is key to disrupting the economics of cybercrime
https://www.weforum.org/stories/2025/01/global-collaboration-key-tackling-cybercrime/
Interpol Recognizes Nigeria Police Cybercrime Unit as Africa’s Best in 2024

https://techafricanews.com/2025/01/08/interpol-recognizes-nigeria-police-cybercrime-unit-as-africas-
best-in-2024/

Cyber crime: Global problem, Vietnamese crisis

https://www.strategic-risk-global.com/cyber-/-technology-risks/cyber-crime-global-problem-vietnamese-
crisis/1454133.article

TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

An underground gold war in Colombia is ‘a ticking ecological time bomb’
Joshua Collins — 31 December 2024

Nearly 100 tunnels, running a total length of more than 84 kilometers, crisscross and plunge
into the depths of the Zijin gold mine. Since 2021, miners associated with the country’s largest
criminal armed group, the Gaitanista Army of Colombia, have been digging into the massive
gold deposits and clashing with Zijin security personnel.

https://news.mongabay.com/2024/12/an-underground-gold-war-in-colombia-is-a-ticking-ecological-time-bomb/

For more on this theme:
How a deforestation hub in the Amazon became a model for sustainability

https://www.ehn.org/how-a-deforestation-hub-in-the-amazon-became-a-model-for-
sustainability-2670757929.html

Paraguay Leads Tri-Nation Crackdown on lllegal Deforestation
https://ens-newswire.com/paraguay-leads-tri-nation-crackdown-on-illegal-deforestation/

Amid Deforestation Scourge, Vanishing Herbal Plants Pose Health Crisis in
Southwestern Nigeria

https://humanglemedia.com/amid-deforestation-scourge-vanishing-herbal-plants-pose-health-crisis-in-
southwestern-nigeria/

Arrest of activist spotlights alleged illegal lithium mining in central Namibia

https://www.voanews.com/a/arrest-of-activist-throws-spotlight-on-alleged-illegal-lithium-mining-in-
central-namibia/7927638.html
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HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

How migrants are smuggled from the Afghan desert to Britain — and crossing the

Channel is the easiest part
Akhtar Makoii — The Telegraph: 3 January 2025

A criminal network offers a new life in the United Kingdom or the heart of Europe using routes
that depend on the price the migrants can afford to pay.

https://www.telegraph.co.uk/world-news/2025/01/03/smuggling-network-infiltrate-telegraph-peril-
bribes-scotch/

For more on this theme:
Trafficking Humans Into The U.S. Has Become A $100 Million A Year Business
For Criminal Groups

https://www.latintimes.com/trafficking-humans-us-has-become-100-million-year-business-criminal-
groups-571402

U.S. Recognizes Child Soldiering as Human Trafficking

https://www.defense.gov/News/News-Stories/Article/Article/4003191/us-recognizes-child-soldiering-as-
human-trafficking/

Mexican Authorities Dismantle Surveillance Network Used by Criminal Group to
Extort Migrants

https://www.latintimes.com/mexican-authorities-dismantle-surveillance-network-used-criminal-group-
extort-migrants-571331

| study modern-day slavery — and here’s what I've learned about how enslavers try
to justify their actions

https://theconversation.com/i-study-modern-day-slavery-and-heres-what-ive-learned-about-how-
enslavers-try-to-justify-their-actions-244013

People smugglers snuck thousands into UK and ‘raped and recorded minor hoys’

https://www.msn.com/en-gb/news/world/people-smugglers-snuck-thousands-into-uk-and-raped-and-
recorded-minor-boys/ar-AA1wlyHO

He spent years shadowing smugglers in Mexico. This is what he learned
https://www.cnn.com/2025/01/04/us/smugglers-mexico-jason-de-leon-cec/index.html

Urgent action against forced labour is possible. Here’s how
https://www.weforum.org/stories/2025/01/forced-labour-business-action/

Shein lawyer accused of ‘wilful ignorance’ over cotton linked to forced Uyghur labour

https://www.theguardian.com/business/2025/jan/07/shein-lawyer-accused-of-wilful-ignorance-over-
cotton-linked-to-forced-uyghur-labour

Modern slavery is endemic in global supply chains. Companies should be praised —
not shamed — for detecting it

https://theconversation.com/modern-slavery-is-endemic-in-global-supply-chains-companies-should-be-
praised-not-shamed-for-detecting-it-246380

Brands linked to child labour in Indian cotton

https://www.ecotextile.com/2025010932856/social-compliance-csr-news/brands-linked-to-child-
labour-in-indian-cotton/all-pages.html
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PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

Redirecting Al: Privacy regulation and the future of artificial intelligence
Carl Benedikt Frey, Giorgio Presidente and Pia Andres — CEPR: 5 January 2025

A growing number of scholars have warned about social, political and economic harms
associated with the current trajectory of artificial intelligence (AI), and some Al technologies are
more data intensive than others.

https://cepr.org/voxeu/columns/redirecting-ai-privacy-regulation-and-future-artificial-intelligence

For more on this theme:
(Pakistan) The Digital Dialogue: Freedom Network convenes stakeholders for Internet
governance, media sustainability

https://www.thenews.com.pk/print/1266176-the-digital-dialogue-freedom-network-convenes-
stakeholders-for-internet-governance-media-sustainability

(Global) Navigating the practicalities of Al regulation and legislation
https://www.computerweekly.com/feature/Navigating-the-practicalities-of-Al-regulation-and-legislation
(Global) Internet Governance Outlook 2025: Unhordered Spaces vs. Bordered Places

https://circleid.com/posts/internet-governance-outlook-2025-unbordered-spaces-vs-bordered-places

INTERNET FREEDOM

Africa Lost $1.5 Billion To Internet And Social Media Shutdowns In 2024
POCIT: 9 January 2025

Sub-Saharan African countries lost $1.5 billion to internet shutdowns in 2024, according to
data by TopIOVPN. Deliberate internet outages and social media shutdowns globally led to a
$7.69 billion loss. While Pakistan and Myanmar were most affected, 19% of the economic cost
of internet shutdowns came from Africa.

https://peopleofcolorintech.com/articles/africa-lost-1-5-billion-to-internet-and-social-media-shutdowns-in-2024/

For more on this theme:
(Iran) Despite Pezeshkian’s limited powers, the tide is turning in favour of internet
freedom in Iran

https://www.thenationalnews.com/opinion/comment/2025/01/09/despite-pezeshkians-limited-powers-
the-tide-is-turning-in-favour-of-internet-freedom-in-iran/

(Turkey) Turkey blocks access to 7 news websites critical of AKP gov’t
https://www.turkishminute.com/2025/01/09/turkey-blocks-access-to-7-news-websites-critical-of-akp-govt4/
(Vietnam) Vietnam’s New Internet Decree: A Blow to Digital Freedom and Expression

https://www.tekedia.com/forum/topic/vietnams-decree-147-stricter-internet-rules-raise-alarms-over-free-
speech-and-digital-freedom/

(Poland) Polish government defends plans to allow internet content to be blocked
without court approval

https://notesfrompoland.com/2025/01/13/polish-government-defends-plans-to-allow-internet-content-
to-be-blocked-without-court-approval/
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CYBER CRITICAL INFRASTRUCTURE

Demystifying Australia’s Security of Critical Infrastructure Regime
Cameron Whittfield, Peter Jones and Marine Giral — Herbert Smith Freehills: 6 January 2025

In 2018, amendments to the Security of Critical Infrastructure Act 2018 introduced some of the
most significant reforms aimed at protecting Australia’s critical infrastructure sectors and assets.

https://www.herbertsmithfreehills.com/insights/2023-03/demystifying-australias-recent-security-of-
critical-infrastructure-act-reforms

For more on this theme:

(Pakistan) Turla Cyber Campaign Targeting Pakistan’s Critical Infrastructure
https://socradar.io/turla-cyber-campaign-pakistans-critical-infrastructure/

(Global) The Role of Cybersecurity in Protecting Critical Infrastructure: Focus on
Energy and Water Sectors
https://socradar.io/protecting-critical-infrastructure-energy-water-sector/

(UK) Strengthening the UK’s Critical National Infrastructure against growing cyber threats

https://www.defenceprocurementinternational.com/features/maritime/cyber-threats-to-the-uks-critical-
national-infrastructure

(Ireland, Global) Rise in Al technology sparks 20% increase in cyberattacks on
critical infrastructure
https://www.irishexaminer.com/business/technology/arid-41550586.html

CYBER STRATEGY AND WARFARE

Shifting the UK’s Al Focus: Labour’s Ambitious Al Action Plan
Natasha Buckley and Pia Hiisch — RUSI: 16 January 2025

The Labour government’s ambitious Al Opportunities Action Plan sets a strong vision to leverage
artificial intelligence technologies for economic growth in the United Kingdom. How realistic are
these plans, and do they come at the cost of Al safety, the previous government’s priority?

https://rusi.org/explore-our-research/publications/commentary/shifting-uks-ai-focus-labours-ambitious-
ai-action-plan

For more on this theme:
(Southeast Asia) Southeast Asia’s Digital Promise Hinges on Open, Resilient
Connectivity Infrastructure

http://www.techtimes.com/articles/308969/20250107/southeast-asias-digital-promise-hinges-open-
resilient-connectivity-infrastructure.htm

(Ukraine) Ukrainian cyber market grows amid war but still lacks support and
funding, report says

https://therecord.media/ukraine-cybersecurity-market-study-datadriven

(Lithuania) Lithuania Launches New Cyber Command Amid Growing Threats
https://thedefensepost.com/2025/01/07/lithuania-launches-cyber-command/

(India, Global) India Officially Part of Global Cyberwarfare, Says Industry Players

https://www.entrepreneur.com/en-in/news-and-trends/india-officially-part-of-global-cyberwarfare-says-
industry/484871
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CYBERCRIME

Role of Al in Fighting Cybercrime
Blockchain Council: 6 January 2025

Cybercrime has grown increasingly sophisticated in recent years, presenting significant
challenges for individuals, businesses and governments alike. Artificial intelligence is
transforming the way cyber threats are addressed by enabling smarter intrusion detection
systems that surpass traditional approaches.

https://www.blockchain-council.org/ai/ai-in-fighting-cybercrime/

For more on this theme:

(Global) Cybercrime in 2025: What to look out for
https://www.pandasecurity.com/en/mediacenter/cybercrime-in-2025-what-to-look-out-for/
(Global) When Warnings Fail: Need To Tackle Cybercrime through Gamification

https://www.moneylife.in/article/when-warnings-fail-need-to-tackle-cybercrime-through-
gamification/75949.html

(U.S., Russia) Russian nationals charged with operating crypto mixers that masked
cybercrime funds

https://cyberscoop.com/russians-crypto-mixers-doj-charges/

(Global) How Al will transform cybersecurity in 2025 — and supercharge cybercrime

https://www.zdnet.com/article/how-ai-will-transform-cybersecurity-in-2025-and-supercharge-cybercrime/

RANSOMWARE

Critical Infrastructure Ransomware Attack Tracker Reaches 2,000 Incidents
Eduard Kovacs — Security Week: 7 January 2025

Roughly 2,000 ransomware attacks were launched over the past decade against critical
infrastructure organizations in the United States and other countries, according to data
collected as part of a project at Temple University in Philadelphia, Pennsylvania.

https://www.securityweek.com/universitys-critical-infrastructure-ransomware-attack-tracker-reaches-
2000-incidents/

For more on this theme:

(U.S.) Ransomware downtime costs U.S. healthcare organizations $1.9M daily
https://www.healthcareitnews.com/news/ransomware-downtime-costs-us-healthcare-organizations-19m-daily
(Global) Ransomware Shock — $133 Million Paid, 195 Million Records Compromised

https://www.forbes.com/sites/daveywinder/2025/01/09/ransomware-shock-133-million-paid-195-
million-records-compromised/

(Global) Record-breaking ransoms and breaches: A timeline of ransomware in 2024

https://techcrunch.com/2024/12/27/record-breaking-ransoms-and-breaches-a-timeline-of-ransomware-
in-2024/

(Global) Dark Web Profile: Trinity Ransomware
https://socradar.io/dark-web-profile-trinity-ransomware/
(Global) 2025 ransomware predictions, trends, and how to prepare

https://www.networkworld.com/article/3632157/2025-ransomware-predictions-trends-and-how-to-
prepare.html
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STATE-SPONSORED CYBERATTACKS

Law enforcement action deletes PlugX malware from thousands of machines
Greg Otto — CyberScoop: 14 January 2025

U.S. and international law enforcement agencies have removed the PlugX malware from
thousands of computers worldwide in a coordinated campaign to blunt the effectiveness of one
of the most infamous pieces of malware used by malicious cyber actors.

https://cyberscoop.com/plugx-malware-mustang-panda-doj-takedown/

For more on this theme:
(China, Taiwan) Chinese cyberattacks on Taiwan government averaged 2.4 min
a day in 2024, report says

https://www.reuters.com/technology/cybersecurity/chinese-cyberattacks-taiwan-government-averaged-
24-mln-day-2024-report-says-2025-01-06/

(U.S., China) U.S. uncovers hacking campaign targeting Guam’s critical infrastructure
— suspected Chinese Volt Typhoon hacks could disrupt the defense of Taiwan

https://www.tomshardware.com/tech-industry/cyber-security/u-s-uncovers-hacking-campaign-targeting-
guams-critical-infrastructure-suspected-chinese-volt-typhoon-hacks-could-disrupt-the-defense-of-taiwan

(Russia, Ukraine) Russian internet provider confirms its network was ‘destroyed’
following attack claimed by Ukrainian hackers

https://therecord.media/russian-internet-provider-says-network-destroyed-cyberattack

(Russia, Ukraine) Russia’s largest platform for state procurement hit by cyberattack
from pro-Ukraine group

https://therecord.media/russian-platform-for-state-procurement-hit-cyberattack

CYBER RESILIENCE

New regional skills projects to boost UK’s cyber resilience
Innovation News Network: 8 January 2025

More than 30 projects across England and Northern Ireland will deliver targeted support to
boost the UK’s cyber resilience — from new ways to better protect businesses and families from
potential cyberattacks to providing training to increase the nation’s cyber skills.

https://www.innovationnewsnetwork.com/new-regional-skills-projects-to-boost-uks-cyber-resilience/54289/

For more on this theme:

(U.S.) Rethinking cybersecurity in government: Prioritizing recovery and resilience

https://fedscoop.com/rethinking-cybersecurity-in-government-prioritizing-recovery-and-resilience/

(Global) What Security Lessons Did We Learn in 20247?

https://www.darkreading.com/cyber-risk/security-lessons-learn-2024

(Australia) Australian Federal Police: Advanced Tech for Cyber Resilience

https://opengovasia.com/2025/01/07/australian-federal-police-advanced-tech-for-cyber-resilience/
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PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

TERRORISM AROUND THE WORLD

Islamic State in Mozambique Rearing Its Head Again
The Soufan Center: 15 January 2025

Since 2017, Mozambique’s northern province of Cabo Delgado has been in the throes of a
violent jihadist insurgency led by Ahlu Sunna Waljama’a, a local militant group that previously
had control of an area in the Islamic State group’s Central African Province.

https://thesoufancenter.org/intelbrief-2025-january-15/

For more on this theme:

Closing the Border to Terrorists: Cooperation hetween Mexican Cartels and
International Terrorist Organizations
https://smallwarsjournal.com/2025/01/09/closing-the-border-to-terrorists/

Column: The Rise of Lone-Actor Terrorism: Analyzing Recent Attacks and the
Influence of ISIS

https://www.hstoday.us/featured/column-the-rise-of-lone-actor-terrorism-analyzing-recent-attacks-and-
the-influence-of-isis/

About ISIS and how they influence ‘lone-wolf’ attacks
https://wgntv.com/news/about-isis-and-how-they-influence-lone-wolf-attacks/
SOHR monitors ISIS movements and warns
https://hawarnews.com/en/sohr-monitors-isis-movements-and-warns

Syrian intelligence agency says it thwarted a planned Islamic State attack on

a Shiite shrine
https:/apnews.com/article/syria-islamic-state-sayyida-zeinab-shiite-shrine-attack-b4b98ffc8890b30703db16ad770c2fb4
Syria’s Collapse and Haggani Assassination: Rising Terror Threats for India and Beyond

https://www.fairobserver.com/politics/syrias-collapse-and-hagqgani-assassination-rising-terror-threats-for-
india-and-beyond/

How ISIS recruits homegrown terrorists
https://www.aol.com/isis-recruits-homegrown-terrorists-003435699.html
U.S. Troops Need to Stay in Syria to Counter the Islamic State Group, Austin Says

https://www.hstoday.us/subject-matter-areas/counterterrorism/u-s-troops-need-to-stay-in-syria-to-
counter-the-islamic-state-group-austin-says/

West Africa could soon have a jihadist state — here’s why
https://theconversation.com/west-africa-could-soon-have-a-jihadist-state-heres-why-244008

US must not hecome complacent to a growing terrorism threat, a Counterterrorism
Center official says

https://apnews.com/article/terrorism-threats-us-new-orleans-islamic-state-3f1859de44ead5f222ec363b6216e636
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GRAY AREA DYNAMICS, HYBRID WARFARE
AND INFORMATION OPERATIONS

Finland had 12 minutes left to stop a Russia-linked oil tanker from dealing

‘much worse’ damage to its undersea cables, president says
Matthew Loh — Business Insider: 15 January 2025

Finnish President Alexander Stubb said that his country had stopped the crew of a Russia-linked
oil tanker just minutes before it caused catastrophic damage to undersea cables in the Baltic Sea.

https://www.yahoo.com/news/finland-had-12-minutes-left-051451666.html

For more on this theme:

Undersea Cables Latest Target of China’s Hybrid Warfare Strategy
https://www.geopoliticalmonitor.com/undersea-cables-latest-target-of-chinas-hybrid-warfare-strategy/
What Is Hybrid Warfare? How Is Russia Employing It in the War in Ukraine?

https://www.msn.com/en-us/news/world/what-is-hybrid-warfare-how-is-russia-employing-it-in-the-war-in-
ukraine/ar-BB1plt7n

Baltic subsea sahotage: We're letting Russia (and China) undertake target practice

https://www.aspistrategist.org.au/baltic-subsea-sabotage-were-letting-russia-and-china-undertake-
target-practice/

Poland’s leader accuses Russia of planning acts of sabhotage against

‘airlines around the world’
https://apnews.com/article/poland-russia-airlines-tusk-27ee21c74b10bf1874deaed572229c96
Information Warfare: Another Media Misfire
https://www.strategypage.com/htmw/htiw/articles/2025010914 16.aspx#gsc.tab=0

The Role of Non-State Actors as Proxies in Irregular Warfare and Malign State Influence

https://smallwarsjournal.com/2025/01/15/the-role-of-non-state-actors-as-proxies-in-irregular-warfare-
and-malign-state-influence/

Shadow fleet showdown: NATO responds to grey zone threats in the Baltic
https://www.navylookout.com/shadow-fleet-showdown-nato-responds-to-grey-zone-threats-in-the-baltic/
Opinion — Vladimir Putin’s grey zone drone wars aren’t just coming to Europe —
they’re already here

https://www.msn.com/en-gb/news/world/opinion-vladimir-putins-grey-zone-drone-wars-arent-just-
coming-to-europe-theyre-already-here/ar-BB1rOEEM

Sweden is most recent target of Russia’s hybrid tactics, PM says

https://www.scmp.com/news/world/europe/article/3294455/sweden-most-recent-target-russias-shadow-
war-pm-cites-hybrid-attacks

Opinion How Armenia can defend itself against hybrid warfare
https://emerging-europe.com/opinion/how-armenia-can-defend-itself-against-hybrid-warfare/
Russia’s hybrid war is the new normal, says Finnish president | Radio Schuman

https://www.euronews.com/my-europe/2025/01/15/russias-hybrid-war-is-the-new-normal-says-finnish-
president-radio-schuman

Berlin plans to let army shoot down drones amid Russia tensions

https://www.straitstimes.com/world/europe/berlin-plans-to-let-army-shoot-down-drones-amid-russia-tensions
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ISRAEL/HAMAS/IRAN

Israel and Hamas Reach Cease-Fire, but Will the War End?
Steven A. Cook — Council on Foreign Relations: 15 January 2025

The agreement to exchange Israeli hostages for Hamas prisoners calls for an end to the fighting
in Gaza. But deep hostilities on both sides remain, and an unsettled region makes a lasting
ceasefire uncertain.

https://www.cfr.org/expert-brief/israel-and-hamas-reach-cease-fire-will-war-end

For more on this theme:
Israel, Hamas reach ceasefire deal designed to end 15-month Gaza war

https://www.reuters.com/world/middle-east/israel-hamas-reach-ceasefire-agreement-designed-end-15-
month-gaza-war-official-2025-01-15/

What to Know About the Israel-Hamas War Cease-Fire Deal
https://time.com/7207250/ceasefire-gaza-israel-hamas/

Israel, Hamas Reach Gaza Cease-fire Deal: What Happens Now?
https://www.usip.org/publications/2025/01/israel-hamas-reach-gaza-cease-fire-deal-what-happens-now
World reacts to Israel-Hamas Gaza ceasefire announcement
https://www.aljazeera.com/news/2025/1/15/world-reacts-to-israel-hamas-ceasefire-announcement
Hamas knows it hasn’t achieved its aims — but still claims victory
https://www.bbc.com/news/articles/czd|49zd45mo

Israel-Hamas ceasefire: Why Qatar is such a good negotiator
https://www.dw.com/en/israel-hamas-ceasefire-why-qatar-is-such-a-good-negotiator/a-6 9995458
How the Gaza war has remade the Middle East
https://www.npr.org/2025/01/16/g-s1-43022/how-gaza-war-remade-mideast

A mother’s anguish: One son to be freed from Gaza, another left behind

https://www.reuters.com/world/middle-east/mothers-anguish-one-son-be-freed-gaza-another-left-
behind-2025-01-16/

10 key moments in the Israel-Hamas war
https://www.thehindu.com/news/international/10-key-moments-in-the-israel-hamas-watr/article69102530.ece
Lebanon Ceasefire: Status and Prospects of the Israel-Hezhollah Truce

https://www.washingtoninstitute.org/policy-analysis/lebanon-ceasefire-status-and-prospects-israel-
hezbollah-truce

Analysis: The role of Iragi Shia militias as proxies in Iran’s Axis of Resistance

https://www.longwarjournal.org/archives/2025/01/analysis-the-role-of-iragi-shia-militias-as-proxies-in-
irans-axis-of-resistance.php

Israel-Houthi Tensions Heat Up — What’s Next?
https://www.usip.org/publications/2025/01/israel-houthi-tensions-heat-whats-next
Islamist groups in Middle East will emerge from Gaza war weakened

https://www.theguardian.com/world/2025/jan/16/islamist-groups-middle-east-gaza-war-weakened-
ceasefire-hamas-hezbollah
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RUSSIA/UKRAINE

A Deal with Russia at Ukraine’s Expense Will Not Bring Peace
Olena Snigyr — FPRI: 10 January 2025

Discussions of possible ceasefire negotiations in the war between Russia and Ukraine focus on
the concessions that Ukraine could make to stop the hot phase of the war. At the same time, the
prospects for a truce or peace should be based primarily on an analysis of Russian policy and the
goals that Russia wants to achieve through the war with Ukraine.

https://www.fpri.org/article/2025/01/a-deal-with-russia-at-ukraines-expense-will-not-bring-peace/

For more on this theme:

Ukraine gambled big in its daring assault into Russia’s Kursk. Was it worth the risk?
https://www.yahoo.com/news/ukraine-gambled-big-daring-assault-101702701.html

Ukrainian brigade pioneers remote-controlled ground assaults

https://www.reuters.com/world/europe/ukrainian-brigade-pioneers-remote-controlled-ground-
assaults-2025-01-16/

Russian inflation climbs as Ukraine offensive weighs on economy
https://www.yahoo.com/news/russian-inflation-climbs-ukraine-offensive-162937735.html

North Korean soldiers dispatched to Russia
https://abcnews.go.com/International/north-korean-soldiers-dispatched-russia/story?id=117544059
North Korean troops in Ukraine gain battlefield experience, cementing alliance with Russia
https://apnews.com/article/north-korea-ukraine-war-russia-0f34fb82cfdd267652f8df8bc3c574ec
North Korea’s suicide soldiers pose new challenge for Ukraine in war with Russia

https://www.reuters.com/world/north-koreas-suicide-soldiers-pose-new-challenge-ukraine-war-with-
russia-2025-01-14/

Russia’s unjammable drones are causing chaos. A tech firm says it has a fix to help
Ukraine fight back.
https://www.yahoo.com/news/russias-unjammable-drones-causing-chaos-124702724 .html

The Impact of Sanctions and Alliances on Russian Military Capabilities

https://rusi.org/explore-our-research/publications/commentary/impact-sanctions-and-alliances-russian-
military-capabilities

South Korea’s Role in the Russia-Ukraine War: Endeavors for a Global Pivotal State
and Its Impact

https://smallwarsjournal.com/2025/01/17/south-koreas-role-in-the-russia-ukraine-war-endeavors-for-a-
global-pivotal-state-and-its-impact/

Russia Labels Media Outlets as ‘Terrorist Organizations’ for First Time Ever

https://www.themoscowtimes.com/2025/01/13/russia-labels-media-outlets-as-terrorist-organizations-
for-first-time-ever-a87583

Ukraine’s escalating air attacks bring Putin’s invasion home to Russia

https://www.atlanticcouncil.org/blogs/ukrainealert/ukraines-escalating-air-attacks-bring-putins-invasion-
home-to-russia/

‘Your husband’s being tortured, and it’s your fault’

https://www.bbc.com/news/articles/cOw5jyd9nnwo
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RUSSIA/UKRAINE

For more on this theme:

Appeasement will only fuel Vladimir Putin’s imperial ambitions in Ukraine

https://www.atlanticcouncil.org/blogs/ukrainealert/appeasement-will-only-fuel-vladimir-putins-imperial-
ambitions-in-ukraine/

Trump advisers concede Ukraine peace deal is months away

https://www.reuters.com/world/europe/trump-advisers-concede-ukraine-peace-deal-is-months-
away-2025-01-15/

Trump’s pick for top diplomat calls for ceasefire in Russia’s war on Ukraine

https://www.voanews.com/a/trump-s-pick-for-top-diplomat-calls-for-ceasefire-in-russia-s-war-on-
ukraine/7938306.html

Russia’s Quiet Conquest: Belarus
https://understandingwar.org/backgrounder/russias-quiet-conquest-belarus

Russia Targets Ukraine’s Key Lithium Reserves
https://www.rferl.org/a/ukraine-lithium-russia-europe/33274220.html

Can India Advance Peace in Ukraine?
https://www.usip.org/publications/2025/01/can-india-advance-peace-ukraine

Europe mulls seizing Russia’s hillions to aid Ukraine
https://www.voanews.com/a/europe-mulls-seizing-russia-s-billions-to-aid-ukraine-/7937521.html
Why Do Ukrainians Oppose Lowering The Conscription Age?
https://www.rferl.org/a/ukraine-russia-war-conscription/33275293.html

How to keep Putin at bay: NATO takes lessons from Ukraine
https://www.politico.eu/article/future-warfare-how-nato-will-learn-from-ukraine-vladimir-putin-war/
The New Drones Boosting Russia’s Advances On The Battlefield In Ukraine — Analysis

https://www.eurasiareview.com/12012025-the-new-drones-boosting-russias-advances-on-the-
battlefield-in-ukraine-analysis/

No Silver Bullet: The Effect of Russian Energy Sanctions, With Sergey Vakulenko and
Tatiana Mitrova

https://carnegieendowment.org/podcasts/carnegie-politika-podcast/russia-energy-sector-
decline?center=russia-eurasia&lang=en
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