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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC)

CORRUPTION

‘We are done with corruption’: how the students of Serbia rose up against the system
Ingrid Gercama — The Guardian: 30 January 2025

In a country grappling with weak rule of law, many seek freedom from a government long seen
as authoritarian.

https://www.theguardian.com/world/2025/jan/30/we-are-done-with-corruption-how-the-students-of-
serbia-rose-up-against-the-system

For more on this theme:

Serbia’s prime minister resigns as anti-corruption protests sparked by deadly
collapse swell

https://apnews.com/article/serbia-protests-vucevic-resigns-b7 1e3a0aacf5d0368b2bd1f4500170f5
Sarkozy corruption trial shows ‘nobody is untouchable’
https://www.dw.com/en/sarkozy-corruption-trial-shows-nobody-is-untouchable/a-71394053

China Tightens the Reins: Anti-Corruption Compliance Expectations for Companies
in the Healthcare Sector

https://www.ropesgray.com/en/insights/viewpoints/102jvc6/china-tightens-the-reins-anti-corruption-
compliance-expectations-for-companies-i

Innovating for Transparency: How Digital Solutions Are Reducing Corruption Risk
in Viet Nam’s Health System

https://www.undp.org/vietnam/blog/innovating-transparency-how-digital-solutions-are-reducing-
corruption-risk-viet-nams-health-system

Bosnia Extends Ex-Security Minister’s Detention Over Corruption Charges
https://balkaninsight.com/2025/01/24/bosnia-extends-ex-security-ministers-detention-over-corruption-charges/
Greek court orders extradition of Israeli billionaire on Romanian corruption charges

https://www.politico.eu/article/greek-court-orders-extradition-israeli-billionaire-romanian-corruption-
charges-beny-steinmetz/

Bangladesh Probes Hasina’s Niece for Corruption in Russian Nuclear Power Deal

https://thediplomat.com/2025/01/bangladesh-probes-hasinas-niece-for-corruption-in-russian-nuclear-
power-deal/

Malaysia: Blockchain and Al Bolster Anti-Corruption Efforts
https://opengovasia.com/2025/01/31/malaysia-blockchain-and-ai-bolster-anti-corruption-efforts/
China’s military leadership asks troops to be ready for combat, tackle corruption in ranks

https://www.theweek.in/news/defence/2025/01/28/chinas-military-leadership-asks-troops-to-be-ready-
for-combat-tackle-corruption-in-ranks.html
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MONEY LAUNDERING/ILLICIT FINANCE/REAL ESTATE FRAUD

Trade-based money laundering: A problem of data
Isaac Hanson — Global Trade Review: 17 January 2025

Although money laundering is widely acknowledged as a scourge of international trade, the
difference between how often it occurs and how much is detected is vast. Many experts believe
this indicates a problem with the methods used to identify it.

https://www.gtreview.com/magazine/the-commodities-issue-2025/trade-based-money-laundering-a-
problem-of-data/

For more on this theme:
First Taskforce Report: PPPs and Fighting Financial Crime in Ukraine

https://rusi.org/explore-our-research/publications/conference-reports/first-taskforce-report-ppps-and-
fighting-financial-crime-ukraine

Banks should work together on money laundering, minister says
https://www.dutchnews.nl/2025/01/banks-should-work-together-on-money-laundering-minister-says/
Is money laundering undermining trade and investment between developing and
developed nations?

https://www.tbsnews.net/thoughts/money-laundering-undermining-trade-and-investment-between-
developing-and-developed-nations

Study identifies illicit finance risks in Premier League club ownership structures
https://phys.org/news/2025-01-illicit-premier-league-club-ownership.html

DRUG TRAFFICKING

What are the Mexican cartels, and how they have expanded their empire
Economic Times: 27 January 2025

U.S. President Donald Trump called for the State Department to label Mexican cartels as
“ . . . . » . . . . . .
foreign terrorist organizations,” putting the spotlight on the criminal organizations.

https://economictimes.indiatimes.com/news/international/global-trends/what-are-the-mexican-cartels-
and-how-they-have-expanded-their-empire/articleshow/117633305.cms

For more on this theme:

Colombian Armed Groups Fight Over Cocaine Hub: Civilians Die in Crossfire
https://www.occrp.org/en/news/colombian-armed-groups-fight-over-cocaine-hub-civilians-die-in-crossfire
More than 32,000 displaced as violence spirals in Colombian drug trafficking region
https://www.cnn.com/2025/01/22/americas/colombia-displaced-deadly-rebel-clashes-intl-latam/index.html

One of Europe’s most-wanted drug traffickers living in Sierra Leone, say Dutch
prosecutors

https://www.theguardian.com/society/2025/jan/27/one-of-europes-most-wanted-drug-traffickers-living-
in-sierra-leone-say-dutch-prosecutors

Greece says migrant health data stolen by drug trafficking network run by doctors,
pharmacists

https:/apnews.com/article/greece-migrants-health-scam-psychiatric-medications-4af3d09791cf5f651 74 13a7c 16205960
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ORGANIZED CRIME AROUND THE WORLD

From Paraguay to Colombia: The Murderous Reach of Transnational Crime
Juan Camilo Jaramillo and Christopher Newton — InSight Crime: 29 January 2025

New evidence linked to a dead witness in the case of Marcelo Pecci, a prominent Paraguayan
prosecutor who was killed in Colombia on his honeymoon, has shed light on the transnational
scope of those behind the assassination. At least five prison officials are under investigation in
the death of the witness.

https://insightcrime.org/news/from-paraguay-to-colombia-the-murderous-reach-of-transnational-crime/

For more on this theme:

Mapped: Organized Crime Hot Spots Around the World
https://www.visualcapitalist.com/organized-crime-hot-spots-around-the-world/

Ecuador Needs a Different Approach to Fighting Organized Crime
https://www.hrw.org/news/2025/01/17/ecuador-needs-different-approach-fighting-organized-crime
The war for Congo’s wealth: How organized crime fuels the M23 crisis in eastern DRC
https://globalinitiative.net/analysis/m23-organized-crime-rwanda-congo-drc-goma-conflict/

Chone Killers

https://insightcrime.org/ecuador-organized-crime-news/chone-killers/

CYBER FRAUD

Brad Pitt online romance fraud shows how victims are influenced by complex

psychological factors
Annie Lecompte — The Conversation: 22 January 2025

The story of an extraordinary romance fraud is making global headlines as its victim is mocked
around the world for her naivete.

https://theconversation.com/brad-pitt-online-romance-fraud-shows-how-victims-are-influenced-by-
complex-psychological-factors-247875

For more on this theme:

Open house: What should be done to check rising cyber frauds?
https://www.tribuneindia.com/news/ludhiana/open-house-what-should-be-done-to-check-rising-cyber-frauds/
NUG warns of growing cyber crime crisis in Myanmar
https://www.bnionline.net/en/news/nug-warns-growing-cyber-crime-crisis-myanmar

Meta Strikes Back: 2 Million Scam Accounts Shut Down in Battle Against $75 Billion
Fraud Epidemic

https://www.the420.in/meta-strikes-back-2-million-scam-accounts-shut-down-in-battle-against-75-
billion-fraud-epidemic/

North Korean Cyber Fraud Scheme Targets U.S. Firms, DOJ Indicts Five Individuals
https://thecyberexpress.com/north-korean-cyber-fraud-scheme/

India’s cyber-scam epidemic is part of a multibillion global industry. This series
traces a full arc

https://scroll.in/article/1078478/indias-cyber-scam-epidemic-is-part-of-a-multibillion-global-industry-
this-series-traces-a-full-arc
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TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

Pollution, Corruption, and lllegal Gold Mining: Investigating Nigeria’s Water Crisis
Patrick Egwu — Global Investigative Journalism Network: 23 January 2025

Nigerian investigative journalist and filmmaker Anu Adelakun grew up in Lagos, where access
to clean water was scarce for many. When the Bertha Foundation announced a fellowship
program focusing on exposing the politics and corruption behind water scarcity, she saw it as an
opportunity to tell the water stories she had long wanted to.

https://gijn.org/stories/investigating-nigeria-water-crisis/

For more on this theme:

Curbing the trade in pangolin scales in China by revealing the characteristics of the
illegal trade network

https://www.nature.com/articles/s41598-025-87183-5

Liberia: Investigation Uncovers Timber Smugglers in Caldwell
https://frontpageafricaonline.com/news/liberia-investigation-uncovers-timber-smugglers-in-caldwell/
Expanding Cameroon’s successful green militarisation strategy to protect elephants

https://issafrica.org/iss-today/expanding-cameroon-s-successful-green-militarisation-strategy-to-protect-
elephants

Elite syndicate threatens Tanzania’s Masai giraffe

https://issafrica.org/iss-today/elite-syndicate-threatens-tanzania-s-masai-giraffe

HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

One Volunteer’s Fight Against Human Trafficking in Africa
Akola Munyiri — UN Volunteers: 21 January 2025

About 49.6 million people are trapped in modern slavery, with 1 in 4 victims being children,
according to a 2022 report published by the International Labor Organization. It is happening
in every country around the world and has grown to become the second-largest black market
after the illicit drug trade.

https://www.unv.org/Success-stories/one-volunteers-fight-against-human-trafficking-africa

For more on this theme:
China families appeal to free relatives held by scam gangs in Myanmar

https://www.reuters.com/world/asia-pacific/china-families-appeal-free-relatives-held-by-scam-gangs-
myanmar-2025-01-22/

Australia exposed to modern slave labour imports and many businesses ‘ignoring the
facts’, commissioner warns

https://www.theguardian.com/australia-news/2025/jan/21/australia-exposed-to-modern-slave-labour-
imports-and-many-businesses-ignoring-the-facts-commissioner-warns

Chinese Trafficking Network Dismantled in Europe

https://www.occrp.org/en/news/chinese-trafficking-network-dismantled-in-europe

The small-boat casino: How to make and lose a fortune smuggling migrants on the
French coast

https://globalinitiative.net/analysis/how-to-make-and-lose-a-fortune-smuggling-migrants-on-the-french-coast/

b Return to Table of Contents



PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

To regulate cyber behaviour, listen to Indo-Pacific voices
Gatra Priyandita and Louise Marie Hure — The Strategist: 29 January 2025

The international community must broaden its understanding of responsible cyber behavior by
incorporating diverse perspectives from the Indo-Pacific, a region critical to the future of global
cyber governance.

https://www.aspistrategist.org.au/to-regulate-cyber-behaviour-listen-to-indo-pacific-voices/

For more on this theme:

(Global) Fighting deepfakes: what’s next after legislation?
https://www.aspistrategist.org.au/fighting-deepfakes-whats-next-after-legislation/

(Australia) DeepSeek’s disruption: Australia needs a stronger artificial intelligence
strategy
https://www.aspistrategist.org.au/deepseeks-disruption-australia-needs-a-stronger-artificial-intelligence-strategy/
(Global) Internet Governance Forum Messages Contribute to Building
Multistakeholder Digital Future
https://sdg.iisd.org/news/igf-messages-contribute-to-building-multistakeholder-digital-future/

INTERNET FREEDOM

On DeepSeek, you can watch Al navigate censorship in real time
Angela Yang — NBC News: 30 January 2025

DeepSeek seems to be trained to censor itself — and, at times, demonstrate specific political
leanings — about topics deemed sensitive in China. “Artificial intelligence is not outside the law,
and all governments are managing it according to law, and China is no exception,” a Chinese
Embassy spokesperson said.

https://www.nbcnews.com/tech/innovation/deepseek-censorship-china-rcnal 89594

For more on this theme:

(Global) Fighting censorship: UMass Amherst prof develops tools for internet freedom

https://www.masslive.com/westernmass/2025/01/fighting-censorship-umass-amherst-prof-develops-
tools-for-internet-freedom.html

(Belarus) Belarus Confronts Internet Censorship Ahead Of Elections
https://evrimagaci.org/tpg/belarus-confronts-internet-censorship-ahead-of-elections-160983

(Russia) Russia Blocks a Record 417K Websites in 2024
https://www.themoscowtimes.com/2025/01/29/russia-blocks-a-record-417k-websites-in-2024-a87778

(Iran) Satellite Internet Undermines Iran’s Tight Control Over Information

https://www.ncr-iran.org/en/news/society/satellite-internet-undermines-irans-tight-control-over-
information/

(Pakistan) Pakistan faces increasing internet censorship

https://www.wionews.com/videos/pakistan-faces-increasing-internet-censorship
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CYBER CRITICAL INFRASTRUCTURE

South Africa faces escalating cybersecurity threats to critical infrastructure
Defence Web: 20 January 2025

South Africa is grappling with an increasing frequency of cyberattacks targeting critical
infrastructure. The State Security Agency has acknowledged that the nation faces significant
threats, with ransomware attacks emerging as a predominant concern over the past year.

https://www.defenceweb.co.za/cyber-defence/south-africa-faces-escalating-cybersecurity-threats-to-
critical-infrastructure/

For more on this theme:

(U.S.) Closing software-understanding gap is critical to national security, CISA says
https://cyberscoop.com/cisa-darpa-software-understanding-gap-report/

(Global) Cybersecurity In 2025: Financial Services, Critical Infrastructure And
Government Cybersecurity Insights And Predictions

https://www.scoop.co.nz/stories/BU2501/S00280/cybersecurity-in-2025-financial-services-critical-
infrastructure-and-government-cybersecurity-insights-and-predictions.htm

(Global) Update to ISA/IEC 62443 standards addresses cybersecurity in industrial
and critical infrastructure operations

https://www.securityinfowatch.com/cybersecurity/press-release/55264064/international-society-of-
automation-isa-update-to-isa-iec-62443-standards-addresses-cybersecurity-in-industrial-and-critical-
infrastructure-operations

CYBER STRATEGY AND WARFARE

Japan Is Ready to Legalize ‘Active Cyber Defense’
Daisuke Akimoto — The Diplomat: 24 January 2025

An overhaul of Japan’s National Security Strategy was proposed in 2022. This might be the year
the cybersecurity legislation finally gets over the finish line.

https://thediplomat.com/2025/01/japan-is-ready-to-legalize-active-cyber-defense/

For more on this theme:

(Global) Understanding Cyber Effects in Modern Warfare
https://warontherocks.com/2025/01/understanding-cyber-effects-in-modern-warfare/
(Asia-Pacific) Asia-Pacific Strives to Keep Pace with Cyber Threats
https://www.crowell.com/en/insights/publications/asia-pacific-strives-to-keep-pace-with-cyber-threats
(EU) ENISA addresses proposed role to safeguard cybersecurity of health sector in
EU action plan

https://industrialcyber.co/medical/enisa-addresses-proposed-role-to-safeguard-cybersecurity-of-health-
sector-in-eu-action-plan/

(Singapore) Singapore’s military, industry jointly hone cyber defenses
https://ipdefenseforum.com/2025/01/singapores-military-industry-jointly-hone-cyber-defenses/

(U.S.) US House Committee calls for offensive cyber strategies in response to rising
adversarial threats

https://industrialcyber.co/critical-infrastructure/us-house-committee-calls-for-offensive-cyber-strategies-
in-response-to-rising-adversarial-threats/
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CYBERCRIME

Nulled, Other Cybercrime Websites Seized by Law Enforcement
Eduard Kovacs — Security Week: 30 January 2025

An international crackdown dubbed Operation Talent has seized several cybercrime websites,
including Nulled, Cracked, Sellix and StarkRDP. The website seizure screen shows logos of
law enforcement agencies in Australia, France, Germany, Greece, Romania, Spain, the United
States and other countries.

https://www.securityweek.com/nulled-other-cybercrime-websites-seized-by-law-enforcement/

For more on this theme:

(Global) US, Japan and S. Korea urge crypto industry to take action against North
Korean hackers
https://therecord.media/us-japan-south-korea-urge-crypto-industry-of-north-korean-hackers

(U.S., Global) Unconstrained Actors: Assessing Global Cyber Threats to the Homeland

https://www.fdd.org/analysis/2025/01/22/unconstrained-actors-assessing-global-cyber-threats-to-the-
homeland/

(Global) Tom Snyder: Will 2025 be a record year for cyber crime?

https://www.wral.com/business/technology/tom-snyder-everything-is-hacked-cybersecurity-crime-
january-2025/

RANSOMWARE

Lynx Ransomware Group ‘Industrializes’ Cybercrime With Affiliates
Kristina Beek — Dark Reading: 28 January 2025

The ransomware group provides everything an affiliate could want to breach and attack victims,
including a quality-controlled recruitment system to engage even more criminals.

https://www.darkreading.com/threat-intelligence/lynx-raas-group-industrializes-cybercrime-with-affiliate-
operations

For more on this theme:
(Global) Battling Ransomware: How Healthcare Organizations Can Strengthen
Cybersecurity to Protect Patient Data

https://medcitynews.com/2025/01/battling-ransomware-how-healthcare-organizations-can-strengthen-
cybersecurity-to-protect-patient-data/

(Global) When ransomware Kills: Attacks on healthcare facilities
https://securityintelligence.com/articles/when-ransomware-kills-attacks-on-healthcare-facilities/
(Global) Study Reveals 88% of Companies Experienced a Ransomware Attack Last Year
https://www.hipaajournal.com/cost-of-a-ransomare-attack-study-2024/

(Global) Why ransomware attackers target backups — and how to ensure your data
is protected

https://www.smartindustry.com/benefits-of-transformation/cybersecurity/article/55263751/why-
ransomware-attackers-target-backupsand-how-to-ensure-your-data-is-protected

(Global) Is banning ransomware payments key to fighting cybercrime?

https://venturebeat.com/security/is-banning-ransomware-payments-key-to-fighting-cybercrime/
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STATE-SPONSORED CYBERATTACKS

State-sponsored Actors Abusing Gemini to Fuel Cyber Attacks
Kaaviya Ragupathy — Cyber Security News: 29 January 2025

The state-sponsored threat actors are increasingly exploiting Google’s Al-powered assistant,
Gemini, to enhance their cyber operations.

https://cybersecuritynews.com/state-sponsored-actors-abusing-gemini/

For more on this theme:

(Global) Al-Powered Cyber Threats: Hackers Exploit Google’s Gemini
https://www.the420.in/ai-powered-cyber-threats-hackers-exploit-googles-gemini/

(North Korea, Global) North Korean APT Lazarus Compromises Developers via
Malicious NPM Packages

https://cybersecuritynews.com/lazarus-compromises-developers-via-malicious-npm-packages/

(Russia, Global) From expanding the list of targets to changing tactics: How the
hacker group APT28, linked to the GRU, operates

https://odessa-journal.com/from-expanding-the-list-of-targets-to-changing-tactics-how-the-hacker-
group-apt28-linked-to-the-gru-operates

(China, Global) Inside China’s ‘hacking capital’ that has ignited global cyber
security alarms

https://www.itv.com/news/2025-01-24/inside-chinas-hacking-capital-that-has-ignited-global-cyber-
security-alarms

CYBER RESILIENCE

Threat of cyber-attacks on Whitehall ‘is severe and advancing quickly’, NAO says
Robert Booth — The Guardian: 28 January 2025

The United Kingdom’s National Audit Office says dozens of critical IT systems independently
assessed in 2024 had “significant gaps in cyberresilience.”

https://www.theguardian.com/technology/2025/jan/29/cyber-attack-threat-uk-government-departments-
whitehall-nao

For more on this theme:

(Australia) Australia’s CI-ISAC secures $6.4 million government grant; set to holster
cyber resilience in healthcare

https://industrialcyber.co/medical/australias-ci-isac-secures-6-4-million-government-grant-set-to-
bolster-cyber-resilience-in-healthcare/

(Asia) What are the most pressing cyber security concerns going into 2025?

https://www.itnews.asia/news/what-are-the-most-pressing-cyber-security-concerns-going-
into-2025-614544

(Global) Cyber-Resilience regulations are here — is your organization ready?
https://www.flexera.com/blog/security/cyber-resilience-regulations-are-here-is-your-organization-ready/

(Global) Enhancing Cyber Resilience in Developing Countries

https://www.worldbank.org/en/results/2025/01/29/-enhancing-cyber-resilience-in-developing-countries

9 Return to Table of Contents



PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

TERRORISM AROUND THE WORLD

Terrorism Continues to Plague Africa
Voice of America: 22 January 2025

The United States is deeply concerned by the increasing number and lethality of terrorist attacks
in Africa, said U.S. Ambassador Dorothy Shea, chargé d’affaires ad interim at the United Nations,
calling on the U.N. Security Council to act swiftly. “Terrorists only stand to benefit from the
Council’s inaction, particularly since money continues to be the lifeblood of terrorists,” she said.

https://editorials.voa.gov/a/terrorism-continues-to-plague-africa/7946550.html

For more on this theme:

The dark secrets behind ISIS’s continued global reach

https://www.msn.com/en-in/news/world/the-dark-secrets-behind-isis-s-continued-global-reach/ar-
AAIwWgWw

Fear in Northern Nigeria as Boko Haram, ISWAP renew deadly supremacy battle

https://www.msn.com/en-us/news/world/fear-in-northern-nigeria-as-boko-haram-iswap-renew-deadly-
supremacy-battle/ar-AA1wXvyu

Iraq concerned of ISIS resurgence in post al-Assad Syria

https://english.alarabiya.net/News/middle-east/2025/01/23/irag-concerned-of-isis-resurgence-in-post-
al-assad-syria

Exclusive: Syrian Kurdish forces oppose handing jihadist jails to Islamist rulers

https://www.reuters.com/world/middle-east/syrian-kurdish-forces-oppose-handing-jihadist-jails-islamist-
rulers-2025-01-21/

Hundreds of Iran-Backed Fatemiyoun and Zainabiyoun Terrorists Warehoused at Iraqi
Government Bases

https://www.washingtoninstitute.org/policy-analysis/hundreds-iran-backed-fatemiyoun-and-zainabiyoun-
terrorists-warehoused-iraqi

How Did ISKP React to the HTS Victory in Syria?
https://thediplomat.com/2025/01/how-did-iskp-react-to-the-hts-victory-in-syria/

Sahel Countries to Create Joint Anti-Jihadist Force
https://thedefensepost.com/2025/01/22/sahel-joint-anti-jihadist-force/

Could Central Asian Insurgents In Syria Present A New Regional Threat? — Analysis

https://www.eurasiareview.com/20012025-could-central-asian-insurgents-in-syria-present-a-new-
regional-threat-analysis/

The quiet financier: Islamic State's elusive strongman
https://www.yahoo.com/news/quiet-financier-islamic-states-elusive-021930841.html
Pakistan’s bet on Taliban backfires as violence surges

https://www.irishtimes.com/world/asia-pacific/2025/01/19/pakistans-bet-on-taliban-backfires-as-
violence-surges/
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GRAY AREA DYNAMICS, HYBRID WARFARE
AND INFORMATION OPERATIONS

At least 11 Baltic cables have been damaged in 15 months, prompting NATO

to up its guard
John Leicester and Emma Burrows — The Associated Press: 28 January 2025

The alliance is deploying warships, maritime patrol aircraft and naval drones for the mission
to provide “enhanced surveillance and deterrence.”

https://apnews.com/article/nato-france-russia-baltic-cables-ships-damage-764964a275530915c2cchaf1 125ec125

For more on this theme:

Hybrid threats: Russia’s shadow war escalates across Europe

https://www.theparliamentmagazine.eu/news/article/hybrid-threats-russias-shadow-war-escalates-
across-europe

Sweden seizes ship suspected of Baltic Sea cable ‘sabhotage’
https://www.yahoo.com/news/sweden-seizes-ship-suspected-baltic-205355292.html

The Need for a Taxonomy of Hybrid Warfare: Population-Centric vs. Enemy-Centric
Approaches

https://smallwarsjournal.com/2025/01/22/the-need-for-a-taxonomy-of-hybrid-warfare-population-
centric-vs-enemy-centric-approaches/

The Heart of Strategic Influence: Aristotle’s Contribution to Addressing DisInformation
https://www.hstoday.us/featured/the-heart-of-strategic-influence-aristotles-contribution-to-addressing-disinformation/
Report describes ways EU increasingly targeted by Russian sabotage
https://phys.org/news/2025-01-ways-eu-russian-sabotage.html

MEPs condemn Russia’s use of disinformation to justify its war in Ukraine

https://www.pubaffairsbruxelles.eu/eu-institution-news/meps-condemn-russias-use-of-disinformation-to-
justify-its-war-in-ukraine/

Czech domestic intelligence head warns the country is facing a hybrid war,
purveyors of disinformation will target elections to the lower house

https://romea.cz/en/czech-republic/czech-domestic-intelligence-head-warns-the-country-is-facing-a-
hybrid-war-purveyors-of-disinformation-will-target-elections-to-the-lower-house

Russia’s Hybrid Warfare: Belgian State Security Unveils Recruitment of ‘Freelance Agents’
https://eutoday.net/russia-hybrid-warfare/
“Gas is used as a weapon in hybrid warfare” (European Diplomacy)

https://www.msn.com/en-us/politics/international-relations/gas-is-used-as-a-weapon-in-hybrid-warfare-
european-diplomacy/ar-AAlxaqul

Germany proposes tougher EU response to hybrid threats from Russia
https://www.politico.eu/article/germany-russia-hybrid-attack-diplomacy-shadow-fleet-ukraine-russia-putin/

How Iran Lost Before It Lost: The Roll Back of Its Gray Zone Strategy
https://warontherocks.com/2025/01/how-iran-lost-before-it-lost-the-roll-back-of-its-gray-zone-strategy/

Countering foreign interference: the government should name names

https://www.aspistrategist.org.au/countering-foreign-interference-the-government-should-name-names/
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Hamas May Be Cheering, But It Is Writhing in Pain
Ehud Yaari — The Washington Institute for Near East Policy: 26 January 2025

All the talk of Hamas emerging from the war with the upper hand contradicts the realities on
the ground, where the group has lost its military capabilities, has no hope of substantial outside
help, and has failed to ignite the West Bank.

https://www.washingtoninstitute.org/policy-analysis/hamas-may-be-cheering-it-writhing-pain

For more on this theme:

Israelis and Palestinians rejoice after more hostages and prisoners are freed
https:/apnews.comvarticlefisraehpelestinians-hames war-news-ceasefire hostages 01-30-2025-30¢71314952600e2bda73ca6912bb7c8
So Far So Good? The Israel-Lebanon Ceasefire Is Largely Holding
https://www.washingtoninstitute.org/policy-analysis/so-far-so-good-israel-lebanon-ceasefire-largely-holding
Despite the Houthi Pledge to Limit Attacks, the Red Sea Remains Highly Volatile

https://www.washingtoninstitute.org/policy-analysis/despite-houthi-pledge-limit-attacks-red-sea-
remains-highly-volatile

How did so many Thai farmers end up held hostage by Hamas?
https:/apnews.comVarticle/israel-palestinians-hamas-war-ceasefire-hostages-thai-deccc8d8da8c56d5122a21a6b89¢7175d
Who are the Palestinian prisoners released in exchange for Israeli hostages?
https://apnews.com/article/palestinian-prisoners-exchange-gaza-ceasefire-6c00b4d 15494 1942b1f5a9¢cch83d3
Analysis: Hamas begins to publish the names of its dead members

https://www.longwarjournal.org/archives/2025/01/analysis-hamas-begins-to-publish-the-names-of-its-
dead-members.php

Israel-Hamas ceasefire: ‘It's time for this war to end, we have to stop doing this to each other’

https://www.france24.com/en/video/202501 30-it-s-time-for-this-war-to-end-we-have-to-stop-doing-this-
to-each-other

Lebanon: How Israel, Hezhollah, and Regional Powers Are Shaping Its Future
https://www.cfr.org/backgrounder/lebanon-how-israel-hezbollah-and-regional-powers-are-shaping-its-future
Iran steps up recruitment of Israeli spies
https://www.voanews.com/a/iran-steps-up-recruitment-of-israeli-spies/7956807.html

Analysis: Naim Qassem’s most defiant speech yet as Hezbollah secretary-general

https://www.longwarjournal.org/archives/2025/01/analysis-naim-gassems-most-defiant-speech-yet-as-
hezbollah-secretary-general.php

Lebanon’s prime minister-designate is unlikely to confront Hezhollah

https://www.fdd.org/analysis/op_eds/2025/01/29/lebanons-prime-minister-designate-is-unlikely-to-
confront-hezbollah/

A Hinge Point: Leveraging the Gaza Ceasefire for a Durahle Peace in the Israeli-
Palestinian Conflict

https://www.rand.org/pubs/commentary/2025/01/a-hinge-point-leveraging-the-gaza-ceasefire-for-a-
durable.html

Pathways to a Durable Israeli-Palestinian Peace
https://www.rand.org/pubs/research_reports/RRA3486-1.html
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Putin says talks with Ukraine possible, but not with Zelensky
Agence France-Presse: 29 January 2025

Russian President Vladimir Putin said on January 28 that his country could hold peace talks
with Ukraine, but ruled out speaking directly with President Volodymyr Zelensky, whom he
called “illegitimate.”

https://www.yahoo.com/news/putin-says-talks-ukraine-possible-212242301.html

For more on this theme:

Ukraine’s fighter pilots are using Cold War skills the West deemphasized decades
ago but may need again, former US pilot says
https://www.yahoo.com/news/ukraines-fighter-pilots-using-cold-104201498.html

Russia says it sees no signs that Ukraine and the West are ready for peace talks
despite all statements

https://www.reuters.com/world/europe/russia-says-it-sees-no-signs-that-ukraine-west-are-ready-peace-
talks-despite-all-2025-01-24/

Ukraine’s Kursk invasion was a risky play, but it might have nailed the timing
https://www.yahoo.com/news/ukraines-kursk-invasion-risky-play-102701837.html
Russia issues school texthook saying it was ‘forced’ to march into Ukraine

https://www.reuters.com/world/europe/russia-issues-school-textbook-saying-it-was-forced-march-into-
ukraine-2025-01-27/

Silence and suspicion on Belarus’s border with Ukraine
https://www.yahoo.com/news/silence-suspicion-belaruss-border-ukraine-095305233.html
The sources of Russian conduct
https://www.aspistrategist.org.au/the-sources-of-russian-conduct/

How Russian Nationalism Twists Itself in Order to Endure

https://www.internationalaffairs.org.au/australianoutlook/how-russian-nationalism-twists-itself-in-order-
to-endure/

China Becomes Russia’s Lifeline for Critical War Minerals
https://www.occrp.org/en/news/china-becomes-russias-lifeline-for-critical-war-minerals

Belarus’s Integral Bypasses Sanctions, Fuels Russian War Effort
https://www.occrp.org/en/news/belaruss-integral-bypasses-sanctions-fuels-russian-war-effort

Russia’s Nuclear Doctrine Amendments: Scare Tactics or Real Shift?
https://www.usip.org/publications/2025/01/russias-nuclear-doctrine-amendments-scare-tactics-or-real-shift
Ukraine investigates video of possible POW executions by Russian troops
https://www.cbsnews.com/news/ukraine-russia-war-video-possible-pow-executions-russian-troops-donetsk/
Ukrainian drones and missiles target Putin’s war machine inside Russia

https://www.atlanticcouncil.org/blogs/ukrainealert/ukrainian-drones-and-missiles-target-putins-war-
machine-inside-russia/

The West must study the success of Ukraine’s Special Operations Forces

https://www.atlanticcouncil.org/blogs/ukrainealert/the-west-must-study-the-success-of-ukraines-special-
operations-forces/
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For more on this theme:

Europe considers sending troops to Ukraine if there’s a ceasefire. But would Russia accept?
https://apnews.com/article/ukraine-russia-nato-trump-ceasefire-589ce9989ac96cf4618b7238701a5b9¢c
Ukrainian Holocaust survivor: Russia is waging ‘war of extermination’
https://www.atlanticcouncil.org/blogs/ukrainealert/ukrainian-holocaust-survivor-warns-of-russias-war-of-extermination/

Beyond Compliance Symposium — Extracting Lessons from the Russia-Ukraine War to
Improve Civilian Protection

https://lieber.westpoint.edu/extracting-lessons-russia-ukraine-war-improve-civilian-protection/

Suicidal tendencies and '80s hattlefield tactics: How North Korean soldiers are
operating in Russia’s war on Ukraine

https://www.cnn.com/2025/01/28/europe/north-korean-soldiers-fighting-for-russia-intl-cmd/index.html
The real reason Russia invaded Ukraine
https://thehill.com/opinion/international/5109282-the-real-reason-russia-invaded-ukraine/
Ukraine’s Marauding Sea Drones Bewilder Russia
https://cepa.org/article/ukraines-marauding-sea-drones-bewilder-russia/

How to Fix Ukraine’s People Shortage
https://cepa.org/article/how-to-fix-ukraines-people-shortage/

Ukraine Is Far From Defeated

https://cepa.org/article/ukraine-is-far-from-defeated/

Ukraine Shows Power of Public-Private Space Cooperation
https://cepa.org/article/ukraine-shows-power-of-public-private-space-cooperation/

EU renews Russia sanctions after Hungarian delay

https://www.reuters.com/world/europe/eu-expects-renew-russia-sanctions-after-hungarian-hold-
up-2025-01-27/

The Era of Wild Putinism: How War Is Changing the Russian Regime and Elites
https://carnegieendowment.org/research/2024/1 1/russia-wild-putinism-politics

‘The Russians Worked Fast’: How Ukraine Lost Its Tactical Nuclear Weapons
https://www.rferl.org/a/ukraine-tactical-nuclear-weapons-removal-russia-war/33297502.html
The search for Ukraine’s missing — ‘no one could have foreseen this nightmare’
https://www.bbc.com/news/articles/c74m112y71ko

For Running the numbers: What if the US were to stop supporting Ukraine?
https://thehill.com/opinion/national-security/5111659-cost-of-ukraine-losing-analysis/
Ukraine Is Droning On in Russia
https://nationalinterest.org/blog/buzz/ukraine-is-droning-on-in-russia/

Deterring Russia: U.S. Military Posture in Europe

https://www.csis.org/analysis/deterring-russia-us-military-posture-europe
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For more on this theme:

Ukraine Military Situation Update: North Korean Military Involvement — Analysis

https://www.eurasiareview.com/31012025-ukraine-military-situation-update-north-korean-military-
involvement-analysis/

Kremlin Continues to Promote Cossack Rebirth in 2025
https://jamestown.org/program/kremlin-continues-to-promote-cossack-rebirth-in-2025/

Putin Expands Use of Soviet-Style Punitive Psychiatry Across Russia
https://jamestown.org/program/putin-expands-use-of-soviet-style-punitive-psychiatry-across-russia/
European Union’s Top General’s Proposal Would Return Ukraine To The Grey Zone

https://jamestown.org/program/european-unions-top-generals-proposal-would-return-ukraine-to-the-
grey-zone/

Russian Business Scheme to Circumvent Tariffs and Fund War

https://jamestown.org/program/russian-business-scheme-to-circumvent-tariffs-and-fund-war/

Securing Ukraine May Require Western Forces

https://www.rand.org/pubs/commentary/2025/01/securing-ukraine-may-require-western-forces.html
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