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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC)

CORRUPTION

Who will end government corruption? In Serbia, it may be the students.
Radmilo Markovi¢ and Dominique Soguel — The Christian Science Monitor: 26 February 2025

Corruption has long been a problem in Serbia. One form of it is the circumvention of public
procurement laws by implementing state-to-state agreements — in particular with China, but also with
other countries, according to Serbia Transparency International program director Nemanja Nenadic.

https://www.csmonitor.com/World/Europe/2025/0226/serbia-vucic-student-protest-novi-sad

For more on this theme:

Engaging Haiti’s Youth in the Fight Against Corruption and Impunity
https://www.un.org/democracyfund/news/engaging-haiti%E 2 %80%99s-youth-fight-against-corruption-and-impunity
Polish anti-corruption chief resigns amid Pegasus scandal
https://www.euractiv.com/section/politics/news/polish-anti-corruption-chief-resigns-amid-pegasus-scandal/
Indonesia Arrests 7 Top Executives In $12 Billion 0il Corruption Case

https://www.marineinsight.com/shipping-news/indonesia-arrests-7-top-executives-in-12-billion-oil-
corruption-case/

EU funds at heart of massive corruption case at Czech'’s largest hospital

https://www.euractiv.com/section/politics/news/eu-funds-at-heart-of-massive-corruption-case-at-czechs-
largest-hospital/

SPORTS CORRUPTION

More Than 6,000 Athletes Engaged in Anti-Corruption Education Programmes

at Gangwon 2024 and Paris 2024
3BL Media: 27 February 2025

The athletes and members of their entourages learned about competition manipulation
last year, the International Olympic Committee announced on December 9, 2024, to mark
International Anti-Corruption Day.

https://www.3blmedia.com/news/more-6000-athletes-engaged-anti-corruption-education-programmes-
gangwon-2024-and-paris-2024

For more on this theme:
French football chiefs to decide fate of Marseille boss over ‘corruption’ slur

https://www.rfi.fr/en/sports/20250225-french-football-chiefs-to-decide-fate-of-marseille-boss-over-
corruption-slur

Former Tunisian FA boss Jary jailed for corruption
https://www.bbc.com/sport/football/articles/cvge3y819gjo

Liga Alef North suspended amid match-fixing scandal
https://www.jpost.com/israel-news/sports/article-843381

Some in baseball think an international draft could address corruption.
Creating one isn’t that easy
https://apnews.com/article/mlb-international-draft-51d27f8b59be9a0b500b83fb40fc70f0
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MONEY LAUNDERING/ILLICIT FINANCE/REAL ESTATE FRAUD

Inside the Lazarus Group money laundering strategy
Christopher Tepedino — Cointelegraph: 27 February 2025

The hacker group, also known as Guardians of Peace and Whols Team and alleged to be run
by the government of North Korea, deployed its notorious money-laundering tactics and left a
complex trail as it sought to evade detection after a high-profile $1.5 billion crypto heist.

https://cointelegraph.com/news/inside-lazarus-group-money-laundering-strategy-bybit-hack

For more on this theme:
Anti-money laundering pros find expanding uses for Al. But adoption remains slow.

https://www.prnewswire.com/news-releases/anti-money-laundering-pros-find-expanding-uses-for-ai-but-
adoption-remains-slow-302384474.html

Power & polo

https://www.postandcourier.com/news/special_reports/aiken-money-laundering-real-estate-nigeria-
dasuki-charges/article_f66cd830-995e-11ef-926f-f79d2b2cadd2.html

The Dark Side of Crypto in Nigeria: Laundering Risks and Regulatory Challenges

https://www.devdiscourse.com/article/other/3276806-the-dark-side-of-crypto-in-nigeria-laundering-
risks-and-regulatory-challenges

South Africa’s G20 presidency: A golden opportunity to put an end to illicit financial flows

https://www.msn.com/en-za/news/other/south-africa-s-g20-presidency-a-golden-opportunity-to-put-an-
end-to-illicit-financial-flows/ar-AA1zNEHN?ocid=finance-verthp-feeds

ORGANIZED CRIME AROUND THE WORLD

The Amazon Tri-Border: Organised Crime and lllicit Activity
Martino Jervis — Grey Dynamics: 21 February 2025

The remote area where the borders of Brazil, Colombia and Peru converge in the Amazon
rainforest, and where there is limited state presence, has brought organized crime to the region.
Efforts to combat organized crime face great geographical and political challenges.

https://greydynamics.com/the-amazon-tri-border-organised-crime-and-illicit-activity/

For more on this theme:

Mapping and Profiling the Most Threatening Criminal Networks in Latin America
and the Caribbean - EL PAcCTO

https://smallwarsjournal.com/2025/02/20/mapping-and-profiling-the-most-threatening-criminal-
networks-in-latin-america-and-the-caribbean-el-paccto/

Q&A: Europe Steps Up Work with Latin America Against Criminal Networks
https://insightcrime.org/news/qa-europe-steps-up-work-with-latin-america-against-criminal-networks/
Transnational Organized Crime and the Pacific Islands

https://globalinitiative.net/analysis/transnational-organized-crime-and-the-pacific-islands/
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CYBERCRIME (FRAUD)

Fraud-as-a-Service: Creating a new breed of fraudsters
Kennedy Meda — Reuters: 21 February 2025

Financial institutions have been significantly impacted by fraud losses, and a new driving force
has been Fraud-as-a-Service, a secretive industry in which cybercriminals offer tools, services and
support to fraudsters in exchange for payment.

https://www.thomsonreuters.com/en-us/posts/corporates/faas-new-fraudsters/

For more on this theme:

How Faas is Driving Large-Scale Fraud and Cyber Attacks
https://cybermagazine.com/articles/aulOtix-faas-drives-100-surge-in-cyber-fraud-attacks

Crypto crime in 2024 likely exceeded $51B, far higher than reported: Chainalysis
https://cointelegraph.com/news/crypto-crime-2024-2025-chainalysis

SEC’s CETU: A Dedicated Task Force to Safeguard Investors from Cyber Fraud
https://thecyberexpress.com/sec-launches-cetu-tackle-emerging-tech-scams/

Online investment scams are a geopolitical problem
https://www.taipeitimes.com/News/editorials/archives/2025/02/26/2003832506

HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

How conflict in Libya facilitated transnational expansion of migrant smuggling

and trafficking
Tim Eaton — Chatham House: 21 February 2025

How the Libyan conflict transformed human trafficking routes in West Africa, and why
Europe’s response has so far failed.

https://www.chathamhouse.org/2025/02/how-conflict-libya-facilitated-transnational-expansion-migrant-
smuggling-and-trafficking

For more on this theme:

Why undocumented migrants risk their lives and human trafficking to cross deadly
Darien Gap

https://indianexpress.com/article/explained/illegal-migrants-darien-gap-9850164/

Panama to formalize long-used migrant smuggling boat route to handle
‘reverse flow’ south

https://apnews.com/article/panama-boats-migration-d44c3321babclcc214513574cc304ef9

From Eurotunnel to fake passports — how Albanians are smuggled into UK
https://www.thetimes.com/uk/crime/article/eurotunnel-fake-passports-albanians-smuggled-into-uk-b2zI90thc
“Trapped at sea”: North Korean slavery ahoard China’s tuna fleet
https://oceanographicmagazine.com/news/trapped-at-sea-north-korean-slavery-aboard-chinas-tuna-fleet/
Spain busts South American sex-trafficking pipeline

https://www.dw.com/en/spain-busts-south-american-sex-trafficking-pipeline/a-71720892
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DRUG TRAFFICKING

Kush in Sierra Leone: West Africa’s growing synthetic drugs challenge
Lucia Bird Ruiz-Benitez de Lugo and Kars de Bruijne — Global Initiative Against Transnational
Organized Crime: 25 February 2025

A synthetic drug known as kush is estimated to have killed thousands of people in West Africa
since 2022. Kush emerged in Sierra Leone, but quickly spread with devastating effects. The
health impacts are so acute that in 2024 the presidents of Liberia and Sierra Leone declared
national emergencies over drug use.

https://globalinitiative.net/analysis/kush-in-sierra-leone/

For more on this theme:
Evaluating Cocaine Market Interventions: How External Shocks and Disruption
of Criminal Networks Impact the Cocaine Trade and Social Outcomes

https://globalinitiative.net/analysis/evaluating-cocaine-market-interventions-how-external-shocks-and-
disruption-of-criminal-networks-impact-the-cocaine-trade-and-social-outcomes/

The Sinaloa Cartel to the ELN: Ally or Subordinate?
https://insightcrime.org/news/the-sinaloa-cartel-to-the-eln-ally-or-subordinate/
Montes Bobadilla
https://insightcrime.org/honduras-organized-crime-news/montes-bobadilla/
0zempic being ‘sold by drug dealers alongside class As’

https://www.the-independent.com/news/uk/crime/ozempic-drug-dealers-weight-loss-injections-b2702800.html

TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

Is it too late for the pangolin?
Mohd. Yunus — The Interpreter: 27 February 2025

The race to save the world’s most trafficked creature is more of a national security challenge
than solely a conservation question for dozens of countries.

https://www.lowyinstitute.org/the-interpreter/it-too-late-pangolin

For more on this theme:
5 ways to improve security governance and prevent future illegal mining tragedies
from happening

https://theconversation.com/5-ways-to-improve-security-governance-and-prevent-future-illegal-mining-
tragedies-from-happening-248741

Indigenous leader in Peru says illegal miners use children as ‘human shields’
in the Amazon

https://www.reuters.com/world/americas/indigenous-leader-peru-says-illegal-miners-use-children-
human-shields-amazon-2025-02-17/

The world wildlife trade regulator is 50 — here’s what has worked and what needs
to change

https://theconversation.com/the-world-wildlife-trade-regulator-is-50-heres-what-has-worked-and-what-
needs-to-change-248268
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PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

ASEAN cyber norms need broad stakeholder engagement
Gatra Priyandita — The Strategist: 26 February 2025

As Malaysia assumes the chairmanship of the Association of Southeast Asian Nations in 2025,
the government wants to make its mark on the region’s cybersecurity cooperation framework.
Malaysia is keen to develop the third iteration of the cybersecurity cooperation strategy,

but to be truly effective, the plan must remain a multistakeholder affair.

https://www.aspistrategist.org.au/asean-cyber-norms-need-broad-stakeholder-engagement/

For more on this theme:

(Global) The Digital Sovereignty Ecosystem
https://circleid.com/posts/the-digital-sovereignty-ecosystem

(U.S., Global) The urgency of centering safety-net organizations in Al governance
https://www.nature.com/articles/s41746-025-01479-4

(Japan) New Government Policy Shows Japan Favors a Light Touch for Al Regulation
https://www.csis.org/analysis/new-government-policy-shows-japan-favors-light-touch-ai-regulation
(U.S.) U.S. Shifts Al Policy, Calls for Al Action Plan

https://natlawreview.com/article/us-shifts-ai-policy-calls-ai-action-plan

INTERNET FREEDOM

2024 was the worst year on record for internet freedoms — again
Chiara Castro — TechRadar: 24 February 2025

In 2024, the internet went dark 296 times across 54 countries, with seven governments joining
the perpetrators’ shutdown list for the first time.

https://www.techradar.com/vpn/vpn-privacy-security/2024-was-the-worst-year-on-record-for-internet-
freedoms-again

For more on this theme:
(Malaysia) Malaysia’s push for more internet laws raises censorship concerns
and crackdown on dissent

https://www.msn.com/en-xl/news/other/malaysia-s-push-for-more-internet-laws-raises-censorship-
concerns-and-crackdown-on-dissent/ar-AAloam9n

(China) Censorship as a Service | Leak Reveals Public-Private Collaboration
to Monitor Chinese Cyberspace

https://www.sentinelone.com/labs/censorship-as-a-service-leak-reveals-public-private-collaboration-to-
monitor-chinese-cyberspace/

(Pakistan) Pakistan’s digital rights group calls for independent body to monitor
Internet censorship decision

https://www.arabnews.com/node/2591658/amp
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CYBER CRITICAL INFRASTRUCTURE

DragonForce Attacks Critical Infrastructure to Exfiltrate Data and Halt Operations
Aman Mishra — GBHackersL 27 February 2025

The DragonForce ransomware group has launched a significant cyberattack on critical infrastructure
in Saudi Arabia, targeting a prominent real estate and construction company in Riyadh.

https://gbhackers.com/dragonforce-attacks-critical-infrastructure/

For more on this theme:
(Canada, Russia, Ukraine) Canadian agencies urge organizations to boost cyber
defenses as Ukraine invasion anniversary approaches

https://industrialcyber.co/critical-infrastructure/canadian-agencies-urge-organizations-to-boost-cyber-
defenses-as-ukraine-invasion-anniversary-approaches/

(China, Global) CISA, FBI, MS-ISAC warn of Ghost ransomware exploiting outdated
systems across critical infrastructure

https://industrialcyber.co/cisa/cisa-fbi-ms-isac-warn-of-ghost-ransomware-exploiting-outdated-systems-
across-critical-infrastructure/

(Ukraine) UAC-0212: Hackers Unleash Devastating Cyber Attack on Critical
Infrastructure

https://gbhackers.com/uac-0212-hackers-unleash-devastating-cyber-assault/

CYBER STRATEGY AND WARFARE

European Commission unveils cybersecurity blueprint to strengthen EU cybersecurity

and crisis coordination
Industrial Cyber: 24 February 2025

The European Commission unveiled on February 24 a proposal aimed at ensuring a robust and
efficient response to large-scale cyber incidents, enhancing EU cyber crisis coordination. The
updated cybersecurity blueprint refines the comprehensive EU framework for cybersecurity crisis
management, detailing the roles of relevant EU actors throughout the crisis life cycle.

https://industrialcyber.co/critical-infrastructure/european-commission-unveils-cybersecurity-blueprint-
to-strengthen-eu-cybersecurity-and-crisis-coordination/

For more on this theme:
(Australia) Australia Has More to do Says National Cybersecurity Coordinator

https://australiancybersecuritymagazine.com.au/australia-has-more-to-do-says-national-cybersecurity-
coordinator/

(EU) EuroStack — A European alternative for digital sovereignty
https://www.ceps.eu/ceps-publications/eurostack-a-european-alternative-for-digital-sovereignty/
(Global) The geopolitical minefield of cyber warfare
https://www.bobsguide.com/the-nation-state-cyber-warfare/

(Canada) Federal government announces latest National Cyber Security Strategy

https://www.dataprotectionreport.com/2025/02/federal-government-announces-latest-national-cyber-
security-strategy/
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CYBERCRIME

Cybercrime schools in Nigeria: The proliferation of internet fraud
Pamela Ephraim — Global Voices: 25 February 2025

The Nigerian Communications Commission estimated that the country loses approximately
$500 million annually to online fraud. The proliferation of internet fraud has become a major
concern, as it not only impacts victims financially and psychologically but also tarnishes the
country’s reputation internationally.

https://globalvoices.org/2025/02/25/cybercrime-schools-in-nigeria-the-proliferation-of-internet-fraud/

For more on this theme:

(Global) Cyber Crime Statistics By Cyber Attacks, Concerns and Facts
https://www.coolest-gadgets.com/cyber-crime-statistics/

(India) How India’s cybercrime crackdown is ensnaring digital devils

https://www.indiatoday.in/india-today-insight/story/how-indias-cybercrime-crackdown-is-ensnaring-
digital-devils-2685929-2025-02-26

(Global) 2025 CrowdsStrike Global Threat Report: Cybercriminals Are Shifting Tactics
— Are You Ready?

https://securityboulevard.com/2025/02/2025-crowdstrike-global-threat-report-cybercriminals-are-
shifting-tactics-are-you-ready/

(Global) Cybercrime laws risk ‘steady criminalization’ of journalists, analysts warn

https://www.voanews.com/a/cybercrime-laws-risk-steady-criminalization-of-journalists-analysts-
warn/7989674.html

RANSOMWARE

Black Basta is latest ransomware group to be hit by leak of chat logs
Alexander Martin — The Record: 21 February 2025

The Black Basta ransomware group has become the latest criminal enterprise to be hit by a
release of internal chat logs, potentially revealing identifying details about the individuals
behind the scheme and their operations.

https://therecord.media/black-basta-ransomware-group-chat-logs-leaked

For more on this theme:

(EU, China) New NailaoLocker ransomware used against EU healthcare orgs

https://www.bleepingcomputer.com/news/security/new-nailaolocker-ransomware-used-against-eu-
healthcare-orgs/

(Global) Protecting the Manufacturing Sector from Ransomware
https://www.tripwire.com/state-of-security/protecting-manufacturing-sector-ransomware
(Global) New Anubis Ransomware Could Pose Major Threat to Organizations
https://www.securityweek.com/new-ransomware-anubis-could-pose-major-threat-to-organizations/
(Global) Dragos: Ransomware attacks against industrial orgs up 87%

https://www.techtarget.com/searchsecurity/news/366619652/Dragos-Ransomware-attacks-against-
industrial-orgs-up-87
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STATE-SPONSORED CYBERATTACKS

Program: China’s evolving cyber attacks
Andy Park — ABC: 27 February 2025

China has shifted from spying and stealing to laying the groundwork for hugely disruptive
cyber operations against Western critical infrastructure, according to the former head of the
United Kingdom’s National Cyber Security Centre.

https://www.abc.net.au/listen/programs/worldtoday/china-s-evolving-cyber-attacks/104995242

For more on this theme:
(Global) State-sponsored economic cyber-espionage for commercial purposes:
Governmental practices in protecting IP-intensive industries

https://www.aspi.org.au/report/state-sponsored-economic-cyber-espionage-commercial-purposes-
governmental-practices

(Russia, Ukraine) Ukraine Launches Major Cyber Attack on Russian Gas
Infrastructure

https://i-hls.com/archives/128031

(Global) The Growing Threat of Cyberwarfare from Nation-States
https://www.paymentsjournal.com/the-growing-threat-of-cyberwarfare-from-nation-states/

(China, Belgium) Chinese hackers siphoned off Belgian state security emails, report says

https://www.politico.eu/article/chinese-hackers-siphoned-off-belgian-state-security-emails-report/

CYBER RESILIENCE

States vulnerable to foreign aggression embrace the cloud: lessons from Taiwan
Jocelinn Kang — The Strategist: 28 February 2025

Taiwan is among nations pioneering the adoption of hyperscale cloud services to achieve
national digital resilience.

https://www.aspistrategist.org.au/states-vulnerable-to-foreign-aggression-embrace-the-cloud-lessons-
from-taiwan/

For more on this theme:
(UK) UK’s New Al Cyber Security Standard: What It Means for Resilience
Professionals

https://www.thebci.org/news/uk-s-new-ai-cyber-security-standard-what-it-means-for-resilience-
professionals.html

(Tuvalu) Can ‘Digital Tuvalu’ Survive a Cyberattack?
https://thediplomat.com/2025/02/can-digital-tuvalu-survive-a-cyberattack/

(U.S., Global) Cyber Resilience Hinges on User Intelligence in the Era of Zero Trust
https://fedtechmagazine.com/article/2025/02/cyber-resilience-hinges-user-intelligence-era-zero-trust

(NATO) Leveraging Artificial Intelligence for NATO’s cyber resilience: Preliminary
perspectives

https://www.globsec.org/what-we-do/publications/leveraging-artificial-intelligence-natos-cyber-
resilience-preliminary
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PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

TERRORISM AROUND THE WORLD

Somalia: The New Frontline in the Islamic State’s Global Expansion
Mustafa Hasan — The Washington Institute for Near East Policy: 27 February 2025

In its latest propaganda campaign, the Islamic State group is underscoring the strategic
significance of Somalia in its expansionist agenda.

https://www.washingtoninstitute.org/policy-analysis/somalia-new-frontline-islamic-states-global-expansion

For more on this theme:

Australian women who lived under Islamic State speak from Syria for first time since
the fall of the Assad regime

https://www.abc.net.au/news/2025-02-20/australian-women-who-lived-under-islamic-state-come-home-
syria/104953800

ISIL unable to mount large-scale attacks in India: UN report
https://indianexpress.com/article/news-today/isil-unable-to-mount-large-scale-attacks-in-india-9838642/
Possible Kurdish-Turkish peace could be bad news for Islamic State

https://www.voanews.com/a/possible-kurdish-turkish-peace-could-be-bad-news-for-islamic-
state-/7991152.html

Islamic State terror threats overshadow German Carnival
https://www.dw.com/en/islamic-state-terror-threats-overshadow-german-carnival-celebrations/a-71763807
Rubio highlights emerging terror threat in Afghanistan
https://www.voanews.com/a/rubio-highlights-emerging-terror-threat-in-afghanistan/7983365.html

A Timeline of Evil: Terror Attacks in Europe in 2024-25
https://europeanconservative.com/articles/news/a-timeline-of-evil-terror-attacks-in-europe-in-2024-25/
What Is ADF? Christian Beheadings Blamed on ISIS-Linked Terror Group
https://www.newsweek.com/drc-christian-beheadings-adf-isis-linked-terror-group-2035502

Who are the jihadists using the Sahel as a hunting ground?

https://www.hindustantimes.com/world-news/who-are-the-jihadists-using-the-sahel-as-a-hunting-
ground-101740555538847.html

How Trump can deliver on disrupting Red Sea weapons smuggling by the Houthis
https://www.atlanticcouncil.org/blogs/menasource/trump-red-sea-weapons-smuggling-yemen-houthis/
Scars of War (I): Children Caught in Nigeria’s Boko Haram Conflict Battle Trauma
https://humanglemedia.com/scars-of-war-i-children-caught-in-nigerias-boko-haram-conflict-battle-trauma/
Scars of War (ll): The Young Lives Torn Apart by Boko Haram
https://humanglemedia.com/scars-of-war-ii-the-young-lives-torn-apart-by-boko-haram/

Terrorist groups adapting tactics, leveraging new technologies, says
counterterrorism centre hoss

https://gazettengr.com/terrorist-groups-adapting-tactics-leveraging-new-technologies-says-
counterterrorism-centre-boss/
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GRAY AREA DYNAMICS, HYBRID WARFARE
AND INFORMATION OPERATIONS

Russia’s Shadow Fleet: Sanctions Evasion, lllicit Oil Trade, and Global Security Risks
Robert Lansing Institute: 26 February 2025

Moscow’s shadow fleet circumvents international sanctions, transports oil and evades financial
oversight. One of this scheme’s key tools is the frequent alteration of vessels’ names, flags and
ownership. This lets the fleet conceal their true affiliation and continue illegal operations.

https://lansinginstitute.org/2025/02/26/russias-shadow-fleet-sanctions-evasion-illicit-oil-trade-and-
global-security-risks/

For more on this theme:

Artificial Intelligence in the Kremlin’s Information Warfare
https://uacrisis.org/en/artificial-intelligence-in-the-kremlin-s-information-warfare
Brussels sets out plan to protect undersea cables from hybrid warfare

https://www.euronews.com/next/2025/02/2 1/brussels-sets-out-plan-to-protect-undersea-cables-from-
hybrid-warfare

Germany takes the fight to Russia in undersea cable war

https://www.telegraph.co.uk/world-news/2025/02/21/germany-takes-the-fight-to-russia-in-undersea-
cable-war/

How ASEAN nations shape South China Sea policies around China
https://www.benarnews.org/english/news/indonesian/south-china-sea-asean-02212025082321.html
How Military Marches can Help Indonesia’s Soft Diplomacy

https://www.internationalaffairs.org.au/australianoutlook/how-military-marches-can-help-indonesias-
soft-diplomacy/

Russia’s ASEAN embrace

https://www.lowyinstitute.org/the-interpreter/russia-s-asean-embrace

Taiwan detains China-linked cargo ship over severed undersea cable
https://www.rfa.org/english/china/2025/02/25/taiwan-detain-china-cargo-cable/

China sets up live-fire exercise zone near Taiwan ‘without warning’
https://www.rfa.org/english/southchinasea/2025/02/26/china-navy-taiwan-live-fire-exercise-kaohsiung/

Deterrence and Hybrid Warfare: Lessons from Russia’s War in Ukraine for Taiwan
and the Nordic-Baltic Region

https://icds.ee/en/deterrence-and-hybrid-warfare-lessons-from-russias-war-in-ukraine-for-taiwan-and-
the-nordic-baltic-region/

Baltic tensions rise as Russia’s “phantom fleet” strikes cables
https://neweasterneurope.eu/2025/02/26/baltic-tensions-rise-as-russias-phantom-fleet-strikes-cables/
GPS jamming, a weapon in hot and hybrid wars, will soon be obsolete
https://bigthink.com/strange-maps/gnss-jamming/

New ‘irregular triad’ gaining currency as operational concept to improve deterrence
https://defensescoop.com/2025/02/2 1/military-irregular-triad-cyber-sof-space-operational-concept-deterrence/
Terror, Chaos, and Shame: When Information Operations Constitute War Crimes

https://lieber.westpoint.edu/terror-chaos-shame-information-operations-constitute-war-crimes/
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RUSSIA/UKRAINE

Russia Has Failed to Break Ukraine
Grace Mappes — ISW: 24 February 2025

Moscow dedicated staggering amounts of troops and equipment to several major offensive efforts in
Ukraine in 2024 and developed a blueprint for conducting slow, tactical envelopments to achieve
their advances. But Russia cannot sustain the exorbitant price in exchange for very limited gains.

https://understandingwar.org/backgrounder/russia-has-failed-break-ukraine

For more on this theme:

The Human Tragedy of War
https://www.wilsoncenter.org/blog-post/human-tragedy-war

How to defeat and deter Russia
https://www.chathamhouse.org/2025/02/how-defeat-and-deter-russia

The transformation of Ukraine’s arms industry amid war with Russia

https://www.sipri.org/commentary/topical-backgrounder/2025/transformation-ukraines-arms-industry-
amid-war-russia

Ukraine conflict and Western Sanctions against Moscow: Analysis of Russian Efforts
to Repatriate Frozen Assets in 2024
https://www.specialeurasia.com/2025/02/24/russia-sanctions-frozen-assets/

Breaking Down Russian Missile Salvos: What Drives Neutralization?
https://www.csis.org/analysis/breaking-down-russian-missile-salvos-what-drives-neutralization
Invisible Losses: Tens of thousands fighting for Russia are dying unnoticed

on the frontline in Ukraine

https://www.bbc.com/news/articles/cgkm7Ily61do

Exclusive: Russia could concede $300 hillion in frozen assets as part of Ukraine war
settlement, sources say

https://www.reuters.com/world/europe/russia-could-concede-300-bln-frozen-assets-part-ukraine-war-
settlement-sources-2025-02-21/

North Korea appears to have sent more troops to Russia to back its war against
Ukraine, Seoul says

https://apnews.com/article/north-korea-russia-ukraine-troops-6e7fdfdc3a9c3fb5bd887affOddca343
3 Years In: How Moscow’s War In Ukraine Has Reshaped Life In Russia

https://www.rferl.org/a/russia-ukraine-war-three-years-impact-moscow-regions-repression-
economy/33324247 .html

Tackling the Russia-Ukraine War’s Environmental Damage in the Black Sea

https://carnegieendowment.org/posts/2025/02/tackling-the-russia-ukraine-wars-environmental-damage-
in-the-black-sea?lang=en

Ukraine in maps: Tracking the war with Russia
https://www.bbc.com/news/world-europe-60506682
Maritime Domain Lessons from Russia-Ukraine | Conflict in Focus

https://www.csis.org/analysis/maritime-domain-lessons-russia-ukraine-conflict-focus
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