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 COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC)

 ORGANIZED CRIME AROUND THE WORLD

The hard return: Mitigating organized crime risks among veterans in Ukraine
Global Initiative Against Transnational Organized Crime: 18 July 2024
Amid the ongoing conflict, a critical issue demands attention: the lack of a strategic veterans’ 
policy to cope with the large numbers of military personnel who will demobilize in the future. 
Without an effective policy, the risks of Ukrainian veterans being exposed to various forms of 
organized crime may increase.

https://globalinitiative.net/analysis/mitigating-organized-crime-risks-among-veterans-in-ukraine/

For more on this theme:
Organized crime brings renewed threats to Yanomami in Brazil
https://news.mongabay.com/2024/07/organized-crime-brings-renewed-threats-to-yanomami-in-brazil/

What a Decade of Data Tells Us About Organized Crime in Brazil
https://insightcrime.org/news/what-decade-data-tells-us-about-organized-crime-brazil/

The Money Laundering Machine: Inside the global crime epidemic – Episode 24
https://www.securitymagazine.com/articles/100801-the-money-laundering-machine-inside-the-global-
crime-epidemic-episode-24

Undercurrents: Blue crime on the Danube
https://globalinitiative.net/analysis/undercurrents-blue-crime-on-the-danube/

 CORRUPTION

South Africa announces creation of Anti-Corruption Academy
Reza Hossaini – Jurist News: 17 July 2024
Justice and Constitutional Development Minister Thembi Simelane said the academy will 
train law enforcement officers in combating corruption.

https://www.jurist.org/news/2024/07/south-africa-announces-creation-of-anti-corruption-academy/

For more on this theme:
Prime Minister Launches Revised National Anti-Corruption Strategy for 
Solomon Islands
https://www.undp.org/pacific/press-releases/prime-minister-launches-revised-national-anti-corruption-
strategy-solomon-islands

Cocaine Surge Fuels Violence as Opium Falls: UN Drug Report 2024
https://insightcrime.org/news/cocaine-surge-fuels-violence-opium-falls-un-drug-report-2024/

Transparency and the Fight Against Corruption: Principles of the Post-War 
Reconstruction 0f Ukraine – Alona Lebedieva
https://world.einnews.com/pr_news/726795276/transparency-and-the-fight-against-corruption-
principles-of-the-post-war-reconstruction-of-ukraine-alona-lebedieva

Corruption Eradication in Indonesia: One Step Forward, Two Steps Back
https://fulcrum.sg/corruption-eradication-in-indonesia-one-step-forward-two-steps-back/

https://globalinitiative.net/analysis/mitigating-organized-crime-risks-among-veterans-in-ukraine/
https://news.mongabay.com/2024/07/organized-crime-brings-renewed-threats-to-yanomami-in-brazil/
https://insightcrime.org/news/what-decade-data-tells-us-about-organized-crime-brazil/
https://www.securitymagazine.com/articles/100801-the-money-laundering-machine-inside-the-global-crime-epidemic-episode-24
https://www.securitymagazine.com/articles/100801-the-money-laundering-machine-inside-the-global-crime-epidemic-episode-24
https://globalinitiative.net/analysis/undercurrents-blue-crime-on-the-danube/
https://www.jurist.org/news/2024/07/south-africa-announces-creation-of-anti-corruption-academy/
https://www.undp.org/pacific/press-releases/prime-minister-launches-revised-national-anti-corruption-strategy-solomon-islands
https://www.undp.org/pacific/press-releases/prime-minister-launches-revised-national-anti-corruption-strategy-solomon-islands
https://insightcrime.org/news/cocaine-surge-fuels-violence-opium-falls-un-drug-report-2024/
https://world.einnews.com/pr_news/726795276/transparency-and-the-fight-against-corruption-principles-of-the-post-war-reconstruction-of-ukraine-alona-lebedieva
https://world.einnews.com/pr_news/726795276/transparency-and-the-fight-against-corruption-principles-of-the-post-war-reconstruction-of-ukraine-alona-lebedieva
https://fulcrum.sg/corruption-eradication-in-indonesia-one-step-forward-two-steps-back/
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Preventing Arms Diversion in Wartime Ukraine: A Brief Overview
Olena Kryzhanivska – James Madison University: 9 July 2024
Experts evaluate weapons and ammunition management efforts by the country and its allies 
with cautious optimism.

https://www.jmu.edu/news/cisr/2024/07/28-2/03-282-kryzhanivska.shtml

For more on this theme:
Firearms trafficking in Central and Western Africa
https://enactafrica.org/research/interpol-reports/firearms-trafficking-in-central-and-western-africa

UN chief lauds ‘strong’ new recommendations to limit proliferation of light weapons
https://news.un.org/en/story/2024/06/1151641

Mexico and United States reaffirm their commitment to tackle shared challenges 
including migration and arms trafficking
https://www.gob.mx/sre/prensa/mexico-and-united-states-reaffirm-their-commitment-to-tackle-shared-
challenges-including-migration-and-arms-trafficking?idiom=en

Customs Introduces Advance Ruling System To Curb Illegal Arms, Drug Trafficking
https://leadership.ng/customs-introduces-advance-ruling-system-to-curb-illegal-arms-drug-trafficking/

 DRUG TRAFFICKING

What’s Behind Falling Cocaine Seizures in the Netherlands and Belgium?
Peter Appleby – InSight Crime: 17 July 2024
Europe’s two main entry points for cocaine have reported a drastic drop in seizures at 
maritime ports during the first half of 2024, but this is likely indicative not of reduced drug 
flows from Latin America but rather the adaptability of transnational organized crime.

https://insightcrime.org/news/cocaine-seizures-europe-netherlands-belgium/

For more on this theme:
The Pioneering Albanian Trafficker Who Took Ecuador’s Drug Trade By Storm
https://insightcrime.org/news/the-rise-of-albanian-dritan-gjika-and-his-cocaine-network-to-europe/

Operation Sweetness: Paraguay finds 4 tons of cocaine stashed in sugar in its 
biggest drug bust yet
https://apnews.com/article/paraguay-cocaine-trafficking-drugs-gangs-criminal-port-seizure-belgium-
415cff9f6a4739f0d1cb0d728b2c7ad5 

Mexican ‘Kingpin’ Extradited to U.S. on Drug Trafficking Charges
https://www.newsweek.com/us-mexico-border-cartel-crime-drugs-1926465 

Border Traffic: How Syria Uses Captagon to Gain Leverage Over Saudi Arabia
https://carnegieendowment.org/research/2024/07/border-traffic-how-syria-uses-captagon-to-gain-
leverage-over-saudi-arabia?lang=en

Drug Traffickers Take Hold in Peru’s Amazon as Indigenous Leader Killed
https://www.usnews.com/news/world/articles/2024-07-18/drug-traffickers-take-hold-in-perus-amazon-
as-indigenous-leader-killed

 ARMS TRAFFICKING

https://www.jmu.edu/news/cisr/2024/07/28-2/03-282-kryzhanivska.shtml
https://enactafrica.org/research/interpol-reports/firearms-trafficking-in-central-and-western-africa
https://news.un.org/en/story/2024/06/1151641
https://www.gob.mx/sre/prensa/mexico-and-united-states-reaffirm-their-commitment-to-tackle-shared-challenges-including-migration-and-arms-trafficking?idiom=en
https://www.gob.mx/sre/prensa/mexico-and-united-states-reaffirm-their-commitment-to-tackle-shared-challenges-including-migration-and-arms-trafficking?idiom=en
https://leadership.ng/customs-introduces-advance-ruling-system-to-curb-illegal-arms-drug-trafficking/
https://insightcrime.org/news/cocaine-seizures-europe-netherlands-belgium/
https://insightcrime.org/news/the-rise-of-albanian-dritan-gjika-and-his-cocaine-network-to-europe/
https://apnews.com/article/paraguay-cocaine-trafficking-drugs-gangs-criminal-port-seizure-belgium-415cff9f6a4739f0d1cb0d728b2c7ad5
https://apnews.com/article/paraguay-cocaine-trafficking-drugs-gangs-criminal-port-seizure-belgium-415cff9f6a4739f0d1cb0d728b2c7ad5
https://www.newsweek.com/us-mexico-border-cartel-crime-drugs-1926465
https://carnegieendowment.org/research/2024/07/border-traffic-how-syria-uses-captagon-to-gain-leverage-over-saudi-arabia?lang=en
https://carnegieendowment.org/research/2024/07/border-traffic-how-syria-uses-captagon-to-gain-leverage-over-saudi-arabia?lang=en
https://www.usnews.com/news/world/articles/2024-07-18/drug-traffickers-take-hold-in-perus-amazon-as-indigenous-leader-killed
https://www.usnews.com/news/world/articles/2024-07-18/drug-traffickers-take-hold-in-perus-amazon-as-indigenous-leader-killed
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300 arrests made in crackdown of West African cyber fraud group
AJ Vicens – CyberScoop: 17 July 2024
The takedown of the Nigeria-based international cyber gang included millions in seized assets 
and hundreds of blocked bank accounts.

https://cyberscoop.com/300-arrests-made-in-crackdown-of-west-african-cyber-fraud-group/

For more on this theme:
Fraud’s Foe: How MFA Shuts the Door on Cybercriminals
https://www.insurancejournal.com/magazines/mag-features/2024/07/15/783436.htm#

Paris Olympics offers bounty of opportunities for cybercriminals and fraudsters
https://www.prnewswire.com/news-releases/paris-olympics-offers-bounty-of-opportunities-for-
cybercriminals-and-fraudsters-302200101.html

Indians trafficked and forced to commit cybercrimes at ‘Chinese scam centres’: 
Report
https://www.deccanherald.com/india/indians-trafficked-and-forced-to-commit-cybercrimes-at-chinese-
scam-centres-report-3105099

Telangana Mastermind of Cambodia cybercrime racket held
https://www.deccanchronicle.com/southern-states/telangana/mastermind-of-cambodia-cybercrime-
racket-held-1810172 

Cybercrime unit alerts public on rising fake government e-notice scam
https://www.indiatoday.in/india/story/union-home-ministry-cyber-crime-unit-e-notices-emails-
government-offices-frauds-fake-con-2566660-2024-07-14

 TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

Mind the mangroves! Some Kenyans combat the threat of logging with hidden 
beehives
Zelipha Kirobi – The Associated Press: 14 July 2024
Beekeeping conservationists are concealing hives in Kenya’s mangroves to deter illegal 
loggers. The insects act as silent guardians, ready to attack if the sensitive ecosystems are 
threatened, while providing local communities with vital income.

https://apnews.com/article/kenya-bees-mangroves-mombasa-logging-96b5c83811f9bbbc6702c97d8
75ffe91

For more on this theme:
New Guidance to protect priority Rosewood species in trade
https://www.traffic.org/news/new-guidance-to-protect-priority-rosewood-species-in-trade/

Scientists to shed light on the status of sharks, big cats and other animal species in 
international trade
https://cites.org/eng/news/pr/scientists-to-shed-light-on-status-of-sharks-big-cats-upcoming-plants-
committee-meeting-ac33#:~:text=On%2012%2D19%20July%202024,ornamental%20fish-
es%2C%20among%20other%20species

Safeguarding Our Forests: A Multifaceted Approach For Governments – OpEd
https://www.eurasiareview.com/08072024-safeguarding-our-forests-a-multifaceted-approach-for-
governments-oped/

 CYBERCRIME (FRAUD, EXPLOITATION, ETC.)

https://cyberscoop.com/300-arrests-made-in-crackdown-of-west-african-cyber-fraud-group/
https://www.insurancejournal.com/magazines/mag-features/2024/07/15/783436.htm#
https://www.prnewswire.com/news-releases/paris-olympics-offers-bounty-of-opportunities-for-cybercriminals-and-fraudsters-302200101.html
https://www.prnewswire.com/news-releases/paris-olympics-offers-bounty-of-opportunities-for-cybercriminals-and-fraudsters-302200101.html
https://www.deccanherald.com/india/indians-trafficked-and-forced-to-commit-cybercrimes-at-chinese-scam-centres-report-3105099
https://www.deccanherald.com/india/indians-trafficked-and-forced-to-commit-cybercrimes-at-chinese-scam-centres-report-3105099
https://www.deccanchronicle.com/southern-states/telangana/mastermind-of-cambodia-cybercrime-racket-held-1810172
https://www.deccanchronicle.com/southern-states/telangana/mastermind-of-cambodia-cybercrime-racket-held-1810172
https://www.indiatoday.in/india/story/union-home-ministry-cyber-crime-unit-e-notices-emails-government-offices-frauds-fake-con-2566660-2024-07-14
https://www.indiatoday.in/india/story/union-home-ministry-cyber-crime-unit-e-notices-emails-government-offices-frauds-fake-con-2566660-2024-07-14
https://apnews.com/article/kenya-bees-mangroves-mombasa-logging-96b5c83811f9bbbc6702c97d875ffe91
https://apnews.com/article/kenya-bees-mangroves-mombasa-logging-96b5c83811f9bbbc6702c97d875ffe91
https://www.traffic.org/news/new-guidance-to-protect-priority-rosewood-species-in-trade/
https://cites.org/eng/news/pr/scientists-to-shed-light-on-status-of-sharks-big-cats-upcoming-plants-committee-meeting-ac33#:~:text=On%2012%2D19%20July%202024,ornamental%20fishes%2C%20among%20other%20species
https://cites.org/eng/news/pr/scientists-to-shed-light-on-status-of-sharks-big-cats-upcoming-plants-committee-meeting-ac33#:~:text=On%2012%2D19%20July%202024,ornamental%20fishes%2C%20among%20other%20species
https://cites.org/eng/news/pr/scientists-to-shed-light-on-status-of-sharks-big-cats-upcoming-plants-committee-meeting-ac33#:~:text=On%2012%2D19%20July%202024,ornamental%20fishes%2C%20among%20other%20species
https://www.eurasiareview.com/08072024-safeguarding-our-forests-a-multifaceted-approach-for-governments-oped/
https://www.eurasiareview.com/08072024-safeguarding-our-forests-a-multifaceted-approach-for-governments-oped/
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Blockchain in Intellectual Property: Protecting Creations in the Digital Age
Shivam Nalawade – ITMunch: 15 July 2024
In an era where digital innovation is reshaping industries, intellectual property protection 
faces unprecedented challenges. Enter blockchain technology — a groundbreaking solution 
that promises to revolutionize how we safeguard creative works and inventions in the digital 
realm.

https://itmunch.com/blockchain-in-intellectual-property-protecting/

For more on this theme:
AI innovations in crafting unbreakable anti-counterfeit strategies for brands
https://securitybrief.co.nz/story/ai-innovations-in-crafting-unbreakable-anti-counterfeit-strategies-for-
brands

China’s National Intellectual Property Administration Releases More Details on 
Open Licensing
https://natlawreview.com/article/chinas-national-intellectual-property-administration-releases-more-
details-open

Eight arrested and £100,000 of fake Euros kits seized as police smash 
counterfeit ring
https://www.standard.co.uk/news/crime/euros-2024-kit-fake-counterfeit-england-football-city-of-
london-police-b1169557.html

Hit against fake pesticides across South-Eastern Europe
https://www.europol.europa.eu/media-press/newsroom/news/hit-against-fake-pesticides-across-south-
eastern-europe

 HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

Congress must stop human trafficking from evolving with technology  
Nate King – The Hill: 10 July 2024
In the U.S. State Department’s 2024 Trafficking in Persons Report, Secretary of State Antony 
Blinken’s preface noted “crime, corruption and violence” fueled by the “scourge” of human 
trafficking is growing by the year due to the use of technology.

https://thehill.com/opinion/technology/4761805-human-trafficking-technology-advances/

For more on this theme:
Diving deeper into the data for combating modern slavery
https://www.icaew.com/insights/viewpoints-on-the-news/2024/jun-2024/diving-deeper-into-the-data-for-
combating-modern-slavery

US officials pledge to close forced-labor import loophole
https://www.rfa.org/english/news/uyghur/de-minimis-loophole-forced-labor-07092024134336.html 

Empowering NGOs with generative AI in the fight against human trafficking
https://www.microsoft.com/en-us/research/blog/empowering-ngos-with-generative-ai-in-the-fight-
against-human-trafficking/

Digital technology ‘can tackle slavery’ – report
https://www.ecotextile.com/2024070932255/social-compliance-csr-news/digital-technology-can-
tackle-slavery-report.html

 INTELLECTUAL PROPERTY CRIME AND CURRENCY COUNTERFEITING

https://itmunch.com/blockchain-in-intellectual-property-protecting/
https://securitybrief.co.nz/story/ai-innovations-in-crafting-unbreakable-anti-counterfeit-strategies-for-brands
https://securitybrief.co.nz/story/ai-innovations-in-crafting-unbreakable-anti-counterfeit-strategies-for-brands
https://natlawreview.com/article/chinas-national-intellectual-property-administration-releases-more-details-open
https://natlawreview.com/article/chinas-national-intellectual-property-administration-releases-more-details-open
https://www.standard.co.uk/news/crime/euros-2024-kit-fake-counterfeit-england-football-city-of-london-police-b1169557.html
https://www.standard.co.uk/news/crime/euros-2024-kit-fake-counterfeit-england-football-city-of-london-police-b1169557.html
https://www.europol.europa.eu/media-press/newsroom/news/hit-against-fake-pesticides-across-south-eastern-europe
https://www.europol.europa.eu/media-press/newsroom/news/hit-against-fake-pesticides-across-south-eastern-europe
https://thehill.com/opinion/technology/4761805-human-trafficking-technology-advances/
https://www.icaew.com/insights/viewpoints-on-the-news/2024/jun-2024/diving-deeper-into-the-data-for-combating-modern-slavery
https://www.icaew.com/insights/viewpoints-on-the-news/2024/jun-2024/diving-deeper-into-the-data-for-combating-modern-slavery
https://www.rfa.org/english/news/uyghur/de-minimis-loophole-forced-labor-07092024134336.html
https://www.microsoft.com/en-us/research/blog/empowering-ngos-with-generative-ai-in-the-fight-against-human-trafficking/
https://www.microsoft.com/en-us/research/blog/empowering-ngos-with-generative-ai-in-the-fight-against-human-trafficking/
https://www.ecotextile.com/2024070932255/social-compliance-csr-news/digital-technology-can-tackle-slavery-report.html
https://www.ecotextile.com/2024070932255/social-compliance-csr-news/digital-technology-can-tackle-slavery-report.html
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 PROGRAM ON CYBER SECURITY STUDIES (PCSS)

 INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

Australian artificial intelligence regulation: a work in progress
Sophie Dawson, Emily Lau, Joshua Angelo and Liesel Millard – Johnson Winter Slattery: July 
2024
As artificial intelligence (AI) becomes a part of day-to-day life globally, regulators are 
grappling with the challenges it poses and where to strike the regulatory balance. Submissions 
to the Australian Senate Committee tasked to consider AI reveal some of the key themes 
emerging from this discussion.

https://jws.com.au/insights/articles/2024/australian-ai-regulation-a-work-in-progress

For more on this theme:
(Global) Enabling Principles for AI Governance
https://cset.georgetown.edu/publication/enabling-principles-for-ai-governance/

(Uruguay) Uruguay releases recommendations on AI regulation
https://www.bnamericas.com/en/news/uruguay-releases-recommendations-on-ai-regulation

(New Zealand) Reining in AI: what NZ can learn from EU regulation 
https://newsroom.co.nz/2024/07/09/reining-in-ai-what-nz-can-learn-from-eu-regulation/

(Global) Can AI be Meaningfully Regulated, or is Regulation a Deceitful Fudge?
https://www.securityweek.com/can-ai-be-meaningfully-regulated-or-is-regulation-a-deceitful-fudge/

INTERNET FREEDOM

Turkey blocked over 219,000 URLs in 2023: report
Turkish Minute: 17 July 2024
The Stockholm Center for Freedom, citing the Free Web Turkey 2023 Internet Censorship 
Report, said the censored URLs include 14,680 news articles predominantly covering 
allegations of corruption and misconduct.

https://www.turkishminute.com/2024/07/17/turkey-blocked-over-219000-url-2023-report/

For more on this theme:
(Pakistan) Firewalls and mass surveillance: Is Pakistan moving toward stricter 
digital censorship?
https://voicepk.net/2024/07/firewalls-and-mass-surveillance-is-pakistan-moving-toward-stricter-digital-
censorship/

(China) Socialist AI: Chinese regulators are reviewing GenAI models for ‘core 
socialist values,’ FT reports
https://www.nbcchicago.com/news/business/money-report/socialist-ai-chinese-regulators-are-reviewing-
genai-models-for-core-socialist-values-ft-reports/3493736/

(Russia) Traffic speeds reveal that Russia’s YouTube slowdown is targeted throttling, 
not Google Global Cache ‘equipment failure’
https://meduza.io/en/feature/2024/07/12/traffic-speeds-reveal-that-russia-s-youtube-slowdown-is-
targeted-throttling-not-google-global-cache-equipment-failure

https://jws.com.au/insights/articles/2024/australian-ai-regulation-a-work-in-progress
https://cset.georgetown.edu/publication/enabling-principles-for-ai-governance/
https://www.bnamericas.com/en/news/uruguay-releases-recommendations-on-ai-regulation
https://newsroom.co.nz/2024/07/09/reining-in-ai-what-nz-can-learn-from-eu-regulation/
https://www.securityweek.com/can-ai-be-meaningfully-regulated-or-is-regulation-a-deceitful-fudge/
https://www.turkishminute.com/2024/07/17/turkey-blocked-over-219000-url-2023-report/
https://voicepk.net/2024/07/firewalls-and-mass-surveillance-is-pakistan-moving-toward-stricter-digital-censorship/
https://voicepk.net/2024/07/firewalls-and-mass-surveillance-is-pakistan-moving-toward-stricter-digital-censorship/
https://www.nbcchicago.com/news/business/money-report/socialist-ai-chinese-regulators-are-reviewing-genai-models-for-core-socialist-values-ft-reports/3493736/
https://www.nbcchicago.com/news/business/money-report/socialist-ai-chinese-regulators-are-reviewing-genai-models-for-core-socialist-values-ft-reports/3493736/
https://meduza.io/en/feature/2024/07/12/traffic-speeds-reveal-that-russia-s-youtube-slowdown-is-targeted-throttling-not-google-global-cache-equipment-failure
https://meduza.io/en/feature/2024/07/12/traffic-speeds-reveal-that-russia-s-youtube-slowdown-is-targeted-throttling-not-google-global-cache-equipment-failure


Return to Table of Contents7

  CYBER CRITICAL INFRASTRUCTURE

The Interplay Of IoT And Critical Infrastructure Security
David Balaban – Forbes: 14 July 2024
In areas where human input has been key, the onus has largely shifted to internet-enabled 
devices that provide real-time data collection, remote monitoring and automation. Out of 
all the domains that this connectivity, sometimes called the Internet of Things (IoT), has 
revolutionized, critical infrastructure stands apart as a particularly tangible intersection of the 
digital and physical worlds.

https://www.forbes.com/sites/davidbalaban/2024/07/14/the-interplay-of-iot-and-critical-infrastructure-
security/

For more on this theme:
(Global) The cyber threats facing NATO: Google shares threat intel as leaders 
meet in Washington
https://www.thestack.technology/nato-cybercrime-google/

(U.S.) CISA publishes resilience-planning playbook for critical infrastructure
https://statescoop.com/cisa-cybersecurity-resilience-planning-playbook-critical-infrastructure/

(U.S.) Safeguarding critical infrastructure: Addressing threats to the water sector
https://federalnewsnetwork.com/commentary/2024/07/safeguarding-critical-infrastructure-addressing-
threats-to-the-water-sector/

 CYBER STRATEGY AND WARFARE

AI and Cybersecurity in Digital Warfare on the Korean Peninsula
Tae Yeon Eom – Georgetown Journal of International Affairs: 10 July 2024
South Korea has faced an onslaught of cyberattacks in recent years, primarily from North 
Korea, which has employed artificial intelligence (AI) technologies for sophisticated assaults. 
These incidents highlight the need for a globally coordinated effort to counteract AI-enabled 
cyber aggression.

https://gjia.georgetown.edu/2024/07/10/ai-and-cybersecurity-in-digital-warfare-on-the-korean-
peninsula/

For more on this theme:
(Asia) Between “Cyber Insecurity” and Modern Warfare: The Precarious Tightrope of 
Deterrence Stability in South Asia
https://www.stimson.org/2024/between-cyber-insecurity-and-modern-warfare-the-precarious-tightrope-
of-deterrence-stability-in-south-asia/

(Austria) Austria’s Progressive Stance on Cyber Operations and International Law
https://www.justsecurity.org/96993/austrias-stance-cyber-operations-international-law/

(Global) Approaches to Digital Public Infrastructure in the Global South
https://www.csis.org/events/approaches-digital-public-infrastructure-global-south

(Global) NATO and Cyber: Outrunning the Bear
https://www.csis.org/analysis/nato-and-cyber-outrunning-bear

(India) Guiding the Future of Tech Policy: An Agenda for the New Government in India
https://www.techpolicy.press/guiding-the-future-of-tech-policy-an-agenda-for-the-new-government-in-
india/

https://www.forbes.com/sites/davidbalaban/2024/07/14/the-interplay-of-iot-and-critical-infrastructure-security/
https://www.forbes.com/sites/davidbalaban/2024/07/14/the-interplay-of-iot-and-critical-infrastructure-security/
https://www.thestack.technology/nato-cybercrime-google/
https://statescoop.com/cisa-cybersecurity-resilience-planning-playbook-critical-infrastructure/
https://federalnewsnetwork.com/commentary/2024/07/safeguarding-critical-infrastructure-addressing-threats-to-the-water-sector/
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 STATE-SPONSORED CYBERATTACKS

‘GhostEmperor’ returns: Mysterious Chinese hacking group spotted for first time in 
two years
Alexander Martin – Recorded Future: 17 July 2024
The elusive and highly covert group — notorious for its sophisticated supply-chain attacks 
targeting telecommunications and government entities in Southeast Asia — has gotten even 
better at evading detection, according to researchers.

https://therecord.media/ghostemperor-spotted-first-time-in-two-years

For more on this theme:
(China, Global) NCSC and Partners Issue Alert About Evolving Techniques Used by 
China State-Sponsored Cyber Attackers
https://www.hstoday.us/subject-matter-areas/cybersecurity/ncsc-and-partners-issue-alert-about-evolving-
techniques-used-by-china-state-sponsored-cyber-attackers/

(Iran) Iranian Hackers Deploy New BugSleep Backdoor in Middle East Cyber Attacks
https://thehackernews.com/2024/07/iranian-hackers-deploy-new-bugsleep.html

(Russia, Global) Experts warn of potential Russian cyberattacks during Paris Games
https://www.dailysabah.com/sports/experts-warn-of-potential-russian-cyberattacks-during-paris-games/
news

 CYBERCRIME

What’s the protocol on protocols? The risks of a last-minute Cybercrime 
Treaty Protocol
Ian Tennant – Global Initiative Against Transnational Organized Crime: 12 July 2024
As the ad hoc committee for a United Nations initiative on cybercrime prepares for its 
session from July 29 to August 9, this brief delves into the potential risks of introducing a 
supplementary protocol on “additional crimes” at this late stage in the negotiations.

https://globalinitiative.net/analysis/risks-last-minute-un-cybercrime-treaty-protocol/

For more on this theme:
(Canada) RCMP specialized unit combats cybercrime through teamwork
https://grc.ca/en/gazette/rcmp-specialized-unit-combats-cybercrime-through-teamwork

(Global) Experts Call for New Strategic Approach to Fight Cybercrime
https://www.meritalk.com/articles/experts-call-for-new-strategic-approach-to-fight-cybercrime/

(Global) Cybercrime bounces back stronger after Lockbit takedown
https://innovationorigins.com/en/cybercrime-bounces-back-stronger-after-lockbit-takedown/

(Iraq, Global) Iraq-based cybercriminals deploy malicious Python packages 
to steal data
https://therecord.media/iraq-cybercriminals-python-based-infostealer-pypi

(Global) Get ready for AI-supercharged hacking
https://www.aspistrategist.org.au/get-ready-for-ai-supercharged-hacking/

(South Africa) South Africans fight cybercrime with data
https://mybroadband.co.za/news/security/544465-south-africans-fight-cybercrime-with-data.html

https://therecord.media/ghostemperor-spotted-first-time-in-two-years
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 RANSOMWARE

Ransomware attacks are hitting energy, oil and gas sectors especially hard, 
report finds
Christian Vasquez – CyberScoop: 17 July 2024
The attacks are costing utilities more in recovery time and funding as victims appear 
increasingly willing to pay demands, according to a report from the cybersecurity firm Sophos.

https://cyberscoop.com/ransomware-energy-oil-gas-report/

For more on this theme:
(Global) Microsoft warns one of the most dangerous cybercrime crews around has 
expanded its arsenal
https://www.techradar.com/pro/security/microsoft-warns-one-of-the-most-dangerous-cybercrime-crews-
around-has-expanded-its-arsenal

(Global) FIN7 Cybercrime Gang Evolves with Ransomware and Hacking Tools
https://hackread.com/fin7-cybercrime-gang-ransomware-hacking-tools/

(Global) Healthcare is an ‘easy victim’ for ransomware attacks. How hospitals can 
mitigate the damage.
https://www.healthcaredive.com/news/how-hospitals-can-mitigate-ransomware-attacks-
healthcare/719751/

(Global) Ransomware leak site posts jumped 20% in Q2
https://www.cybersecuritydive.com/news/ransomware-leak-site-increase/721480/

(Global) Locking out ransomware: A new way to look at security strategy
https://www.securitymagazine.com/articles/100824-locking-out-ransomware-a-new-way-to-look-at-
security-strategy

 CYBER RESILIENCE

When Cyberattacks Are Inevitable, Focus on Cyber Resilience
Keri Pearlson – Harvard Business Review: 18 July 2024
Experts and the companies that employ them need to let go of their prevention mindset and 
adopt one focused on preparing to respond and recover when the worst happens.

https://hbr.org/2024/07/when-cyberattacks-are-inevitable-focus-on-cyber-resilience

For more on this theme:
(UK) What business leaders need to know about the Cyber Security and 
Resilience Bill
https://www.raconteur.net/technology/new-cyber-security-and-resilience-bill-sets-sights-on-ransomware-
supply-side-attacks

(Ecuador) Innovating cyber resilience in Ecuador
https://www.intelligentcio.com/latam/2024/07/17/innovating-cyber-resilience-in-ecuador/

(Singapore, Malaysia) Companies in Singapore and Malaysia pay ransoms due to 
cyber resilience and data recovery shortfalls
https://www.intelligentcio.com/apac/2024/07/15/companies-in-singapore-and-malaysia-pay-ransoms-
due-to-cyber-resilience-and-data-recovery-shortfalls/
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 TERRORISM AROUND THE WORLD

US fears Islamic State comeback in Syria, Iraq
Jeff Seldin – Voice of America: 17 July 2024
U.S. forces in the Middle East have new reasons to worry about the Islamic State group, 
which appears to be taking advantage of some newfound stability to wreak havoc.

https://www.voanews.com/a/us-military-islamic-state-attacks-on-track-to-double-in-iraq-syria-compared-
to-last-year/7701854.html

For more on this theme:
Jemaah Islamiyah disbands: End of an era or strategic transformation?
https://www.benarnews.org/english/news/indonesian/militant-group-jemaah-islamiyah-
disbands-07052024042137.html

Nigeria claims it has degraded extremists. New suicide bombings suggest they 
remain potent
https://apnews.com/article/nigeria-extremists-boko-haram-suicide-attacks-
a32cfd500471a624060d3d12ac8434db

UN: Afghan Taliban increase support for anti-Pakistan TTP terrorists
https://www.voanews.com/a/un-afghan-taliban-increase-support-for-anti-pakistan-ttp-
terrorists/7694324.html

Soft Targets, Porous Borders: Why Niger Republic Terrorists Are Trooping 
Into Nigeria
https://humanglemedia.com/soft-targets-porous-borders-why-niger-republic-terrorists-are-trooping-into-
nigeria/

The ISIS ‘caliphate’ failed but extremism remains an evolving threat
https://www.thenationalnews.com/opinion/comment/2024/07/18/isis-iraq-mosul/

Sectarian Violence Escalates: ISIS Targets Shi’ite Worshippers In Historically 
Peaceful Oman: – Analysis
https://www.eurasiareview.com/19072024-sectarian-violence-escalates-isis-targets-shiite-worshippers-
in-historically-peaceful-oman-analysis/

A Globally Integrated Islamic State
https://warontherocks.com/2024/07/a-globally-integrated-islamic-state/

Islamic State in Khorasan Province’s Increased Activity Threatens Central Asia
https://jamestown.org/program/islamic-state-in-khorasan-provinces-increased-activity-threatens-central-
asia/

Terrorism and organized crime rampant in Sahel and spilling into West Africa coastal 
states, UN says
https://apnews.com/article/un-sahel-west-africa-alqaida-islamic-state-88873047ebd7aeda418e95f30
c0c1693

Terrorism Trends in Southeast Asia
https://thesoufancenter.org/intelbrief-2024-july-18/

Jihadis mount prison mutinies across Africa
https://www.longwarjournal.org/archives/2024/07/jihadis-mount-prison-mutinies-across-africa.php
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How Al-Qaeda Strengthens TTP – OpEd
https://www.eurasiareview.com/15072024-how-al-qaeda-strengthens-ttp-oped/

Afghanistan under Taliban remains ‘permissive haven’ for al-Qaeda: UNSC report
https://www.hindustantimes.com/world-news/afghanistan-under-taliban-remains-permissive-haven-for-
al-qaeda-unsc-report-101721131572075.html

Resilient Al-Shabaab Recruits East African Fighters As ATMIS Exits Somalia
https://adf-magazine.com/2024/07/resilient-al-shabaab-recruits-east-african-fighters-as-atmis-exits-
somalia/

Suicide bombings in Nigeria: tactic is back after a four-year break — security 
researcher offers 3 possible reasons
https://theconversation.com/suicide-bombings-in-nigeria-tactic-is-back-after-a-four-year-break-security-
researcher-offers-3-possible-reasons-234427

Will ‘Operation Azm-E-Istehkam’ End Terrorism In Pakistan? – OpEd
https://www.eurasiareview.com/16072024-will-operation-azm-e-istehkam-end-terrorism-in-pakistan-
oped/

Nigeria’s Poor Criminal Justice System Is Fueling Terrorism. Here’s How
https://humanglemedia.com/nigerias-poor-criminal-justice-system-is-fueling-terrorism-heres-how/

Learning from the experience of other African Member States: study visits for Malawi 
on inter-agency coordination to prevent and counter terrorism
https://www.un.org/counterterrorism/events/learning-experience-other-african-member-states-study-
visits-malawi-inter-agency

Iraq-based Iranian Proxy, Kataib Hezbollah, Threatens Saudi Arabia and Israel
https://www.fdd.org/analysis/2024/07/14/iraq-based-iranian-proxy-kataib-hezbollah-threatens-saudi-
arabia-and-israel/

Analysis: Al-Nasser Salah al-Din Brigades breaks with Liwa al-Tawhid
https://www.longwarjournal.org/archives/2024/07/analysis-al-nasser-salah-al-din-brigades-breaks-with-
liwa-al-tawhid.php

TERRORISM AROUND THE WORLD
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https://www.hindustantimes.com/world-news/afghanistan-under-taliban-remains-permissive-haven-for-al-qaeda-unsc-report-101721131572075.html
https://www.hindustantimes.com/world-news/afghanistan-under-taliban-remains-permissive-haven-for-al-qaeda-unsc-report-101721131572075.html
https://adf-magazine.com/2024/07/resilient-al-shabaab-recruits-east-african-fighters-as-atmis-exits-somalia/
https://adf-magazine.com/2024/07/resilient-al-shabaab-recruits-east-african-fighters-as-atmis-exits-somalia/
https://theconversation.com/suicide-bombings-in-nigeria-tactic-is-back-after-a-four-year-break-security-researcher-offers-3-possible-reasons-234427
https://theconversation.com/suicide-bombings-in-nigeria-tactic-is-back-after-a-four-year-break-security-researcher-offers-3-possible-reasons-234427
https://www.eurasiareview.com/16072024-will-operation-azm-e-istehkam-end-terrorism-in-pakistan-oped/
https://www.eurasiareview.com/16072024-will-operation-azm-e-istehkam-end-terrorism-in-pakistan-oped/
https://humanglemedia.com/nigerias-poor-criminal-justice-system-is-fueling-terrorism-heres-how/
https://www.un.org/counterterrorism/events/learning-experience-other-african-member-states-study-visits-malawi-inter-agency
https://www.un.org/counterterrorism/events/learning-experience-other-african-member-states-study-visits-malawi-inter-agency
https://www.fdd.org/analysis/2024/07/14/iraq-based-iranian-proxy-kataib-hezbollah-threatens-saudi-arabia-and-israel/
https://www.fdd.org/analysis/2024/07/14/iraq-based-iranian-proxy-kataib-hezbollah-threatens-saudi-arabia-and-israel/
https://www.longwarjournal.org/archives/2024/07/analysis-al-nasser-salah-al-din-brigades-breaks-with-liwa-al-tawhid.php
https://www.longwarjournal.org/archives/2024/07/analysis-al-nasser-salah-al-din-brigades-breaks-with-liwa-al-tawhid.php


Return to Table of Contents12

 GRAY ZONE DYNAMICS AND INFORMATION OPERATIONS

NATO and Countering Hybrid Warfare
Daniel Byman – CSIS: 12 July 2024
In the future, member countries must step up their efforts to protect against Moscow-backed 
extremists as well as Russian hybrid attacks.

https://www.csis.org/analysis/nato-and-countering-hybrid-warfare

For more on this theme:
Europe, US gird for Russian hybrid warfare attacks
https://www.defenseone.com/threats/2024/07/europe-us-worry-about-russias-hybrid-warfare-
attacks/398131/

NATO seeks to confront the growing ‘pressure of hybrid war’  
https://defensescoop.com/2024/07/16/nato-confront-growing-pressure-hybrid-war-russia-china/

Euroviews. Russia’s ever-escalating hybrid war has the EU in its crosshairs
https://www.euronews.com/my-europe/2024/07/16/russias-ever-escalating-hybrid-war-has-the-eu-in-its-
crosshairs

Why the world must support Armenia’s “defeated democracy” against 
Russian hybrid warfare
https://blogs.lse.ac.uk/crp/2024/07/12/why-the-world-must-support-armenias-defeated-democracy-
against-russian-hybrid-warfare/

Hybrid warfare: Russia accelerates number of grey zone attacks on Nato allies
https://www.forces.net/russia/hybrid-warfare-russia-accelerates-number-grey-zone-attacks-nato-allies

GPS jamming in Finland likely part of Russian hybrid campaign, ISW says
https://kyivindependent.com/increased-gps-jamming-in-finland-likely-russian-hybrid-campaign-isw-says/

Danish PM on Russia’s hybrid attacks: We are being too polite
https://www.yahoo.com/news/danish-pm-russias-hybrid-attacks-140916498.html

Taiwan’s ‘options limited’ as Beijing steps up grey zone pressure from skies to sea
https://www.scmp.com/news/china/politics/article/3270554/taiwans-options-limited-beijing-steps-grey-
zone-pressure-skies-sea

Moving beyond the grey zone: The case for ICAD
https://www.lowyinstitute.org/the-interpreter/moving-beyond-grey-zone-case-icad

What Australia can learn from Europe in addressing hybrid threats
https://www.aspistrategist.org.au/what-australia-can-learn-from-europe-in-addressing-hybrid-threats/

Countering Chinese and Russian Influence in North Africa
https://www.washingtoninstitute.org/policy-analysis/countering-chinese-and-russian-influence-north-
africa
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https://www.yahoo.com/news/danish-pm-russias-hybrid-attacks-140916498.html
https://www.scmp.com/news/china/politics/article/3270554/taiwans-options-limited-beijing-steps-grey-zone-pressure-skies-sea
https://www.scmp.com/news/china/politics/article/3270554/taiwans-options-limited-beijing-steps-grey-zone-pressure-skies-sea
https://www.lowyinstitute.org/the-interpreter/moving-beyond-grey-zone-case-icad
https://www.aspistrategist.org.au/what-australia-can-learn-from-europe-in-addressing-hybrid-threats/
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Israel targets Hamas’ military leader in Gaza. Who is he and what does it mean for 
the war?
Jack Jeffery – The Associated Press: 13 July 2024
Israel tried to assassinate Mohammed Deif, the shadowy Hamas military leader who has long 
topped the country’s most-wanted list.

https://apnews.com/article/israel-hamas-deif-strike-gaza-240de52f3d69976d0199336513dfd4ef

For more on this theme:
Israel bombards central Gaza as tanks advance deeper in Rafah
https://www.reuters.com/world/middle-east/israel-bombards-central-gaza-tanks-advance-deeper-
rafah-2024-07-18/

Global rights group finds Hamas-led militants committed war crimes on Oct. 7
https://apnews.com/article/israel-palestinians-human-rights-watch-war-crimes-567044302774ae10c1
8ff7e68ae57025

How Hamas Is Fighting in Gaza: Tunnels, Traps and Ambushes
https://www.nytimes.com/2024/07/13/world/middleeast/hamas-gaza-israel-fighting.html

Israel’s security cabinet extends military service: report
https://www.reuters.com/world/middle-east/israels-security-cabinet-extends-military-service-
report-2024-07-12/

Israel-Hamas Truce Talks Said to Face Four Key Sticking Points
https://www.msn.com/en-us/news/world/israel-hamas-truce-talks-said-to-face-four-key-sticking-points/
ar-BB1q8hQz?cvid=b26e30bd8cb94539938326ff8f1c0339&ei=15

An Israel-Hezbollah War: The Winners and the Losers
https://www.rsis.edu.sg/rsis-publication/rsis/an-israel-hezbollah-war-the-winners-and-the-losers/

Hezbollah to hit new areas in Israel if civilians targeted, Nasrallah says
https://www.reuters.com/world/middle-east/hezbollah-hit-new-israeli-targets-if-it-keeps-killing-civilians-
nasrallah-says-2024-07-17/

Smoke on the horizon — Israel and Hezbollah edge closer to all-out war
https://www.bbc.com/news/articles/cz5r18zm7lpo

After a significant escalation, Hezbollah continues attacks in lower numbers
https://www.longwarjournal.org/archives/2024/07/after-a-significant-escalation-hezbollah-continues-
attacks-in-lower-numbers.php

An Israel-Hezbollah war could send shockwaves through the energy market
https://www.fdd.org/analysis/op_eds/2024/07/18/an-israel-hezbollah-war-could-send-shockwaves-
through-the-energy-market/

Exploring Terrorism in the Levant Through the 7 October 2023 Massacre: 
Implications for Humanity
https://www.internationalaffairs.org.au/australianoutlook/exploring-terrorism-in-the-levant-through-the-
7-october-2023-massacre-implications-for-humanity/

Iran and the Taliban: United in Opposition to Israel
https://greydynamics.com/iran-and-the-taliban-united-in-opposition-to-israel/

Israel and the ICJ: Comparing International Court Cases During the Gaza War
https://www.washingtoninstitute.org/policy-analysis/israel-and-icj-comparing-international-court-cases-
during-gaza-war
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 RUSSIA/UKRAINE

Russia Struggles to Counter Upgrade of NATO-Ukraine Compact
Pavel K. Baev – The Jamestown Foundation: 15 July 2024
The recent North Atlantic Treaty Organization summit in Washington yielded many 
practical decisions on building Western military capabilities and sustaining offensive 
operations in Ukraine through bilateral security agreements and increased aid from 
“frontline” states.

https://jamestown.org/program/russia-struggles-to-counter-upgrade-of-nato-ukraine-compact/

For more on this theme:
Baltic countries notify Russia and Belarus they will exit the Moscow-controlled 
electricity grid
https://apnews.com/article/baltics-russia-belarus-europe-electricity-transmission-
a42f86ca20b7d878dc17c7cafed861bc

Treason and espionage cases are rising in Russia since the war in Ukraine began
https://apnews.com/article/russia-putin-crackdown-treason-espionage-gershkovich-ee99b15588fc0c3b
20ed0e381afe3de3

The West finally allowed Ukraine to strike back at Russia — and it seems to be 
working
https://www.cnn.com/2024/07/14/europe/western-weapons-ukraine-russia-intl-cmd/index.html

Move by some NATO members to let Kyiv strike Russia with their arms is a dangerous 
escalation, Kremlin says
https://www.reuters.com/world/move-by-some-nato-members-let-kyiv-strike-russia-with-their-arms-is-
dangerous-2024-07-12/

Top EU leaders will boycott meetings hosted by Hungary’s Orbán after his outreach to 
Russia, China
https://www.yahoo.com/news/hungarys-orb-n-briefed-eu-152130602.html

Kremlin says proposed ‘European Defence Union’ is sign of EU’s militarization
https://www.reuters.com/world/europe/kremlin-says-proposed-european-defence-union-is-sign-eus-
militarisation-2024-07-18/

Ukraine weapons: What arms are being supplied and why are there shortages?
https://www.bbc.com/news/world-europe-62002218 

Putin’s Russia Will Continue to Pursue Nuclear Escalation
https://carnegieendowment.org/russia-eurasia/politika/2024/06/russia-nuclear-war-threats?lang=en

OSCE Declares ‘Decolonization of Russia’ as Necessary for Peace
https://jamestown.org/program/osce-declares-decolonization-of-russia-as-necessary-for-peace/

Russian Casualties in Ukraine Continue to Rise
https://jamestown.org/program/russian-casualties-in-ukraine-continue-to-rise/

Russia’s disruptive actions show that European and Asian security cannot be 
decoupled
https://www.brookings.edu/articles/russias-disruptive-actions-show-that-european-and-asian-security-
cannot-be-decoupled/
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Russia conscripts 150,000 troops as Ukraine says it needs more arms
https://www.nbcnews.com/news/world/russia-ukraine-war-conscription-army-zelenskyy-fighter-jets-jd-
vance-rcna162048

From basement to battlefield: Ukrainian startups create low-cost robots to 
fight Russia
https://apnews.com/article/ukraine-russia-drones-robots-artificial-intelligence-
b07de714659ef859e16c51d7cda4256b

Ukraine war: Russia has the upper hand in the ground war — but at sea it’s a 
different story
https://theconversation.com/ukraine-war-russia-has-the-upper-hand-in-the-ground-war-but-at-sea-its-a-
different-story-234870

On The Battlefield, Russia Leans Into A Window Of Opportunity That Ukraine’s Trying 
To Shut
https://www.rferl.org/a/ukraine-russia-battlefield-war-offensive/33033990.html

Whose Terms Will Set a Peace Deal in Ukraine?
https://foreignpolicy.com/2024/07/17/ukraine-russia-peace-summit-negotiations-diplomacy/

China, Russia Start Naval Drills, Days After NATO Says Beijing Enables Ukraine War
https://www.rferl.org/a/russia-china-naval-maneuvers/33035868.html

Russia holds a UN meeting about global cooperation. US calls it ‘hypocrisy’ after 
Ukraine invasion
https://apnews.com/article/un-russia-us-global-cooperation-democracy-67963c1e1352ceaebf79fbf2c
933575f

Russian assassination plots against those supporting Ukraine uncovered in Europe, 
official says
https://apnews.com/article/germany-russia-threats-report-rheinmetall-plot-2cee42e9f9f6940eb960b0
b052e3e670

Russia increases income taxes for the wealthy to help fund Ukraine offensive
https://www.france24.com/en/europe/20240712-russia-increases-income-taxes-for-the-wealthy-to-help-
fund-ukraine-offensive

Ukrainians say it’s time for peace negotiations with Russia
https://www.dw.com/en/ukrainians-say-its-time-for-peace-negotiations-with-russia/a-69696546

Odesa: More of a Ukrainian Past than Before 2022
https://www.wilsoncenter.org/blog-post/odesa-more-ukrainian-past-2022

Ukraine-Belarus People-to-People Contacts Are Important for Future Reconciliation
https://www.wilsoncenter.org/blog-post/ukraine-belarus-people-people-contacts-are-important-future-
reconciliation

European leaders call for unity behind Ukraine
https://www.voanews.com/a/stoltenberg-nato-command-for-coordinating-ukraine-aid-to-be-operational-
in-september/7702959.html

Ukraine war briefing: Path to Nato membership ‘irreversible’
https://www.theguardian.com/world/article/2024/jul/11/ukraine-war-briefing-path-to-nato-membership-
irreversible

Putin fears crypto mining could cause energy shortages in Russia
https://www.politico.eu/article/russia-vladimir-putin-crypto-russia-sanctions-west-banking-services-
nuclear-power-plant-usa-mining/
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