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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC)

TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

This Phoenix nonprofit is fighting a global black market for feathers by gifting them

to tribes
Gabriel Pietrorazio — KJZZ: 23 September 2024

Native Americans, who rely on wildlife for spiritual and ceremonial purposes, have been harmed
by conservation laws that criminalized sacred customs tied to protected animal species.

https://www.kjzz.org/tribal-natural-resources/2024-09-23/this-phoenix-nonprofit-is-fighting-a-global-
black-market-for-feathers-by-gifting-them-to-tribes

For more on this theme:

Using carbon dating to stop elephant and rhino poaching
https://groundup.org.za/article/using-carbon-dating-against-elephant-and-rhino-poaching/
Chinese lllegal Fishing Fleet Makes Inroads in Peru
https://dialogo-americas.com/articles/chinese-illegal-fishing-fleet-makes-inroads-in-peru/
425 illegal sand mining cases filed in FY24

https://timesofindia.indiatimes.com/city/kochi/rampant-illegal-sand-mining-425-cases-registered-in-
kerala-fy24/articleshow/113790355.cms

S. Korea dune merchant, 72, held over sand mining in Indonesia mangrove forest

https://news.mongabay.com/2024/09/s-korea-dune-merchant-72-held-over-sand-mining-in-indonesia-
mangrove-forest/

The woman fighting to save the Philippines’ last rainforests

https://www.msn.com/en-us/news/other/the-woman-fighting-to-save-the-philippines-last-rainforests/ar-
AA1rvXTd?ocid=BingNewsVerp

CYBER FRAUD

Rise of the cyber clones: When seeing isn’t believing
Jake Moore — ComputerWeekly: 3 October 2024

Armed with little more than a relatively inexpensive digital device, a few apps that specialize
in deepfakes and a desire to cause mischief, a cybersecurity consultant proves how easy it is to
realistically impersonate any person on the planet.

https://www.computerweekly.com/opinion/Rise-of-the-cyber-clones-When-seeing-isnt-believing

For more on this theme:
Ten Million Brits Hit By Fraud in Just Three Years

https://www.infosecurity-magazine.com/news/ten-million-brits-hit-fraud-three/

U.K. Hacker Charged in $3.75 Million Insider Trading Scheme Using Hacked
Executive Emails

https://thehackernews.com/2024/10/uk-hacker-charged-in-375-million.html
Over 2 Million VPN Passwords Compromised by Malware Attacks

https://circleid.com/posts/over-2-million-vpn-passwords-compromised-by-malware-attacks
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DRUG TRAFFICKING

A U.S. Crackdown Targeted a Silicon Valley ‘Pill Mill.” Secretly, It Had Already
Moved to China.
Rolfe Winkler — Wall Street Journal: 26 September 2024

Federal authorities came down hard on Done Global, the California telehealth startup that
prosecutors allege is an Adderall “pill mill” with a “predatory business model.” Its founder was
arrested and most of its United States staff quit, but it’s still pumping out prescriptions to its
clientele. Done’s big secret? Key operations were moved to China.

https://www.msn.com/en-us/news/crime/a-us-crackdown-targeted-a-silicon-valley-pill-mill-secretly-it-
had-already-moved-to-china/ar-AA1rhMdY?ocid=BingNewsVerp

For more on this theme:

Why are Mexican cartels using Irish ports to smuggle drugs?
https://www.channel4.com/news/why-are-mexican-cartels-using-irish-ports-to-smuggle-drugs

Drug dealer who compared himself to Pablo Escobar and hoasted of ‘running the
streets’ is jailed
https://www.itv.com/news/london/2024-10-01/drug-dealer-who-compared-himself-to-pablo-escobar-is-jailed
‘They see the opportunity to make big money here’ — global drug groups target NZ

https://www.msn.com/en-nz/news/national/they-see-the-opportunity-to-make-big-money-here-global-
drug-groups-target-nz/ar-AA1gh129

Involve community in fighting drugs’ penetration

https://dailynews.co.tz/involve-community-in-fighting-drugs-penetration/

ORGANIZED CRIME AROUND THE WORLD

Uruguay Faces Rising Threat From Organized Crime
Christopher Newton — InSight Crime: 2 October 2024

Recent crimes suggest that transnational groups see opportunities and vulnerabilities in a
nation that has been one of the most prosperous and well-governed in Latin America.

https://insightcrime.org/news/uruguay-faces-rising-threat-organized-crime/

For more on this theme:

Saudi Arabia, Egypt Coordinate to Confront Terrorism, Cross-Border Organized Crime

https://english.aawsat.com/gulf/5059009-saudi-arabia-egypt-coordinate-confront-terrorism-cross-
border-organized-crime

What is the Tren de Aragua gang, linked to several crimes in US?
https://www.newsnationnow.com/us-news/immigration/border-coverage/what-is-tren-de-aragua-gang/

Dozens of suspected White supremacist gang members arrested in Los Angeles area
in domestic terrorism investigation

https://www.msn.com/en-us/news/us/dozens-googleof-suspected-white-supremacist-gang-members-
arrested-in-los-angeles-area-in-domestic-terrorism-investigation/ar-AA1rBdZ0?ocid=BingNewsVerp
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INTELLECTUAL PROPERTY CRIME AND COUNTERFEITING

Chinese man extradited to U.S. from Australia over North Korea’s illicit counterfeit

tobacco husiness
Darryl Coote — UPI: 1 October 2024

The Chinese national will face charges related to the rogue state’s illicit counterfeit cigarette
enterprise, which helps fund its weapons of mass destruction programs.

https://www.msn.com/en-us/news/world/chinese-man-extradited-to-us-from-australia-over-north-koreas-
illicit-counterfeit-tobacco-business/ar-AA1rynhv?ocid=BingNewsVerp

For more on this theme:

Chinese Man Ordered to Pay $1 Million to Apple for Counterfeit iPhone Scheme
https://www.pcmag.com/news/chinese-man-ordered-to-pay-1-million-to-apple-for-counterfeit-iphone-scheme
As Korean products boom, counterfeit risks grow

https://www.msn.com/en-us/money/companies/as-korean-products-boom-counterfeit-risks-grow/ar-
AAlrzhtQ?ocid=BingNewsVerp

Counterfeit luxury items seizures surge to 7.56 mil. in last 5 years
https://www.koreatimes.co.kr/www/nation/2024/10/251_383477 .html

London police seize 500 counterfeit airbags and £110,000 ‘wrapped in nappies’
during dawn raids

https://www.standard.co.uk/news/crime/fake-airbags-city-of-london-police-arrests-london-
crime-b1183542.html

CORRUPTION

‘Full force’: Malaysia PM says crusade against corruption is not over as country

courts investment
Charmaine Jacob — CNBC: 30 September 2024

Prime Minister Anwar Ibrahim says the stakes are high for the Southeast Asian nation:
“We have to save the country. To my mind ... the major problem is poor governance and
endemic corruption,” he tells CNBC.

https://www.msn.com/en-us/money/markets/full-force-malaysia-pm-says-crusade-against-corruption-is-
not-over-as-country-courts-investment/ar-AAlrgxiw?ocid=BingNewsVerp

For more on this theme:
Western nations urge Kenya to seek IMF review of corruption issues, sources say

https://www.reuters.com/world/africa/western-nations-urge-kenya-seek-imf-review-corruption-issues-
sources-say-2024-10-01/

EU, US urge Albania’s opposition to end violence and resume dialogue with government
https://apnews.com/article/albania-opposition-violence-eu-us-02d66d59118ee26f6b3000d55b310a13

‘Corruption is a major challenge in Nigeria’ — Ndume
https://dailypost.ng/2024/09/29/corruption-is-a-major-challenge-in-nigeria-ndume/#google_vignette
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HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

McDonald’s restaurant and major grocery chains failed to spot signs of modern

slavery, BBC reports
Frank Andrews — CBS News: 30 September 2024

More than a dozen people trafficked from the Czech Republic into the United Kingdom were
forced to work for several years in a McDonald’s and a food factory supplying some of Britain’s
major supermarkets, according to a BBC investigation.

https://www.cbsnews.com/news/uk-mcdonalds-modern-slavery-victims-forced-work-czech-gang/

For more on this theme:

One in Five Cotton Household Items Tainted by Forced Labor

https://sourcingjournal.com/topics/compliance/applied-dna-sciences-cotton-apparel-products-forced-
labor-china-de-minimis-525982/

No identity, no protection: How lack of documentation drives modern slavery
https://reliefweb.int/report/world/no-identity-no-protection-how-lack-documentation-drives-modern-slavery
Modern slavery rife in the ‘last frontier’ at sea
https://www.downtoearth.org.in/governance/modern-slavery-rife-in-the-last-frontier-at-sea

Maghreb migrations: How North Africa and Europe can work together on sub-Saharan
migration

https://ecfr.eu/publication/maghreb-migrations-how-north-africa-and-europe-can-work-together-on-sub-
saharan-migration/
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PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

Opinion: Is your coworker a North Korean hacker? How Al impersonation is

compromising the workforce
Aaron Painter — CIO: 30 September 2024

Threat actors from the rogue nation are infiltrating companies by combining sophisticated
deepfakes with stolen identities of real United States citizens. For fraudsters, generative artificial
intelligence is a free superpower.

For more on this theme:

(Mexico) Mexico’s Bet on Artificial Intelligence
https://www.wilsoncenter.org/blog-post/mexicos-bet-artificial-intelligence

(Australia) A sovereign Australian Al drive needs sovereign data centres
https://www.aspistrategist.org.au/a-sovereign-australian-ai-drive-needs-sovereign-data-centres/
(Global) Authoritarian countries’ Al advantage
https://www.aspistrategist.org.au/authoritarian-countries-ai-advantage/

EU taps Al experts to develop compliance framework for Al regulations

https://www.cio.com/article/3543237/eu-taps-ai-experts-to-develop-compliance-framework-for-ai-
regulations.html

Federal departments, agencies issue plans to implement OMB Al policy

https://www.biometricupdate.com/2024 10/federal-departments-agencies-issue-plans-to-implement-
omb-ai-policy

INTERNET FREEDOM

Russia blocked OONI Explorer, a large open dataset on Internet censorship
Maria Xynou — OONI: 25 September 2024

The Open Observatory of Network Interference (OONI) launched in 2016 to help researchers,
journalists and human rights defenders investigate internet censorship based on data contributed
by global users of the OONI Probe app. While internet service providers blocked access to OONI
Explorer, they did not block the organization’s main website or OONI Probe. Still, the action can
limit Russian researchers and journalists from using OONI data. It also makes it harder for many
users of the app in Russia to access measurements beyond their individual results.

https://ooni.org/post/2024-russia-blocked-ooni-explorer/

For more on this theme:

(Russia) Websites Blocked in Russia Since February 2022
https://www.top10vpn.com/research/websites-blocked-in-russia/
China calls for realtime censorship of satellite broadband
https://www.theregister.com/2024/09/30/china_satellite_censorship/
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CYBER CRITICAL INFRASTRUCTURE

CISA Director Assures: Foreign Interference Cannot Alter US Election Results
Ashish Khaitan — The Cyber Express: 3 October 2024

Jen Easterly, director of the Cybersecurity and Infrastructure Security Agency, says that the
United States’ election systems are more secure than ever, making it nearly impossible for
foreign adversaries to alter the election results. The statement comes amid rising concerns about
targeting of U.S. elections, particularly by Iran and Russia.

https://thecyberexpress.com/us-election-security/

For more on this theme:

Critical Flaws in Tank Gauge Systems Expose Gas Stations to Remote Attacks
https://thehackernews.com/2024/09/critical-flaws-in-tank-gauge-systems.html

ISACA: European Security Teams Are Understaffed and Underfunded
https://www.infosecurity-magazine.com/news/isaca-european-security/

Global Cyber Attacks to Double from 2020 to 2024, Report Finds

https://www.techrepublic.com/article/global-cyber-attacks-double-gbe/

CYBER STRATEGY AND WARFARE

DOJ, Microsoft seize 107 domains used in Russia’s Star Blizzard phishing attacks
Jessica Lyons — The Register: 3 October 2024

The United States Department of Justice and Microsoft have seized 107 websites used by Russian
cyber spies in a phishing campaign to steal sensitive information from U.S. government agencies,
think tanks and other victims. Court orders targeted domains belonging to Russia’s Callisto
Group (aka Star Blizzard and Coldriver), a hacking unit of the Russian Federal Security Service
that has been attacking defense, intelligence, political orgs and academia since at least 2017.

https://www.theregister.com/2024/10/03/russian_phishing_domains_seized/

For more on this theme:

New warrant officers poised to improve readiness of Air Force cyber mission force teams
https://defensescoop.com/2024/09/19/new-warrant-officers-poised-improve-readiness-air-force-cyber-teams/
(South Africa) SA could strengthen its national cyber security strategy
https://it-online.co.za/2024/09/12/sa-could-strengthen-its-national-cyber-security-strategy/

(Turkey) Turkey’s Cyber Security Strategy and Action Plan Published
https://www.raillynews.com/2024/09/Turkey%27s-cybersecurity-strategy-and-action-plan-published/
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CYBERCRIME

The Pig Butchering Invasion Has Begun
Lily Hay Newman and Matt Burgess — Wired: 30 September 2024

A Wired report shows that scams and investment fraud that are offshoots of Southeast Asian
activity have emerged in the Middle East, Eastern Europe, Latin America and West Africa.
Many of them apparently have links to Chinese-speaking criminals or have evolved in parallel to
China’s One Belt, One Road policy.

https://www.wired.com/story/pig-butchering-scam-invasion/

For more on this theme:
Inside phishing kits: How cyber criminals lure victims
https://www.cuinsight.com/inside-phishing-kits-how-cyber-criminals-lure-victims/

(Middle East) Scoring Against Cybercrime: Strategies to Combat DDoS Attacks in the
Middle East

https://www.edgemiddleeast.com/security/scoring-against-cybercrime-strategies-to-combat-ddos-
attacks-in-the-middle-east

FBI Accuses Zort CEO of Paying LA Cops to Target Crypto Victim for Extortion

https://techreport.com/crypto-news/fbi-accuses-zort-ceo-of-paying-la-cops-to-target-crypto-victim-for-
extortion/

A Canadian has been arrested in global crackdown on the Ghost encrypted app.
Here’s how it works
https://www.cbc.ca/news/world/ghost-cybercrime-encrypted-app-1.7327379

STATE-SPONSORED CYBERATTACKS

Cyberattack on Russian financial sector: Banks and telecom hit
Uliana Bezpalko and Daria Dmytriieva — RBC Ukraine: 2 October 2024

The Cyber Corps of the Main Directorate of Intelligence of Ukraine’s Ministry of Defense
carried out a cyberattack on Russia’s financial sector, according to sources in Ukrainian
intelligence. Alfa-Bank, Otkritie Bank and the telecommunications operator Rostelecom were
said to be among those affected.

https://www.msn.com/en-us/money/other/cyberattack-on-russian-financial-sector-banks-and-telecom-
hit/ar-AA1rBA8H?ocid=BingNewsVerp#

For more on this theme:

(Iran, Iran) Iranian Cyber Group OilRig Launches Sophisticated Malware Attack on
Iraqi Government Networks

https://irannewsupdate.com/news/terrorism/iranian-cyber-group-oilrig-launches-sophisticated-malware-
attack-on-iragi-government-networks/

(North Korea, Global) North Korean Hackers Target Cryptocurrency Users on LinkedIn
with RustDoor Malware

https://thehackernews.com/2024/09/north-korean-hackers-target.html
Dutch government blames a ‘state actor’ for hacking a police network

https://nz.news.yahoo.com/dutch-government-blames-state-actor-110821922.html
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CYBER RESILIENCE

Cyber resilience becoming extremely difficult amid Gen Al upgrades
Shweta Sharma — CSO: 30 September 2024

A PwC survey on the state of global digital trust found only 2% of the participating organizations
have implemented “cyber resilience actions across the organization in all areas surveyed.” Matt
Gorham, leader of PwC’s Cyber & Privacy Innovation Institute, said this owes greatly to the
growing complexity of cybersecurity fueled by the adoption of modern Al technologies.

https://www.csoonline.com/article/3542514/cyber-resilience-becoming-extremely-difficult-amid-gen-ai-
upgrades.html

For more on this theme:
(Asia Pacific) The cybersecurity paradigm shift: Al is necessitating the need to fight
fire with fire

https://www.dgindia.com/opinion/the-cybersecurity-paradigm-shift-ai-is-necessitating-the-need-to-fight-
fire-with-fire-7071331

Why system resilience should mainly be the job of the 0S, not just third-party
applications
https://www.welivesecurity.com/en/cybersecurity/system-resilience-job-os-not-just-third-party-applications/
Innovation in Cybersecurity: A Case Study to Strengthen the Client’s Critical National
Infrastructure

https://www.techuk.org/resource/innovation-in-cybersecurity-a-case-study-to-strengthen-the-client-s-
critical-national-infrastructure.html

RANSOMWARE

UK unmasks LockBit ransomware affiliate as high-ranking hacker in Russia

state-backed cybercrime gang
Carly Page — TechCrunch: 1 October 2024

The effort by United Kingdom and international law enforcement is aimed at disrupting the
operations of LockBit, once one of the most prolific Russian ransomware gangs, and Evil Corp,
one of Russia’s top cybercrime groups.

https://techcrunch.com/2024/10/01/uk-unmasks-lockbit-ransomware-affiliate-evil-corp-cybercrime-gang/

For more on this theme:

(U.S.) Schools, colleges faced record-breaking year of ransomware attacks in 2023
https://www.k12dive.com/news/how-many-ransomware-attacks-schools-2023-comparitech/725753/
Ransomware Attack Forces UMC to Divert Emergency Patients
https://www.infosecurity-magazine.com/news/ransomware-forces-umc-divert/

Kansas’ City of Arkansas Water Treatment Facility Hit by a Suspected Ransomware
Cyber Attack

https://www.cpomagazine.com/cyber-security/kansas-city-of-arkansas-water-treatment-facility-hit-by-a-
suspected-ransomware-cyber-attack/

Medusa Ransomware Group: Delivering Sophisticated Attacks

https://www.cybersecurityintelligence.com/blog/medusa-ransomware-group-delivering-sophisticated-
attacks-7944 .html
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PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

TERRORISM AROUND THE WORLD

VOA Exclusive: AFRICOM Chief on threats, way forward for US military in Africa
Carla Babb — VOA: 2 October 2024

Gen. Michael Langley, commander of United States Africa Command, says the Islamic State
group in Somalia has grown about twofold and explains how the al-Qaida affiliate al-Shabab has
taken advantage of tensions between Ethiopia and Somalia to increase recruitment. Langley is
starting to reshape the U.S. military presence on the continent after its Niger withdrawal.

https://www.voanews.com/a/voa-excusive-africom-chief-on-threats-way-forward-for-us-military-in-
africa/7807419.html

For more on this theme:

US military says it killed 37 militants in airstrikes in Syria this month

https://www.msn.com/en-us/news/world/us-military-says-it-killed-37-militants-in-airstrikes-in-syria-this-
month/ar-AA1rpg3U?ocid=BingNewsVerp

The Geopolitical Battle Fuelling Terrorism in Pakistan
https://moderndiplomacy.eu/2024/09/03/the-geopolitical-battle-fuelling-terrorism-in-pakistan/

A terrorist organisation now has its own aircraft carrier
https://www.telegraph.co.uk/news/2024/08/31/iran-irgc-irgcn-drone-carrier-bagheri-gulf-shahed-terrorist/

The Kurdistan Region of Iraq’s Strategic Role in ISIS Operations — A Crossroads
of Conflict

https://www.washingtoninstitute.org/policy-analysis/kurdistan-region-irags-strategic-role-isis-operations-
crossroads-conflict

As UNITAD’s Mandate Ends, ISIL Survivors Still Lack Justice
https://www.washingtoninstitute.org/policy-analysis/unitads-mandate-ends-isil-survivors-still-lack-justice
Australia must play to its strengths to confront terrorism threat
https://www.aspistrategist.org.au/australia-must-play-to-its-strengths-to-confront-terrorism-threat/
We Need to Move Beyond Bombs and Bullets to Counter Terrorism

https://www.rusi.org/explore-our-research/publications/commentary/we-need-move-beyond-bombs-and-
bullets-counter-terrorism

India’s measures to combat money laundering and terrorist financing
https://www.fatf-gafi.org/en/publications/Mutualevaluations/India-MER-2024.html

The return of ISIS: How a Toronto case fits into the global resurgence of a terror
group we thought had been defeated

https://www.thestar.com/news/world/the-return-of-isis-how-a-toronto-case-fits-into-the-global-
resurgence-of-a/article_Oce45b6¢c-71d5-11ef-ae93-eb4228688424 .html

10 Return to Table of Contents



GRAY AREA DYNAMICS, HYBRID WARFARE
AND INFORMATION OPERATIONS

Situation stable, but not normal: Army chief warns against China's LAC tactics
Shivani Sharma — India Today: 1 October 2024

Gen. Upendra Dwivedi, who leads India’s Army, discussed Beijing’s tactics along the Line

of Actual Control — the 3,400-kilometer disputed border between the two countries in the
Himalayan region. He cautioned: “At every level, we need to have a common understanding and
approach to handling gray-zone threats.”

For more on this theme:

Germany arrests Chinese national on suspicion of spying
https://www.dw.com/en/germany-arrests-chinese-national-on-suspicion-of-spying/a-70373632
North Macedonia, digitalisation against the grey economy

https://www.balcanicaucaso.org/eng/Areas/North-Macedonia/North-Macedonia-digitalisation-against-
the-grey-economy-233139

China is trying to erode India’s stature in South Asia, former foreign secretary says

https://timesofindia.indiatimes.com/india/china-is-trying-to-erode-indias-stature-in-south-asia-former-
foreign-secretary-says/articleshow/113236333.cms

Russia’s hybrid warfare: forced migration to Europe?
https://www.dw.com/en/russias-hybrid-warfare-forced-migration-to-europe/video-70191539

Getting to “Ouch”: Hybrid Deterrence
https://cepa.org/article/getting-to-ouch-hybrid-deterrence/

Propaganda and manipulation aim to re-establish Moldova in Russia’s orbit, journalists

https://www.ipn.md/en/propaganda-and-manipulation-aim-to-re-establish-moldova-in-
russia-7967_1107106.html|

Moldova accuses Russia of organising pre-election vandalism of state buildings

https://www.euronews.com/2024/09/29/moldova-accuses-russia-of-organising-pre-election-vandalism-
of-state-buildings

ISRAEL/HAMAS/IRAN

What are Israel’s goals in its south Lebanon incursion?
David Brennan — ABC News: 3 October 2024

An Israeli security official says the nation’s forces have three goals: remove the threat of cross-
border fire, target senior militant leaders, and return displaced Israelis to their homes.

https://abcnews.go.com/International/israels-goals-south-lebanon-incursion/story?id=114376302

For more on this theme:

Missile attack on Israel lays bare deep divisions among Iranians

https://www.bbc.com/news/articles/cqjrwg9dlylo

Massive blasts in Beirut after renewed Israeli air strikes
https://www.bbc.com/news/articles/c171pydd8420
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ISRAEL/HAMAS/IRAN

For more on this theme:

Hamas claims responsihility for shooting, stabbing attack in Tel Aviv
https://abcnews.go.com/International/hamas-claims-responsibility-shooting-stabbing-attack-tel-aviv/story?id=1 14436703
US discusses possible Israeli strikes on Iran oil sites as Israel presses Lebanon campaign

https://www.msn.com/en-us/news/world/us-discusses-possible-israeli-strikes-on-iran-oil-sites-as-israel-
presses-lebanon-campaign/ar-AAlrFgja

Israel is weighing up how to strike back against Iran. Here’s how it could play out.

https://www.msn.com/en-us/news/world/israel-is-weighing-up-how-to-strike-back-against-iran-heres-
how-it-could-play-out/ar-AA1rDxCg

What calculations stand behind Tehran’s massive missile strike on Israel?

https://www.euronews.com/2024/10/02/what-calculations-stand-behind-tehrans-massive-missile-strike-
on-israel

‘The country is lost’: Fear and uncertainty in Lebanon as Israel invades
https://www.bbc.com/news/articles/cj9jzv4deg9o
Israel’s long history of incursions and invasions in Lebanon

https://www.msn.com/en-us/news/world/israels-long-history-of-incursions-and-invasions-in-lebanon/ar-
AAlrvzui?ocid=BingNewsSerp

Hezhollah leadership ‘wiped out’ by Israel as bombing forces 1 million in Lebanon to flee
https://news.yahoo.com/news/hezbollah-leadership-wiped-israel-bombing-173248712.html

What the killing of Hezbollah leader Hassan Nasrallah could mean for Israel and
wars on its horders

https://www.msn.com/en-ca/news/world/what-the-killing-of-hezbollah-leader-hassan-nasrallah-could-
mean-for-israel-and-wars-on-its-borders/ar-AAlrnt4Z?ocid=BingNewsVerp

What are Iran’s Options after Nasrallah’s Death?

https://www.rusi.org/explore-our-research/publications/commentary/what-are-irans-options-after-
nasrallahs-death

Hezhollah is diminished, decapitated, and in disarray — but still dangerous

https://www.atlanticcouncil.org/blogs/new-atlanticist/hezbollah-is-diminished-decapitated-and-in-
disarray-but-still-dangerous/

Will Nasrallah Killing Change Mideast War Equation?
https://thesoufancenter.org/intelbrief-2024-september-30/
What are the missiles in Iran’s arsenal and how does Israel counter them?

https://www.msn.com/en-us/news/other/what-are-the-missiles-in-iran-s-arsenal-and-how-does-israel-
counter-them/ar-AA1rzOyj?ocid=BingNewsSerp

From missile batteries to oil refineries to nuclear labs, Israel could hit a wide range
of targets in Iran

https://www.msn.com/en-us/news/other/from-missile-batteries-to-oil-refineries-to-nuclear-labs-israel-
could-hit-a-wide-range-of-targets-in-iran/ar-AA1rFbgm?ocid=BingNewsSerp

UN peacekeepers stay on Lebanon’s border despite Israeli ground incursion

https://www.msn.com/en-us/news/world/un-peacekeepers-stay-on-lebanons-border-despite-israeli-
ground-incursion/ar-AA1rFA8b?ocid=BingNewsSerp
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Opinion: The Kremlin Plays Russian Roulette With Nuclear Plants
Walter Clemens Jr. — CEPA: 3 October 2024

The International Atomic Energy Agency has repeatedly called on Russia to halt all action
at or against Ukrainian nuclear facilities, but these are ignored. The Zaporizhzhia plant is
in danger from frequent shelling in the area and the lack of experienced operators. Another
disaster like Chernobyl would again imperil Belarus and much of Europe as well as Ukraine
and parts of Russia.

https://cepa.org/article/the-kremlin-plays-russian-roulette-with-nuclear-plants/

For more on this theme:

Ukrainian Lessons: Civilian Tech Transforms the Battlefield
https://cepa.org/article/ukrainian-lessons-civilian-tech-transforms-the-battlefield/
From Gaza to Ukraine, why do so many modern wars last so long?

https://www.npr.org/2024/09/23/nx-s1-5039157/from-gaza-to-ukraine-why-do-so-many-modern-wars-
last-so-long

New NATO chief Mark Rutte visits Ukraine in his first trip since taking office
https://apnews.com/article/russia-ukraine-war-kharkiv-glide-bombs-a4436a45d74456f0f199095442765957
Ukraine’s military will pull out of Vuhledar in the east after 2 years of intense fighting
https://apnews.com/article/ukraine-russia-war-vuhledar-186ac647ae5ac93d6007e31a82ab5elae

The fall of Vuhledar is a microcosm of Ukraine’s wartime predicament
https://apnews.com/article/ukraine-russia-war-vuhledar-2403780647659883a203feda35dd8ccc
Whatever Happened to Ukraine’s Pro-Russians?
https://cepa.org/article/whatever-happened-to-ukraines-pro-russians/

Ukraine’s Frontline Units Fight the Russians, and More
https://cepa.org/article/ukraines-frontline-units-fight-the-russians-and-more/

Ukraine Has Finally Ratified the Rome Statute: Why?
https://www.wilsoncenter.org/blog-post/ukraine-has-finally-ratified-rome-statute-why

Russian Opposition Struggles Amid Accusations and the Kremlin's Shadow
https://www.wilsoncenter.org/blog-post/russian-opposition-struggles-amid-accusations-and-kremlins-shadow
Russia Legalizes Cryptocurrency Mining to Circumvent Western Sanctions
https://jamestown.org/program/russia-legalizes-cryptocurrency-mining-to-circumvent-western-sanctions/

Russian Attacks on Ukrainian Grain Shipments in Black Sea Hold Broad Implications
Amid War

https://jamestown.org/program/russian-attacks-on-ukrainian-grain-shipments-in-black-sea-hold-broad-
implications-amid-war/

Serbian Mercenary: Russia’s War In Ukraine Built On Lies And Death
https://www.rferl.org/a/ukraine-war-serb-mercenaries-russia-recruit/33128014.html

Ukraine’s expanding drone fleet is flying straight through Putin’s red lines

https://www.atlanticcouncil.org/blogs/ukrainealert/ukraines-expanding-drone-fleet-is-flying-straight-
through-putins-red-lines/
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For more on this theme:

Putin will keep escalating his nuclear blackmail until it stops working
https://www.atlanticcouncil.org/blogs/ukrainealert/putin-will-keep-escalating-his-nuclear-blackmail-
until-it-stops-working/

History is a key battleground in the Russian invasion of Ukraine

https://www.atlanticcouncil.org/blogs/ukrainealert/history-is-a-key-battleground-in-the-russian-invasion-
of-ukraine/

There can be no sustainahle peace in Europe without security for Ukraine

https://www.atlanticcouncil.org/blogs/ukrainealert/there-can-be-no-sustainable-peace-in-europe-
without-security-for-ukraine/
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