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 COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC)

 DRUG TRAFFICKING

Ecuador tackles growing influence of drug cartels
Marie-Kristin Boese – Deutsche Welle: 11 October 2024
Drug trafficking is a billion-dollar industry in Ecuador, run by networks of international 
cartels. They control the region along the border to Colombia, where widespread poverty 
makes it easy for them to recruit dealers.

https://www.dw.com/en/ecuador-tackles-growing-influence-of-drug-cartels/video-70473153

For more on this theme:

Gangs’stories: Soraya, the ‘real’ Queen of the South in Nicaragua
https://theconversation.com/gangsstories-soraya-the-real-queen-of-the-south-in-nicaragua-233837

Hezbollah’s Captogan drug trade challenges Israeli security, regional 
stability – report
https://www.jpost.com/middle-east/article-824462

From Insurgency to Illicit Trade: Analyzing FARC Dissidents in the Cocaine Market
https://smallwarsjournal.com/jrnl/art/insurgency-illicit-trade-analyzing-farc-dissidents-cocaine-market

Precision policing: The Kensington Initiative’s targeted approach to combating 
the opioid epidemic
https://www.niskanencenter.org/precision-policing-the-kensington-initiatives-targeted-approach-to-
combating-the-opioid-epidemic/

 CORRUPTION

Tackling judicial bribery and procurement fraud in Nigeria
Leena Koni Hoffmann – Chatham House: 8 October 2024
Nigeria’s corruption challenges are central to its struggles with insecurity, inequality and 
inadequate provision of public goods and services. The misappropriation of funds erodes 
the country’s already limited public-spending capacity and is made possible by a weak and 
compromised judicial system.

https://www.chathamhouse.org/2024/10/tackling-judicial-bribery-and-procurement-fraud-nigeria

For more on this theme:
Cambodia arrests award-winning journalist who exposed human trafficking 
and scam compounds
https://www.the-independent.com/asia/southeast-asia/cambodia-mech-dara-journalist-
arrest-b2621743.html

Big sponsors leaving International Olympic Committee over corruption and lack 
of athlete support
https://athleticsillustrated.com/big-sponsors-leaving-international-olympic-committee-over-corruption-
and-lack-of-athlete-support/

Moscow’s War Intensifies Corruption in Russia
https://jamestown.org/program/moscows-war-intensifies-corruption-in-russia/

https://www.dw.com/en/ecuador-tackles-growing-influence-of-drug-cartels/video-70473153
https://theconversation.com/gangsstories-soraya-the-real-queen-of-the-south-in-nicaragua-233837
https://www.jpost.com/middle-east/article-824462
https://smallwarsjournal.com/jrnl/art/insurgency-illicit-trade-analyzing-farc-dissidents-cocaine-market
https://www.niskanencenter.org/precision-policing-the-kensington-initiatives-targeted-approach-to-combating-the-opioid-epidemic/
https://www.niskanencenter.org/precision-policing-the-kensington-initiatives-targeted-approach-to-combating-the-opioid-epidemic/
https://www.chathamhouse.org/2024/10/tackling-judicial-bribery-and-procurement-fraud-nigeria
https://www.the-independent.com/asia/southeast-asia/cambodia-mech-dara-journalist-arrest-b2621743.html
https://www.the-independent.com/asia/southeast-asia/cambodia-mech-dara-journalist-arrest-b2621743.html
https://athleticsillustrated.com/big-sponsors-leaving-international-olympic-committee-over-corruption-and-lack-of-athlete-support/
https://athleticsillustrated.com/big-sponsors-leaving-international-olympic-committee-over-corruption-and-lack-of-athlete-support/
https://jamestown.org/program/moscows-war-intensifies-corruption-in-russia/
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 SPORTS CORRUPTION

FC Barcelona Almost Scores Own Goal in Lewandowski Transfer Scam
Antonio Baquero, et al. – Organized Crime and Corruption Reporting Project: 17 October 
2024
When an apparent fraudster impersonated a famous football agent and asked FC Barcelona 
for 1 million euros, sources say the club attempted to send the money. Though the payment 
was eventually blocked, experts worry the incident is a sign that football remains vulnerable 
to corruption despite repeated calls for stronger oversight.

https://www.occrp.org/en/investigation/fc-barcelona-almost-scores-own-goal-in-lewandowski-transfer-scam

For more on this theme:

7th IPACS Annual General Conference
https://olympics.com/en/news/7th-ipacs-annual-general-conference

Roundtable discussion: KFF President stated the need to create an expert 
commission in sport
https://kff.kz/en/news/26248

Benfica Accused Of Corruption, Sparking Turmoil In Portuguese Football
https://independent.ng/benfica-accused-of-corruption-sparking-turmoil-in-portuguese-football/

There are videos, scandal in South America due to corruption network of referees, 
several countries involved
https://www.elfutbolero.us/news/there-are-videos-scandal-in-south-america-due-to-corruption-network-
of-referees-several-countries-involved-20241009-43227.html

 ORGANIZED CRIME AROUND THE WORLD

Telegram app hosts ‘underground markets’ for Southeast Asian crime gangs, UN says
Poppy Mcpherson and Tom Wilson – Reuters: 7 October 2024
Powerful criminal networks in Southeast Asia extensively use the messaging app Telegram. 
A United Nations report says that has enabled a fundamental change in the way organized 
crime can conduct large-scale illicit activity.

https://www.reuters.com/world/asia-pacific/criminal-networks-southeast-asia-flourish-telegrams-
underground-markets-un-says-2024-10-07/

For more on this theme:

Analysis of UNODC Latest Report on Transnational Organized Crime in Southeast Asia
https://coinmarketcap.com/community/articles/670e181f50c1482c894b6800/ 

Major concerns as Fiji growing as a hub for drug trafficking and emerging base 
for transnational organized crime networks
https://www.fijivillage.com/news/Major-concerns-as-Fiji-growing-as-a-hub-for-drug-trafficking-and-
emerging-base-for-transnational-organized-crime-networks-f5r8x4/

Montenegro Will Speed Up Organised Crime, Corruption Trials: Justice Minister
https://balkaninsight.com/2024/10/17/montenegro-will-speed-up-organised-crime-corruption-trials-
justice-minister/

https://www.occrp.org/en/investigation/fc-barcelona-almost-scores-own-goal-in-lewandowski-transfer-scam
https://olympics.com/en/news/7th-ipacs-annual-general-conference
https://kff.kz/en/news/26248
https://independent.ng/benfica-accused-of-corruption-sparking-turmoil-in-portuguese-football/
https://www.elfutbolero.us/news/there-are-videos-scandal-in-south-america-due-to-corruption-network-of-referees-several-countries-involved-20241009-43227.html
https://www.elfutbolero.us/news/there-are-videos-scandal-in-south-america-due-to-corruption-network-of-referees-several-countries-involved-20241009-43227.html
https://www.reuters.com/world/asia-pacific/criminal-networks-southeast-asia-flourish-telegrams-underground-markets-un-says-2024-10-07/
https://www.reuters.com/world/asia-pacific/criminal-networks-southeast-asia-flourish-telegrams-underground-markets-un-says-2024-10-07/
https://coinmarketcap.com/community/articles/670e181f50c1482c894b6800/
https://www.fijivillage.com/news/Major-concerns-as-Fiji-growing-as-a-hub-for-drug-trafficking-and-emerging-base-for-transnational-organized-crime-networks-f5r8x4/
https://www.fijivillage.com/news/Major-concerns-as-Fiji-growing-as-a-hub-for-drug-trafficking-and-emerging-base-for-transnational-organized-crime-networks-f5r8x4/
https://balkaninsight.com/2024/10/17/montenegro-will-speed-up-organised-crime-corruption-trials-justice-minister/
https://balkaninsight.com/2024/10/17/montenegro-will-speed-up-organised-crime-corruption-trials-justice-minister/
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 CYBER FRAUD

Norms and Law to Address Cyber Scam Operations in the Indo-Pacific
Allison Pytlak and Shreya Lad – Stimson Center: 10 October 2024
Stimson Cyber and Southeast Asia programs convene a roundtable on the challenges posed 
by the proliferation of cyber scam operations across the Indo-Pacific, an evolving problem in 
the region and beyond.

https://www.stimson.org/2024/online-roundtable-on-norms-and-law-to-address-cyber-scam-operations-
in-the-indo-pacific/

For more on this theme:

UNODC report reveals Asian crime syndicates exploit advanced tech to expand 
global criminal networks
https://www.jurist.org/news/2024/10/unodc-report-reveals-asian-crime-syndicates-exploit-advanced-
tech-to-expand-global-criminal-networks/

DoJ and Microsoft Seize 107 Russian Domains in Major Cyber Fraud Crackdown, 
Disrupt Russian Intelligence Phishing Efforts
https://www.hstoday.us/subject-matter-areas/cybersecurity/doj-and-microsoft-seize-107-russian-
domains-in-major-russian-cyber-fraud-crackdown/

Google Joins Forces with GASA and DNS RF to Tackle Online Scams at Scale
https://thehackernews.com/2024/10/google-joins-forces-with-gasa-and-dns.html

Watch Out for This Gmail Account Takeover Scam
https://www.pcmag.com/news/watch-out-for-this-gmail-account-takeover-scam

 INTELLECTUAL PROPERTY CRIME AND COUNTERFEITING

Anti-cancer drugs may soon have QR codes to prevent counterfeits in the market
Bindu Shajan Perappadan – The Hindu: 5 October 2024
Criminals in collusion with hospital pharmacies have been found refilling empty vials of 
expensive anti-cancer drugs with fake products. A pharmaceutical group is cautioning that 
medicines should only be purchased from verified sources.

https://www.thehindu.com/sci-tech/health/anti-cancer-drugs-may-soon-have-qr-codes-to-prevent-
counterfeits-in-the-market/article68721618.ece

For more on this theme:

Counterfeiting activity in Sri Lanka spikes: how brands are fighting back
https://www.worldtrademarkreview.com/article/counterfeiting-activity-in-sri-lanka-spikes-in-recent-years-
rights-holders-increasingly-see-enforcement-success

How RFID technology combats retail counterfeiting
https://www.msn.com/en-us/news/technology/how-rfid-technology-combats-retail-counterfeiting/ar-AA1rx8kG

Deadly Counterfeits: Nigeria’s Fake Drink Epidemic Claims Lives
https://www.eonsintelligence.com/details/special-report-90785645/deadly-counterfeits-nigeria-s-fake-
drink-epidemic-claims-lives-1626078908

Anti-Counterfeit Bill 2024: A Step Towards Protecting Intellectual Property
https://nilepost.co.ug/s.1/221420/anti-counterfeit-bill-2024-a-step-towards-protecting-intellectual-property

https://www.stimson.org/2024/online-roundtable-on-norms-and-law-to-address-cyber-scam-operations-in-the-indo-pacific/
https://www.stimson.org/2024/online-roundtable-on-norms-and-law-to-address-cyber-scam-operations-in-the-indo-pacific/
https://www.jurist.org/news/2024/10/unodc-report-reveals-asian-crime-syndicates-exploit-advanced-tech-to-expand-global-criminal-networks/
https://www.jurist.org/news/2024/10/unodc-report-reveals-asian-crime-syndicates-exploit-advanced-tech-to-expand-global-criminal-networks/
https://www.hstoday.us/subject-matter-areas/cybersecurity/doj-and-microsoft-seize-107-russian-domains-in-major-russian-cyber-fraud-crackdown/
https://www.hstoday.us/subject-matter-areas/cybersecurity/doj-and-microsoft-seize-107-russian-domains-in-major-russian-cyber-fraud-crackdown/
https://thehackernews.com/2024/10/google-joins-forces-with-gasa-and-dns.html
https://www.pcmag.com/news/watch-out-for-this-gmail-account-takeover-scam
https://www.thehindu.com/sci-tech/health/anti-cancer-drugs-may-soon-have-qr-codes-to-prevent-counterfeits-in-the-market/article68721618.ece
https://www.thehindu.com/sci-tech/health/anti-cancer-drugs-may-soon-have-qr-codes-to-prevent-counterfeits-in-the-market/article68721618.ece
https://www.worldtrademarkreview.com/article/counterfeiting-activity-in-sri-lanka-spikes-in-recent-years-rights-holders-increasingly-see-enforcement-success
https://www.worldtrademarkreview.com/article/counterfeiting-activity-in-sri-lanka-spikes-in-recent-years-rights-holders-increasingly-see-enforcement-success
https://www.msn.com/en-us/news/technology/how-rfid-technology-combats-retail-counterfeiting/ar-AA1rx8kG
https://www.eonsintelligence.com/details/special-report-90785645/deadly-counterfeits-nigeria-s-fake-drink-epidemic-claims-lives-1626078908
https://www.eonsintelligence.com/details/special-report-90785645/deadly-counterfeits-nigeria-s-fake-drink-epidemic-claims-lives-1626078908
https://nilepost.co.ug/s.1/221420/anti-counterfeit-bill-2024-a-step-towards-protecting-intellectual-property


Return to Table of Contents5

 HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

Migrant smuggling along Central Mediterranean route worth between US$290 and 
$370 million in 2023, according to update from UNODC
United Nations Office on Drugs and Crime: 17 October 2024
Migrant smuggling increased significantly in 2023 compared with 2022 along the Central 
Mediterranean route, according to a report from the U.N. Office on Drugs and Crime.

https://www.unodc.org/unodc/en/frontpage/2024/October/migrant-smuggling-along-central-mediterranean-
route-worth-between-us290-and-370-million-in-2023--according-to-update-from-unodc.html

For more on this theme:

EU leaders set course for tougher policy to send back irregular migrants
https://www.reuters.com/world/europe/eu-leaders-focus-migration-poland-point-its-
weaponisation-2024-10-17/ 

The West Cautiously Extends Migrant Worker Options For Central Asia
https://www.rferl.org/a/central-asia-migrant-workers-west-europe-germany-uk/33128188.html 

UK Unveils New Funds to Fight Human Trafficking
https://www.miragenews.com/uk-unveils-new-funds-to-fight-human-trafficking-1333708/

Can trade measures help to tackle the use of forced labour?
https://www.economicsobservatory.com/can-trade-measures-help-to-tackle-the-use-of-forced-labour

Industry Perspectives Op-Ed: Construction and modern slavery in Canada
https://canada.constructconnect.com/dcn/news/labour/2024/09/industry-perspectives-op-ed-
construction-and-modern-slavery-in-canada

 TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

Lab-grown frogs: a Colombian’s response to wildlife trafficking
Andrea Tosta – Phys.org: 16 October 2024
Down a dirt track in Colombia, deep in a forest, conservationists are breeding prized exotic 
frogs to try to undercut traffickers who are plundering the country’s jungles of its amphibians.

https://phys.org/news/2024-10-lab-grown-frogs-colombian-response.html

For more on this theme:

‘Illegal’ Chinese Ships Trigger Coast Guard Response
https://www.newsweek.com/chinese-ships-trigger-south-korea-coast-guard-response-1967434 

Ghana to repeal pro-mining legislation amid protests, but activists demand more
https://news.mongabay.com/short-article/ghana-to-repeal-pro-mining-legislation-amid-protests-but-
activists-demand-more/ 

Romania’s Logging Industry Continues to Cheat the Timber Tracing System
https://www.occrp.org/en/news/romanias-timber-industry-continues-to-cheat-the-timber-tracing-system

How is Southern Africa dealing with trafficking in plants and reptiles?
https://issafrica.org/events/how-is-southern-africa-dealing-with-trafficking-in-plants-and-reptiles 

https://www.unodc.org/unodc/en/frontpage/2024/October/migrant-smuggling-along-central-mediterranean-route-worth-between-us290-and-370-million-in-2023--according-to-update-from-unodc.html
https://www.unodc.org/unodc/en/frontpage/2024/October/migrant-smuggling-along-central-mediterranean-route-worth-between-us290-and-370-million-in-2023--according-to-update-from-unodc.html
https://www.reuters.com/world/europe/eu-leaders-focus-migration-poland-point-its-weaponisation-2024-10-17/
https://www.reuters.com/world/europe/eu-leaders-focus-migration-poland-point-its-weaponisation-2024-10-17/
https://www.rferl.org/a/central-asia-migrant-workers-west-europe-germany-uk/33128188.html
https://www.miragenews.com/uk-unveils-new-funds-to-fight-human-trafficking-1333708/
https://www.economicsobservatory.com/can-trade-measures-help-to-tackle-the-use-of-forced-labour
https://canada.constructconnect.com/dcn/news/labour/2024/09/industry-perspectives-op-ed-construction-and-modern-slavery-in-canada
https://canada.constructconnect.com/dcn/news/labour/2024/09/industry-perspectives-op-ed-construction-and-modern-slavery-in-canada
https://phys.org/news/2024-10-lab-grown-frogs-colombian-response.html
https://www.newsweek.com/chinese-ships-trigger-south-korea-coast-guard-response-1967434
https://news.mongabay.com/short-article/ghana-to-repeal-pro-mining-legislation-amid-protests-but-activists-demand-more/
https://news.mongabay.com/short-article/ghana-to-repeal-pro-mining-legislation-amid-protests-but-activists-demand-more/
https://www.occrp.org/en/news/romanias-timber-industry-continues-to-cheat-the-timber-tracing-system
https://issafrica.org/events/how-is-southern-africa-dealing-with-trafficking-in-plants-and-reptiles
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 PROGRAM ON CYBER SECURITY STUDIES (PCSS)

 INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

The AI Governance Arms Race: From Summit Pageantry to Progress?
Raluca Csernatoni – Carnegie: 7 October 2024
The race to regulate artificial intelligence (AI) has produced a complex web of competing 
initiatives, including high-profile summits. To develop an effective AI governance framework, 
the global community must move from symbolic gestures to enforceable commitments.

https://carnegieendowment.org/research/2024/10/the-ai-governance-arms-race-from-summit-pageantry-
to-progress?lang=en

For more on this theme:

(Global) Decoding Internet Governance Stakeholders, Part 2: Private Sector
https://circleid.com/posts/decoding-internet-governance-stakeholders-part-2-private-sector

(Global) The Global Digital Compact is Here: What Now for Civil Society?
https://botpopuli.net/the-global-digital-compact-is-here-what-now-for-civil-society/

(Africa) Advancing tech, innovation, and AI governance in Africa
https://www.brookings.edu/articles/advancing-tech-innovation-and-ai-governance-in-africa/

(Global) The world needs a ‘premortem’ on generative AI and its use in education
https://www.brookings.edu/articles/the-world-needs-a-premortem-on-generative-ai-and-its-use-in-
education/

 INTERNET FREEDOM

Freedom on the Net 2024: The Struggle for Trust Online
Allie Funk, Kian Vesteinsson and Grant Baker – Freedom House: October 2024
Voters around the world are being forced to make major decisions about their future while 
navigating a censored, distorted and unreliable information space.

https://freedomhouse.org/report/freedom-net/2024/struggle-trust-online

For more on this theme:

(Global) Freedom on the Net 2024: Policy Recommendations
https://freedomhouse.org/report/freedom-net/2024/struggle-trust-online/policy-recommendations

(Pakistan) Pakistan’s internet shutdowns causing brain drain, startups 
paying the price
https://theprint.in/go-to-pakistan/pakistans-internet-shutdowns-causing-brain-drain-startups-paying-the-
price/2314130/

(Iran) The Battle Over Internet Censorship in Iran: Politics, Power, and the VPN Mafia
https://irannewsupdate.com/news/general/the-battle-over-internet-censorship-in-iran-politics-power-
and-the-vpn-mafia/

(Hong Kong) Facebook censoring more political content in Hong Kong
https://www.rfa.org/english/news/china/hong-kong-facebook-censorship-10142024145233.html

https://carnegieendowment.org/research/2024/10/the-ai-governance-arms-race-from-summit-pageantry-to-progress?lang=en
https://carnegieendowment.org/research/2024/10/the-ai-governance-arms-race-from-summit-pageantry-to-progress?lang=en
https://circleid.com/posts/decoding-internet-governance-stakeholders-part-2-private-sector
https://botpopuli.net/the-global-digital-compact-is-here-what-now-for-civil-society/
https://www.brookings.edu/articles/advancing-tech-innovation-and-ai-governance-in-africa/
https://www.brookings.edu/articles/the-world-needs-a-premortem-on-generative-ai-and-its-use-in-education/
https://www.brookings.edu/articles/the-world-needs-a-premortem-on-generative-ai-and-its-use-in-education/
https://freedomhouse.org/report/freedom-net/2024/struggle-trust-online
https://freedomhouse.org/report/freedom-net/2024/struggle-trust-online/policy-recommendations
https://theprint.in/go-to-pakistan/pakistans-internet-shutdowns-causing-brain-drain-startups-paying-the-price/2314130/
https://theprint.in/go-to-pakistan/pakistans-internet-shutdowns-causing-brain-drain-startups-paying-the-price/2314130/
https://irannewsupdate.com/news/general/the-battle-over-internet-censorship-in-iran-politics-power-and-the-vpn-mafia/
https://irannewsupdate.com/news/general/the-battle-over-internet-censorship-in-iran-politics-power-and-the-vpn-mafia/
https://www.rfa.org/english/news/china/hong-kong-facebook-censorship-10142024145233.html
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 CYBER CRITICAL INFRASTRUCTURE

Critical Infrastructure: How to Protect Water, Power and Space from Cyber Attacks
Jule Pattison-Gordon – GovTech: September/October 2024
Cyber threats to water systems, electrical grids and the space sector are on the rise, but new 
resources, policies and strategies could help.

https://www.govtech.com/security/critical-infrastructure-how-to-protect-water-power-and-space-from-
cyber-attacks

For more on this theme:

(Global) The Attribution Dividend: Protecting Critical Infrastructure from 
Cyber Attacks
https://www.swp-berlin.org/publikation/protecting-critical-infrastructure-from-cyber-attacks

(Iran, U.S., Canada, Australia) Iranian hackers use brute force, credential 
access activity to target critical infrastructure organizations
https://industrialcyber.co/cisa/iranian-hackers-use-brute-force-credential-access-activity-to-target-
critical-infrastructure-organizations/

(China, U.S.) CISA advisory committee approves four draft reports on 
critical infrastructure resilience
https://cyberscoop.com/cisa-cybersecurity-advisory-committee-october-report/

(U.S.) Cyber Defense Of Critical Infrastructure: Who Is Responsible?
https://www.forbes.com/councils/forbestechcouncil/2024/10/14/cyber-defense-of-critical-
infrastructure-who-is-responsible/

 CYBER STRATEGY AND WARFARE

How nation-states exploit political instability to launch cyber operations
Mirko Zorz – Help Net Security: 15 October 2024
Ismael Valenzuela, vice president of threat research and intelligence at cybersecurity and 
services company BlackBerry, discusses the impact of geopolitical tensions on the frequency 
and sophistication of cyberattacks. He explains how nation-states and politically motivated 
groups exploit unrest, providing examples of recent conflicts and their cyber implications.

https://www.helpnetsecurity.com/2024/10/15/ismael-valenzuela-blackberry-political-instability-cyber-
operations/

For more on this theme:

(China, Taiwan) What is China’s ‘anaconda strategy’, the ‘slow and steady’ tactic 
against Taiwan
https://www.theweek.in/news/defence/2024/10/09/india-shining-as-a-tourist-destination-for-foreigners-
but-challenges-persist.html

(China, Taiwan) Targeting Taiwan: Beijing’s Playbook for Economic 
and Cyber Warfare
https://www.fdd.org/events/2024/10/04/targeting-taiwan-beijings-playbook-for-economic-and-cyber-warfare/

(Middle East) Mideast, Turkey Cyber Threats Spike, Prompting Defense Changes
https://www.darkreading.com/cyber-risk/mideast-turkey-cyber-threats-spike-defense-changes

https://www.govtech.com/security/critical-infrastructure-how-to-protect-water-power-and-space-from-cyber-attacks
https://www.govtech.com/security/critical-infrastructure-how-to-protect-water-power-and-space-from-cyber-attacks
https://www.swp-berlin.org/publikation/protecting-critical-infrastructure-from-cyber-attacks
https://industrialcyber.co/cisa/iranian-hackers-use-brute-force-credential-access-activity-to-target-critical-infrastructure-organizations/
https://industrialcyber.co/cisa/iranian-hackers-use-brute-force-credential-access-activity-to-target-critical-infrastructure-organizations/
https://cyberscoop.com/cisa-cybersecurity-advisory-committee-october-report/
https://www.forbes.com/councils/forbestechcouncil/2024/10/14/cyber-defense-of-critical-infrastructure-who-is-responsible/
https://www.forbes.com/councils/forbestechcouncil/2024/10/14/cyber-defense-of-critical-infrastructure-who-is-responsible/
https://www.helpnetsecurity.com/2024/10/15/ismael-valenzuela-blackberry-political-instability-cyber-operations/
https://www.helpnetsecurity.com/2024/10/15/ismael-valenzuela-blackberry-political-instability-cyber-operations/
https://www.theweek.in/news/defence/2024/10/09/india-shining-as-a-tourist-destination-for-foreigners-but-challenges-persist.html
https://www.theweek.in/news/defence/2024/10/09/india-shining-as-a-tourist-destination-for-foreigners-but-challenges-persist.html
https://www.fdd.org/events/2024/10/04/targeting-taiwan-beijings-playbook-for-economic-and-cyber-warfare/
https://www.darkreading.com/cyber-risk/mideast-turkey-cyber-threats-spike-defense-changes
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 CYBERCRIME

Escalating Cyber Threats Demand Stronger Global Defense and Cooperation
Tom Burt – Microsoft: 15 October 2024
Once again, nation-state-affiliated threat actors demonstrate that cyber operations — 
whether for espionage, destruction, or influence — play a persistent supporting role in 
broader geopolitical conflicts. 

https://blogs.microsoft.com/on-the-issues/2024/10/15/escalating-cyber-threats-demand-stronger-
global-defense-and-cooperation/

For more on this theme:

(Malaysia) Malaysia ramps up cyber security defense to stem rising fraud and 
ransomware attacks
https://www.itnews.asia/news/malaysia-ramps-up-cyber-security-defense-to-stem-rising-fraud-and-
ransomware-attacks-612379

(U.S., Sudan) Sudanese brothers charged for ‘Anonymous Sudan’ attacks targeting 
critical infrastructure, government agencies and hospitals
https://therecord.media/anonymous-sudan-brothers-charged-ddos-attacks-hospital-critical-
infrastructure

(Global) Firm hacked after accidentally hiring North Korean cyber criminal
https://www.bbc.com/news/articles/ce8vedz4yk7o

 RANSOMWARE

New law in Australia will require mandatory reporting of ransomware payments
Alexander Martin – The Record: 10 October 2024
Australia is set to become the world’s first country to require companies to report to the 
government any ransomware payments they make as part of a “landmark” new Cyber Security 
Bill introduced to the nation’s Parliament.

https://therecord.media/australia-bill-mandatory-reporting-ransomware-payments

For more on this theme:

(Global) Number of Active Ransomware Groups Highest on Record, Cyberint’s 
Report Finds
https://www.techrepublic.com/article/record-number-active-ransomware-groups/

(Global) RansomHub Overtakes LockBit as Most Prolific Ransomware Group
https://www.infosecurity-magazine.com/news/ransomhub-overtakes-lockbit/

(U.S., UK) Cicada3301 Ransomware Targets Critical Sectors in US and UK
https://www.infosecurity-magazine.com/news/cicada-ransomware-critical-sectors/

(U.S.) Would banning ransomware insurance stop the scourge?
https://www.theregister.com/2024/10/14/ransomware_insurance_ban/

(UK) British intelligence services to protect all UK schools from ransomware attacks
https://therecord.media/uk-pdns-schools-cyberdefense-intelligence-services

https://blogs.microsoft.com/on-the-issues/2024/10/15/escalating-cyber-threats-demand-stronger-global-defense-and-cooperation/
https://blogs.microsoft.com/on-the-issues/2024/10/15/escalating-cyber-threats-demand-stronger-global-defense-and-cooperation/
https://www.itnews.asia/news/malaysia-ramps-up-cyber-security-defense-to-stem-rising-fraud-and-ransomware-attacks-612379
https://www.itnews.asia/news/malaysia-ramps-up-cyber-security-defense-to-stem-rising-fraud-and-ransomware-attacks-612379
https://therecord.media/anonymous-sudan-brothers-charged-ddos-attacks-hospital-critical-infrastructure
https://therecord.media/anonymous-sudan-brothers-charged-ddos-attacks-hospital-critical-infrastructure
https://www.bbc.com/news/articles/ce8vedz4yk7o
https://therecord.media/australia-bill-mandatory-reporting-ransomware-payments
https://www.techrepublic.com/article/record-number-active-ransomware-groups/
https://www.infosecurity-magazine.com/news/ransomhub-overtakes-lockbit/
https://www.infosecurity-magazine.com/news/cicada-ransomware-critical-sectors/
https://www.theregister.com/2024/10/14/ransomware_insurance_ban/
https://therecord.media/uk-pdns-schools-cyberdefense-intelligence-services
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 STATE-SPONSORED CYBERATTACKS

State-sponsored cyber crime is officially out of control
Emma Woollacott – ITPro: 16 October 2024 
North Korea is the most prolific attacker, but Russia and China account for the most 
disruptive and tightly targeted campaigns.

https://www.itpro.com/security/state-sponsored-cyber-crime-is-officially-out-of-control

For more on this theme:

(U.K., China) UK govt informed of Chinese cyberattacks on critical 
infrastructure: Report
https://www.firstpost.com/world/uk-govt-informed-of-chinese-cyberattacks-on-critical-infrastructure-
report-13826079.html

(Global) Microsoft says tougher punishments needed for state-sponsored 
cybercriminals
https://www.theregister.com/2024/10/15/microsoft_digital_defense_report/

(Japan, Russia) Japan’s ruling party’s website taken down by pro-Russian hacktivists
https://www.cyberdaily.au/security/11261-japans-ruling-partys-website-taken-down-by-pro-russian-
hacktivists

 CYBER RESILIENCE

EU adopts Cyber Resilience Act, bolsters security requirements of connected 
devices and infrastructure
Industrial Cyber: 11 October 2024
The European Union adopted a new law on cybersecurity for digital products to ensure 
their safety before market entry. The law addresses gaps, clarifies connections and enhances 
coherence in the legislative framework. As the first regulation globally to set security 
requirements for product market entry, it mandates that from 2027 products with digital 
components must meet these standards to be available in the EU.

https://industrialcyber.co/regulation-standards-and-compliance/eu-adopts-cyber-resilience-act-bolsters-
security-requirements-of-connected-devices-and-infrastructure/

For more on this theme:

(U.S.) Preparing Governments for Future Shocks: Building Cyber Resilience 
for Critical Infrastructure Protection
https://www.businessofgovernment.org/report/preparing-governments-future-shocks-building-cyber-
resilience-critical-infrastructure

(UAE) UAE targets long-term cyber resilience in face of hacking threat
https://www.thenationalnews.com/future/technology/2024/10/17/uae-and-singapores-holistic-cyber-
security-brings-long-term-benefits-wef-finds/

(Global) Strengthening cyber resilience through global collaboration
https://www.openaccessgovernment.org/strengthening-cyber-resilience-through-global-
collaboration/184044/

(UK) ‘PDNS for Schools’ to provide cyber resilience for more institutions
https://www.ncsc.gov.uk/blog-post/pdns-for-schools-provide-cyber-resilience-for-more-institutions

https://www.itpro.com/security/state-sponsored-cyber-crime-is-officially-out-of-control
https://www.firstpost.com/world/uk-govt-informed-of-chinese-cyberattacks-on-critical-infrastructure-report-13826079.html
https://www.firstpost.com/world/uk-govt-informed-of-chinese-cyberattacks-on-critical-infrastructure-report-13826079.html
https://www.theregister.com/2024/10/15/microsoft_digital_defense_report/
https://www.cyberdaily.au/security/11261-japans-ruling-partys-website-taken-down-by-pro-russian-hacktivists
https://www.cyberdaily.au/security/11261-japans-ruling-partys-website-taken-down-by-pro-russian-hacktivists
https://industrialcyber.co/regulation-standards-and-compliance/eu-adopts-cyber-resilience-act-bolsters-security-requirements-of-connected-devices-and-infrastructure/
https://industrialcyber.co/regulation-standards-and-compliance/eu-adopts-cyber-resilience-act-bolsters-security-requirements-of-connected-devices-and-infrastructure/
https://www.businessofgovernment.org/report/preparing-governments-future-shocks-building-cyber-resilience-critical-infrastructure
https://www.businessofgovernment.org/report/preparing-governments-future-shocks-building-cyber-resilience-critical-infrastructure
https://www.thenationalnews.com/future/technology/2024/10/17/uae-and-singapores-holistic-cyber-security-brings-long-term-benefits-wef-finds/
https://www.thenationalnews.com/future/technology/2024/10/17/uae-and-singapores-holistic-cyber-security-brings-long-term-benefits-wef-finds/
https://www.openaccessgovernment.org/strengthening-cyber-resilience-through-global-collaboration/184044/
https://www.openaccessgovernment.org/strengthening-cyber-resilience-through-global-collaboration/184044/
https://www.ncsc.gov.uk/blog-post/pdns-for-schools-provide-cyber-resilience-for-more-institutions
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 PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

 TERRORISM AROUND THE WORLD

The return of al-Qaeda and Islamic State
Adrian Blomfield – The Telegraph: 12 October 2024
From Afghanistan’s Panjshir Valley to the ungoverned fringes of the Sahara, from the 
floodplains of the Euphrates to the limestone mountains of Puntland in Somalia, al-Qaida 
and, particularly, the Islamic State group are increasing their attacks.

https://www.telegraph.co.uk/world-news/2024/10/12/the-return-of-al-qaeda-and-islamic-state/

For more on this theme:

Fawzia Amin Sido, Taken as ISIS Slave at Age 11 and Held by Hamas for 10 Years 
is Rescued by Israeli Troops in Gaza
https://www.hstoday.us/subject-matter-areas/counterterrorism/fawzia-amin-sido-taken-as-isis-slave-at-
age-11-and-held-by-hamas-for-10-years-is-rescued-by-israeli-troops-in-gaza/ 

Defeat-ISIS Group Adapts to Continue Pressure on Islamic State
https://www.defense.gov/News/News-Stories/Article/Article/3934087/defeat-isis-group-adapts-to-
continue-pressure-on-islamic-state/ 

Austin Highlights Key Lessons for Continued Success in Global Counterterrorism
https://www.defense.gov/News/News-Stories/Article/Article/3938546/austin-highlights-key-lessons-for-
continued-success-in-global-counterterrorism/ 

Sweden wants EU to classify Revolutionary Guards as terrorist organization
https://www.voanews.com/a/sweden-wants-eu-to-classify-revolutionary-guards-as-terrorist-
organization/7821274.html 

US slaps sanctions on ‘sham charity’ fundraising for Popular Front 
for Liberation of Palestine
https://www.voanews.com/a/us-slaps-sanctions-on-sham-charity-fundraising-for-popular-front-for-
liberation-of-palestine/7823098.html 

The Return of the Black Flags
https://quillette.com/2024/10/10/the-return-of-the-black-flags-isis-iraq-syria/

The Rise of Monero: ISKP’s Preferred Cryptocurrency for Terror Financing
https://gnet-research.org/2024/10/04/the-rise-of-monero-iskps-preferred-cryptocurrency-for-terror-
financing/

Strategic Shift or Short-Lived Endeavour: Islamic State’s Media Strategy 
in Southeast Asia
https://gnet-research.org/2024/10/02/strategic-shift-or-short-lived-endeavour-at-tamkin-malay-media-
foundation-and-islamic-states-media-strategy-in-southeast-asia/

From Dushanbe to Berlin: The emerging ISIS-K threat
https://www.atlanticcouncil.org/blogs/menasource/europe-isis-k-tajikistan/

The Gaza War Has Jump-Started a Weakened al-Qaeda
https://www.washingtoninstitute.org/policy-analysis/gaza-war-has-jump-started-weakened-al-qaeda

Silent Resurgence: Al-Qaeda’s Stealth In Taliban’s Afghanistan – OpEd
https://www.eurasiareview.com/11102024-silent-resurgence-al-qaedas-stealth-in-talibans-afghanistan-oped/

https://www.telegraph.co.uk/world-news/2024/10/12/the-return-of-al-qaeda-and-islamic-state/
https://www.hstoday.us/subject-matter-areas/counterterrorism/fawzia-amin-sido-taken-as-isis-slave-at-age-11-and-held-by-hamas-for-10-years-is-rescued-by-israeli-troops-in-gaza/
https://www.hstoday.us/subject-matter-areas/counterterrorism/fawzia-amin-sido-taken-as-isis-slave-at-age-11-and-held-by-hamas-for-10-years-is-rescued-by-israeli-troops-in-gaza/
https://www.defense.gov/News/News-Stories/Article/Article/3934087/defeat-isis-group-adapts-to-continue-pressure-on-islamic-state/
https://www.defense.gov/News/News-Stories/Article/Article/3934087/defeat-isis-group-adapts-to-continue-pressure-on-islamic-state/
https://www.defense.gov/News/News-Stories/Article/Article/3938546/austin-highlights-key-lessons-for-continued-success-in-global-counterterrorism/
https://www.defense.gov/News/News-Stories/Article/Article/3938546/austin-highlights-key-lessons-for-continued-success-in-global-counterterrorism/
https://www.voanews.com/a/sweden-wants-eu-to-classify-revolutionary-guards-as-terrorist-organization/7821274.html
https://www.voanews.com/a/sweden-wants-eu-to-classify-revolutionary-guards-as-terrorist-organization/7821274.html
https://www.voanews.com/a/us-slaps-sanctions-on-sham-charity-fundraising-for-popular-front-for-liberation-of-palestine/7823098.html
https://www.voanews.com/a/us-slaps-sanctions-on-sham-charity-fundraising-for-popular-front-for-liberation-of-palestine/7823098.html
https://quillette.com/2024/10/10/the-return-of-the-black-flags-isis-iraq-syria/
https://gnet-research.org/2024/10/04/the-rise-of-monero-iskps-preferred-cryptocurrency-for-terror-financing/
https://gnet-research.org/2024/10/04/the-rise-of-monero-iskps-preferred-cryptocurrency-for-terror-financing/
https://gnet-research.org/2024/10/02/strategic-shift-or-short-lived-endeavour-at-tamkin-malay-media-foundation-and-islamic-states-media-strategy-in-southeast-asia/
https://gnet-research.org/2024/10/02/strategic-shift-or-short-lived-endeavour-at-tamkin-malay-media-foundation-and-islamic-states-media-strategy-in-southeast-asia/
https://www.atlanticcouncil.org/blogs/menasource/europe-isis-k-tajikistan/
https://www.washingtoninstitute.org/policy-analysis/gaza-war-has-jump-started-weakened-al-qaeda
https://www.eurasiareview.com/11102024-silent-resurgence-al-qaedas-stealth-in-talibans-afghanistan-oped/
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 GRAY AREA DYNAMICS, HYBRID WARFARE AND INFORMATION OPERATIONS

Young Moldovans Trained to Destabilize Country by Russian Instructors, Police Say
lya Lozovsky – Organized Crime and Corruption Reporting Project: 17 October 2024
Authorities say Moscow-backed instructors tied to the Wagner mercenary group have 
trained young Moldovans in violent tactics to cause civil unrest ahead of a referendum on 
whether the country should move toward joining the European Union.

https://www.occrp.org/en/news/pro-russian-moldovans-trained-by-wagner-instructors-to-destabilize-
country-police-say

For more on this theme:

Lies, bribes and interference: Kremlin’s hybrid war overshadows Moldova’s 
EU referendum
https://www.euronews.com/my-europe/2024/10/16/lies-bribes-and-interference-kremlins-hybrid-war-
overshadows-moldovas-eu-referendum 

Russia Poses Long-Term Threats to Moldova’s European Integration Beyond 
the October Elections
https://understandingwar.org/backgrounder/russia-poses-long-term-threats-moldova%E2%80%99s-
european-integration-beyond-october-elections

NATO soldiers train in psychological warfare during simulated invasion of Poland
https://tvpworld.com/82924027/nato-soldiers-train-in-psychological-warfare-during-simulated-invasion-
of-poland  

Russia’s Latest Target in Africa: U.S.-Funded Anti-Malaria Programs
https://www.nytimes.com/2024/10/14/world/africa/russia-africa-disinformation-malaria-.html 

Russia’s Eroding Influence in the Middle East
https://jamestown.org/program/russias-eroding-influence-in-the-middle-east/

The sweating bear: Why Russia’s influence in Africa is under threat
https://ecfr.eu/article/the-sweating-bear-why-russias-influence-in-africa-is-under-threat/

Blinken warns ASEAN on China’s ‘dangerous’ actions in sea disputes
https://www.benarnews.org/english/news/philippine/blinken-warns-asean-on-china-dangerous-actions-
in-sea-disputes-10112024123621.html

Poland to suspend right to asylum as ‘hybrid war’ escalates on Belarus border
https://www.politico.eu/article/poland-donald-tusk-asylum-right-border-migration-belarus-russia-hybrid-
war-eu/ 

How Beijing is closing surveillance gaps in the South China Sea
https://www.chathamhouse.org/publications/the-world-today/2024-09/how-beijing-closing-surveillance-
gaps-south-china-sea

China and Russia in the Gulf: A Cacophony of Influence and Interest
https://carnegieendowment.org/research/2024/10/china-and-russia-in-the-gulf-a-cacophony-of-
influence-and-interest?lang=en

A Russian Non-Profit Interferes in Moldova’s EU Referendum — And Builds 
an Anti-Western Influence Machine
https://www.occrp.org/en/feature/a-russian-non-profit-interferes-in-moldovas-eu-referendum-and-builds-
an-anti-western-influence-machine

https://www.occrp.org/en/news/pro-russian-moldovans-trained-by-wagner-instructors-to-destabilize-country-police-say
https://www.occrp.org/en/news/pro-russian-moldovans-trained-by-wagner-instructors-to-destabilize-country-police-say
https://www.euronews.com/my-europe/2024/10/16/lies-bribes-and-interference-kremlins-hybrid-war-overshadows-moldovas-eu-referendum
https://www.euronews.com/my-europe/2024/10/16/lies-bribes-and-interference-kremlins-hybrid-war-overshadows-moldovas-eu-referendum
https://understandingwar.org/backgrounder/russia-poses-long-term-threats-moldova%E2%80%99s-european-integration-beyond-october-elections
https://understandingwar.org/backgrounder/russia-poses-long-term-threats-moldova%E2%80%99s-european-integration-beyond-october-elections
https://tvpworld.com/82924027/nato-soldiers-train-in-psychological-warfare-during-simulated-invasion-of-poland
https://tvpworld.com/82924027/nato-soldiers-train-in-psychological-warfare-during-simulated-invasion-of-poland
https://www.nytimes.com/2024/10/14/world/africa/russia-africa-disinformation-malaria-.html
https://jamestown.org/program/russias-eroding-influence-in-the-middle-east/
https://ecfr.eu/article/the-sweating-bear-why-russias-influence-in-africa-is-under-threat/
https://www.benarnews.org/english/news/philippine/blinken-warns-asean-on-china-dangerous-actions-in-sea-disputes-10112024123621.html
https://www.benarnews.org/english/news/philippine/blinken-warns-asean-on-china-dangerous-actions-in-sea-disputes-10112024123621.html
https://www.politico.eu/article/poland-donald-tusk-asylum-right-border-migration-belarus-russia-hybrid-war-eu/
https://www.politico.eu/article/poland-donald-tusk-asylum-right-border-migration-belarus-russia-hybrid-war-eu/
https://www.chathamhouse.org/publications/the-world-today/2024-09/how-beijing-closing-surveillance-gaps-south-china-sea
https://www.chathamhouse.org/publications/the-world-today/2024-09/how-beijing-closing-surveillance-gaps-south-china-sea
https://carnegieendowment.org/research/2024/10/china-and-russia-in-the-gulf-a-cacophony-of-influence-and-interest?lang=en
https://carnegieendowment.org/research/2024/10/china-and-russia-in-the-gulf-a-cacophony-of-influence-and-interest?lang=en
https://www.occrp.org/en/feature/a-russian-non-profit-interferes-in-moldovas-eu-referendum-and-builds-an-anti-western-influence-machine
https://www.occrp.org/en/feature/a-russian-non-profit-interferes-in-moldovas-eu-referendum-and-builds-an-anti-western-influence-machine
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 ISRAEL/HAMAS/IRAN

Israel kills its prime target — but Sinwar’s death seems down to chance, 
not precise planning
Julian Borger – The Guardian: 17 October 2024
After a yearlong hunt, Soldiers encountered and killed Hamas leader Yahya Sinwar without 
knowing it was him.

https://www.theguardian.com/world/2024/oct/17/israel-idf-prime-target-yahya-sinwar-death-
hamas?CMP=oth_b-aplnews_d-1

For more on this theme:

Hamas leader Sinwar killed by Israeli troops in Gaza, Netanyahu says war will go on
https://www.reuters.com/world/middle-east/16-dead-israeli-strike-lebanese-municipality-
building-2024-10-16/ 

Netanyahu promises more war, dashing peace hopes after Hamas leader killed
https://www.reuters.com/world/middle-east/hezbollah-says-it-will-escalate-war-with-israel-after-hamas-
leader-killed-2024-10-18/ 

China urges caution in Israel-Iran tensions, calls for cease-fire
https://www.voanews.com/a/china-urges-caution-in-israel-iran-tensions-calls-for-cease-fire/7821998.html 

The Hamas and Hezbollah leaders killed by Israel since 7 October attack
https://www.theguardian.com/world/2024/oct/17/the-hamas-and-hezbollah-leaders-killed-by-israel-
since-7-october-attack 

Israel assures US it won’t strike Iranian nuclear or oil sites, US officials say
https://apnews.com/article/israel-iran-oil-nuclear-sites-biden-f5dd702de7d990dd1d00f665e1484dee

Israeli and Palestinian Societies Have Little Remaining Hope of Peace
https://carnegieendowment.org/research/2024/10/israel-palestine-peace-settlement-
challenges?lang=en

Iran’s cyber attacks against Israel surged since Gaza war: report 
https://www.thehindu.com/news/international/irans-cyber-attacks-against-israel-surged-since-gaza-war-
report/article68759281.ece

The Russia-Iran axis is transforming the nature of Middle East danger
https://www.fdd.org/analysis/op_eds/2024/10/15/the-russia-iran-axis-is-transforming-the-nature-of-
middle-east-danger/

Hamas After Sinwar: Rethinking the Gaza-Israel Conflict
https://thesoufancenter.org/intelbrief-2024-october-18/

Changing order in West Asia: Analysing the impact of Israel’s operation 
against Hezbollah
https://organiser.org/2024/10/13/259717/world/asia/changing-order-in-west-asia-analysing-the-impact-
of-israels-operation-against-hezbollah/

Iran’s Strategic Impasse
https://wavellroom.com/2024/10/16/irans-strategic-impasse/

Iran engages in urgent diplomacy as it braces for Israel’s response to missile attacks
https://www.cnn.com/2024/10/11/politics/iran-nervous-israel-response-missile-attacks/index.html

https://www.theguardian.com/world/2024/oct/17/israel-idf-prime-target-yahya-sinwar-death-hamas?CMP=oth_b-aplnews_d-1
https://www.theguardian.com/world/2024/oct/17/israel-idf-prime-target-yahya-sinwar-death-hamas?CMP=oth_b-aplnews_d-1
https://www.reuters.com/world/middle-east/16-dead-israeli-strike-lebanese-municipality-building-2024-10-16/
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Five ways Israel could strike Iran and what it would need to do it
https://responsiblestatecraft.org/israel-retaliation-iran/

Walking a Tightrope: How Gulf States are Navigating the Iran-Israel Conflict
https://www.stimson.org/2024/walking-a-tightrope-how-gulf-states-are-navigating-the-iran-israel-
conflict/

Israel-Iran and the nine stages of how conflicts can escalate and get out of control
https://theconversation.com/israel-iran-and-the-nine-stages-of-how-conflicts-can-escalate-and-get-out-
of-control-240566

‘No red lines’ in conflict with Israel, Iran foreign minister says
https://www.politico.eu/article/israel-iran-foreign-minister-abbas-araghchi-defense-war/ 

Lessons from Iran missile attacks for defending against China’s advanced arsenal
https://www.reuters.com/world/lessons-iran-missile-attacks-defending-against-chinas-advanced-
arsenal-2024-10-14/

Missile Defense: How Vulnerable Is Israel to Iran’s Attacks?
https://www.cfr.org/expert-brief/missile-defense-how-vulnerable-israel-irans-attacks

Where to Next in Lebanon’s Open-Ended War?
https://carnegieendowment.org/middle-east/diwan/2024/10/which-direction-in-lebanons-
war?lang=en&center=middle-east

With Hezbollah’s Retaliation Strategy in Disarray, Israel and Iran Brace for War
https://www.e-ir.info/2024/10/13/with-hezbollahs-retaliation-strategy-in-disarray-israel-and-iran-brace-
for-war/

After Sinwar’s death, what’s next for Iran’s Axis of Resistance?
https://www.atlanticcouncil.org/content-series/fastthinking/after-sinwars-death-whats-next-for-irans-
axis-of-resistance/

What Iran is facing: Israeli strike power combines precision with mass
https://www.aspistrategist.org.au/what-iran-is-facing-israeli-strike-power-combines-precision-with-mass/

Where the Revolutionary Guard Fits in Iran-Israel Conflict
https://www.bloomberg.com/news/articles/2024-10-14/iran-s-revolutionary-guard-its-role-in-the-
conflict-with-israel

Iran Shouldn’t Expect Russia to Come Riding to Its Rescue
https://carnegieendowment.org/russia-eurasia/politika/2024/10/iran-russia-military-aid?lang=en

Experts react: Yahya Sinwar is dead. Here’s what’s next for Hamas, Gaza, Israel, 
and the Middle East
https://www.atlanticcouncil.org/blogs/new-atlanticist/experts-react/experts-react-yahya-sinwar-is-dead-
heres-whats-next/

What Does Yahya Sinwar’s Death Mean?
https://www.csis.org/analysis/what-does-yahya-sinwars-death-mean

Sinwar’s killing opens up opportunity and much uncertainty for the war in Gaza
https://apnews.com/article/sinwar-death-israel-hamas-hostages-gaza-170b010299a62f679fe5ee7324
a69ff5
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Where Hezbollah stands, and what’s at stake, after battering by Israel
https://www.csmonitor.com/World/Middle-East/2024/1011/israel-hezbollah-resilience-lebanon-war

Exclusive: Hezbollah running out of money amid Israeli bombardment
https://www.voanews.com/a/exclusive-hezbollah-running-out-of-money-amid-israeli-
bombardment/7819533.html

How Israel’s bulky pager fooled Hezbollah
https://www.reuters.com/graphics/ISRAEL-PALESTINIANS/HEZBOLLAH-PAGERS/mopawkkwjpa/

Hezbollah’s drones are a fierce and evasive threat to Israel
https://apnews.com/article/hezbollah-drones-iran-israel-war-hamas-iran-houthi-386ae3c8deeb4c8997
e64c954c3670e5

Analysis: The Road to the Third Lebanon War
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Energy Cost Of Iran-Israel Conflict – Analysis
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Analysis
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security-strategy-analysis/

Turkey-Israel Relations After October 7: Layers of Complexity and Posturing
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 RUSSIA/UKRAINE

Four scenarios for the end of the war in Ukraine
John Lough – Chatham House: 16 October 2024
There are four possible outcomes for Russia’s full-scale war on Ukraine: a long war, a frozen 
conflict, a victory for Ukraine, and a defeat for Ukraine. Regardless of which scenario 
emerges, the far-reaching and traumatic sociological, economic and political impacts of the 
war will be inescapable.

https://www.chathamhouse.org/2024/10/four-scenarios-end-war-ukraine

For more on this theme:

‘It’s scary — but so’s giving birth’: The female unit gunning down Russian drones
https://www.bbc.com/news/articles/c62gx6rvv5wo

Russia forming North Korean battalion amid soldier shortage: report
https://www.rfa.org/english/news/korea/russia-north-korean-battalion-10162024002318.html

India-Russia relations
https://www.chathamhouse.org/2024/10/india-russia-relations

Moldova and Georgia face crucial elections — and diverging paths
https://www.chathamhouse.org/2024/10/moldova-and-georgia-face-crucial-elections-and-diverging-paths

Can the Digital Ruble Shield Russia From Western Sanctions?
https://carnegieendowment.org/research/2024/10/russia-digital-ruble-development?lang=en

Understanding Türkiye’s Entanglement With Russia
https://carnegieendowment.org/research/2024/10/understanding-turkiyes-entanglement-with-
russia?lang=en

How to Support What Remains of Russian Civil Society
https://www.rusi.org/explore-our-research/publications/commentary/how-support-what-remains-russian-
civil-society

Operation Toy Soldier: US Indicts Russian Hackers for Cyberattacks on 
Ukrainian Government
https://www.technadu.com/operation-toy-soldier-us-indicts-russian-hackers-for-cyberattacks-on-
ukrainian-government/551854/

Moscow Forced to Fill Ranks With Older Men
https://jamestown.org/program/moscow-forced-to-fill-ranks-with-older-men/

Russia’s Deteriorating Infrastructure on Verge of Collapse, Threatening Tough 
Winter Ahead
https://jamestown.org/program/russias-deteriorating-infrastructure-on-verge-of-collapse-threatening-
tough-winter-ahead/

Ukrainian Drone War Shakes Up Russian Society
https://jamestown.org/program/ukrainian-drone-war-shakes-up-russian-society/

Unwinnable Wars, Risks of Escalation, and the Nuclear Taboo
https://jamestown.org/program/unwinnable-wars-risks-of-escalation-and-the-nuclear-taboo/
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Ukraine is amping up drone production to get an edge in the war against Russia
https://www.npr.org/2024/10/13/nx-s1-5147284/ukraine-drones-russia-war

Zelenskyy says ‘victory plan’ to end Russia war includes NATO membership
https://www.aljazeera.com/news/2024/10/16/zelenskyy-says-victory-plan-to-end-russia-war-includes-
nato-membership

NATO shows no sign of letting Ukraine join soon and wants more details about 
its ‘victory plan’
https://apnews.com/article/nato-ukraine-membership-russia-7a27716d4838edf2c0ff6d97df50478d

US warns of growing North Korean military support for Russia’s war
https://apnews.com/article/us-south-korea-north-korea-russia-ukraine-campbell-103e27e415d8253c0
5d60514a0dec41a

US sanctions Chinese, Russians over attack drones used in Ukraine
https://www.reuters.com/world/europe/us-sanctions-chinese-russians-over-attack-drones-used-
ukraine-2024-10-17/

A World Where Russia is Past and Ukraine is Future
https://www.wilsoncenter.org/blog-post/world-where-russia-past-and-ukraine-future

Russia’s Payments Crisis amid Its War against Ukraine
https://www.wilsoncenter.org/blog-post/russias-payments-crisis-amid-its-war-against-ukraine

Russia is indoctrinating schoolchildren throughout occupied Ukraine
https://www.atlanticcouncil.org/blogs/ukrainealert/russia-is-indoctrinating-schoolchildren-throughout-
occupied-ukraine/

For Putin, Russia’s War Against Ukraine Has Only Begun
https://nationalinterest.org/blog/buzz/putin-russias-war-against-ukraine-has-only-begun-213204

Russia using generative AI to ramp up disinformation, says Ukraine minister
https://www.reuters.com/technology/artificial-intelligence/russia-using-generative-ai-ramp-up-
disinformation-says-ukraine-minister-2024-10-16/

‘Winter is coming,’ Zelenskyy warns as Putin threatens Ukraine’s power grid
https://www.politico.eu/article/winter-coming-ukraine-president-volodymyr-zelenskyy-russia-war-charles-
michel-brussels/

Cash Galore but Not Enough People — Russia’s War Dilemma
https://cepa.org/article/cash-galore-but-not-enough-people-russias-war-dilemma/

North Korean troops in Russia: The first test of the Russia-North Korea alliance
https://www.lowyinstitute.org/the-interpreter/north-korean-troops-russia-first-test-russia-north-korea-
alliance

Russia’s Fighters and Bombers: ‘Dropping Like Flies’ in Ukraine But It Might 
Not Matter
https://nationalinterest.org/blog/buzz/russias-fighters-and-bombers-dropping-flies-ukraine-it-might-not-
matter-213072

Exclusive: Russia Recruits Ukrainian Kids To Burn Military Hardware For Cash
https://www.rferl.org/a/russia-ukraine-children-arson-military-vehicles/33158257.html
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Ukrainian recruiters descend on Kyiv’s nightlife searching for unregistered men
https://www.voanews.com/a/ukraine-russia-each-say-they-foiled-dozens-of-drone-attacks/7819948.html

The Russian Army Faces an Uncertain Future
https://nationalinterest.org/blog/buzz/russian-army-faces-uncertain-future-213120 

Elon Musk’s Starlink is turning the tide of the Ukraine War in favour of Russia
https://www.intellinews.com/elon-musk-s-starlink-is-turning-the-tide-of-the-ukraine-war-in-favour-of-
russia-348292/

Russia confirms it’s going to make it more painful for companies to quit the country
https://www.businessinsider.com/russia-raising-exit-tax-companies-ukraine-war-2024-10

Ukraine’s Membership of NATO is Important to Russia — It Would be Precluded 
from Ever Invading Ukraine Again
https://www.internationalaffairs.org.au/australianoutlook/ukraines-membership-of-nato-is-important-to-
russia-it-would-be-precluded-from-ever-invading-ukraine-again/

Lost in Translation: Western Misconceptions about Putin’s Russia
https://cepa.org/comprehensive-reports/lost-in-translation-western-misconceptions-about-putins-russia/

We’re Winning, Say Russia’s Fake News Manufacturers
https://cepa.org/article/were-winning-say-russias-fake-news-manufacturers/
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