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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC) 

DRUG TRAFFICKING

Spain Reclaims Position as Cocaine Gateway to Europe
Beatriz Vicent Fernández – InSight Crime: 30 October 2024
A record seizure of 13 metric tons of cocaine in October is more evidence that Spain has again 
become the main entry point for the drug into Europe after Belgium and the Netherlands 
significantly improved security at their ports.

https://insightcrime.org/news/spain-reclaims-position-as-cocaine-gateway-to-europe/

For more on this theme:
Exclusive: Facing cash crunch, Hezbollah seeks to boost illegal drug sales in Europe
https://www.voanews.com/a/exclusive-hezbollah-facing-cash-crunch-seeks-to-boost-illegal-drug-sales-
in-europe-/7832984.html

Argentina Drug Trafficking Hotspot Sees Murders Plunge
https://www.bloomberg.com/news/articles/2024-10-24/rosario-argentina-murder-rate-plunges-as-milei-
pursues-crackdown

Drug Traffickers Launder Millions Through Remittances. Here’s How to Stop Them.
https://www.cfr.org/blog/drug-traffickers-launder-millions-through-remittances-heres-how-stop-them

SPORTS CORRUPTION

How the EU can reform sports governance
CardBiz: 14 October 2024
A new policy brief lays out the advantages of European Union regulation over national and 
international action, the legal basis for such regulation, the form it could take, and the steps 
required to make it happen.

https://cardbiz.ca/how-the-eu-can-reform-sports-governance-p668-192.htm

For more on this theme:
England to ban players from franchise leagues suspected of corruption
https://www.msn.com/en-gb/sport/cricket/england-to-ban-players-from-franchise-leagues-suspected-of-
corruption/ar-AA1tdINH

T20 franchise leagues are failing to adhere to ICC anti-corruption standards
https://www.telegraph.co.uk/cricket/2024/10/31/t20-franchise-leagues-anti-corruption-standards-icc/

Lionel Messi’s path to Club World Cup is classic Fifa corruption
https://www.thetimes.com/sport/football/article/lionel-messi-club-world-cup-premier-league-martin-
samuel-n38msk7k9

Somalia: Resignations Shake Somali Football Federation Over Bias Allegations  
of corruption and Mismanagement
https://hornobserver.com/articles/3020/Somalia-Resignations-Shake-Somali-Football-Federation-Over-
Bias-Allegations-of-corruption-and-Mismanagement
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ORGANIZED CRIME AROUND THE WORLD

Encrypted messaging apps: a persistent challenge in fighting organised crime
John Coyne and Liam Auliciems – The Strategist: 28 October 2024
Organized criminal groups are quickly adopting new and evolving encryption technologies that 
allow them to outpace law enforcement efforts.

https://www.aspistrategist.org.au/encrypted-messaging-apps-a-persistent-challenge-in-fighting-
organised-crime/

	
For more on this theme:
Chasing shadows: How geopolitics shapes organized crime, with investigative 
journalist Miles Johnson
https://globalinitiative.net/analysis/chasing-shadows/

Is the UNTOC working? An assessment of the implementation and impact of the 
Palermo Convention
https://globalinitiative.net/analysis/is-the-untoc-working/

Who is Tren de Aragua? Vicious Venezuelan gang ‘following in the path of MS-13’  
in America
https://www.foxnews.com/us/who-tren-de-aragua-vicious-venezuelan-gang-following-path-ms-13-america

CYBER FRAUD

The Latest on Southeast Asia’s Transnational Cybercrime Crisis
Jason Tower, Jacob Sims and Priscilla A. Clapp – United States Institute of Peace: 30 
October 2024
Increasing scrutiny and exposure of global internet scams based in Southeast Asia has led to 
crackdowns, with organized gangs trying to evade those measures. Cambodia and Myanmar 
remain the most egregious havens for criminal operations, while Laos shows early signs of 
concern for the impact of organized crime on its sovereignty.

https://www.usip.org/publications/2024/10/latest-southeast-asias-transnational-cybercrime-crisis 

For more on this theme:
The Alarming ‘Pig Butchering’ Cyber Scam Costing Victims Billions — Are You At Risk?
https://www.forbes.com/sites/larsdaniel/2024/10/30/this-halloween-beware-the-pig-butcher/

Emerging Cyber Crimes in Pakistan: A Case Study of Online Fraud through Digital 
Microloan Apps
https://www.researchgate.net/publication/376294247_Emerging_Cyber_Crimes_in_Pakistan_A_Case_
Study_of_Online_Fraud_through_Digital_Microloan_Apps

‘Digital Arrest’ Scam: Indians Lose Millions To Cyber Fraud
https://www.wionews.com/videos/digital-arrest-scam-indians-lose-millions-to-cyber-fraud-771460

TransUnion identifies a rise in digital fraud in financial services in Hong Kong
https://thepaypers.com/digital-identity-security-online-fraud/transunion-identifies-a-rise-in-digital-fraud-
in-financial-services-in-hong-kong--1270783
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INTELLECTUAL PROPERTY CRIME AND COUNTERFEITING

Over EUR 14 million in counterfeit currency seized in operation targeting postal shipments
Europol: 28 October 2024
Law enforcement agencies from 18 countries seized over 14 million euros ($15.2 million) in 
counterfeit currency in Operation Decoy, a Europol-coordinated action led by Austria, Portugal 
and Spain. The joint customs and police operation aimed to disrupt the distribution of fake 
banknotes and coins via postal services across Europe.

https://www.europol.europa.eu/media-press/newsroom/news/over-eur-14-million-in-counterfeit-currency-
seized-in-operation-targeting-postal-shipments

For more on this theme:
Goodbye to This Dollar Bills in the US — A New Measure Is Announced, and  
They Will No Longer Be Usable After This Date
https://lagradaonline.com/en/goodbye-dollar-bills-new-measure-announced/

Tamron cracks down on counterfeit lenses being sold in China
https://www.msn.com/en-gb/money/technology/tamron-cracks-down-on-counterfeit-lenses-being-sold-in-
china/ar-AA1sgypT?ocid=BingNewsVerp

EUR 91 million worth of counterfeit and substandard food seized in Europe-wide operation
https://www.europol.europa.eu/media-press/newsroom/news/eur-91-million-worth-of-counterfeit-and-
substandard-food-seized-in-europe-wide-operation 

People Are Overdosing on Fentanyl Pills Bought From Fake Online Pharmacies
https://insightcrime.org/news/fake-pharmacies-latam-counterfeit-pill-threat/

TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

Illegal fishing: On the trail of the fishing pirates
Deutsche Welle: 11 October 2024
One in five fish consumed worldwide is the product of illegal fishing. Fifteen years after 
completing an initial investigation, a team of journalists returns. Their goal? To investigate  
the practice today, and find out who these fishing pirates are.

https://www.dw.com/en/illegal-fishing-on-the-trail-of-the-fishing-pirates/video-70466379

For more on this theme:
The Intersection Between Illegal Fishing, Crimes at Sea, and Social Well-Being
https://www.researchgate.net/publication/345222769_The_Intersection_Between_Illegal_Fishing_
Crimes_at_Sea_and_Social_Well-Being

Giant rats could soon fight illegal wildlife trade by sniffing out elephant tusk and 
rhino horn
https://www.frontiersin.org/news/2024/10/30/giant-rats-fight-illegal-wildlife-trade

Tackling deforestation with timber tracker
https://www.traffic.org/news/tackling-deforestation-with-timber-tracker/

Illegal mines, pollution and a thirsty global market: Anger mounts over Ghana’s  
gold problem
https://www.nbcnews.com/news/world/sickness-pollution-money-anger-mounts-ghanas-illegal-gold-
mines-rcna174636
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HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

Modern Slavery in Brazil Is Targeting More Women, More Foreigners
Lara Loaiza – InSight Crime: 21 October 2024
Brazil has seen a surge in the number of foreign nationals and women rescued from forced labor 
conditions, a form of human trafficking also known as modern slavery, according to a new report.

https://insightcrime.org/news/foreigners-women-increasingly-victims-human-trafficking-brazil-report/

For more on this theme:
Migrant deaths in New Mexico have increased tenfold
https://apnews.com/article/immigration-border-deaths-new-mexico-677a6b57e729ca076a0d12dba31c3b70

Home Office to use cameras across Europe to track people smugglers
https://www.thetimes.com/uk/politics/article/home-office-to-use-cameras-across-europe-to-track-people-
smugglers-mcmttsb3r

UK’s response to modern slavery has not kept up with the advances of other nations
https://committees.parliament.uk/committee/700/modern-slavery-act-2015-committee/news/203272/
uks-response-to-modern-slavery-has-not-kept-up-with-the-advances-of-other-nations/

Program: Modern Day Slavery Inquiry looks at conditions of PALM Workers
https://www.abc.net.au/pacific/programs/pacificbeat/slaveryinquiry/104482706

Understanding Europe’s turn on migration
https://www.brookings.edu/articles/understanding-europes-turn-on-migration/

IKEA to compensate East German prisoners for forced labor
https://www.dw.com/en/ikea-to-compensate-east-german-prisoners-for-forced-labor/a-70633944

Crackdown on Albanian modern slavery cannabis gangs
https://www.bbc.com/news/articles/cjd5m3jdjd5o

Mexico: Indigenous communities as agents of change in the eradication  
of human trafficking
https://www.unodc.org/unodc/frontpage/2024/October/agents-of-change-empower-indigenous-
communities-to-eradicate-human-trafficking.html

YouCanFreeUs: Human Trafficking in India
https://www.borgenmagazine.com/youcanfreeus/

‘Merchants of death’ trial steps up fight against Channel smugglers
https://www.bbc.com/news/articles/cden09n621wo

Study reveals key practices to combat forced labor within supply chains
https://www.thomsonreuters.com/en-us/posts/esg/combating-forced-labor-within-supply-chains/

Rohingya Deaths Unfolds Human Trafficking Horror from Myanmar to Thailand
https://www.khaosodenglish.com/featured/2024/10/19/rohingya-deaths-unfolds-human-trafficking-
horror-from-myanmar-to-thailand/ 

The Perverse Politics of Four-Letter Words: Risk and Pity in the Securitisation of 
Human Trafficking
https://www.researchgate.net/publication/42793986_The_Perverse_Politics_of_Four-Letter_Words_
Risk_and_Pity_in_the_Securitisation_of_Human_Trafficking
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PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

UN Avoids Surrendering the Internet to Russia and China — For Now
Anda Bologa – CEPA: 30 October 2024
The United Nations has adopted a Global Digital Compact to regulate the internet. 
Authoritarians are fuming.

https://cepa.org/article/un-avoids-surrendering-the-internet-to-russia-and-china-for-now/

	
For more on this theme:
(Global) APEC Peru 2024: AI Governance, why cooperation matters
https://andina.pe/agencia/noticia-apec-peru-2024-ai-governance-why-cooperation-matters-1004109.aspx

(ASEAN) ASEAN nations collaborate on AI governance: Cambodia leads regional efforts
https://www.phnompenhpost.com/national/asean-nations-collaborate-on-ai-governance-cambodia-leads-
regional-efforts

(UAE) UAE’s new international AI policy aims to prevent misuse of technology
https://www.thenationalnews.com/future/technology/2024/10/11/uaes-new-ai-foreign-policy-aims-to-
prevent-misuse-of-technology/

(India) Can India Become a Global Leader in AI Governance?
https://www.analyticsinsight.net/artificial-intelligence/can-india-become-a-global-leader-in-ai-governance

INTERNET FREEDOM

Russia fines Google more than the world’s entire GDP
David Hodari – NBC News: 31 October 2024
$20,000,000,000,000,000,000,000,000,000,000,000 is the number a Moscow court wants the 
YouTube parent company to pay for blocking Russian media outlets. The $20.6 decillion sum is 
“filled with symbolism,” the Kremlin told NBC News.

https://www.nbcnews.com/news/world/russia-fines-google-20-decillion-world-gdp-youtube-kremlin-war-
ukraine-rcna178172

For more on this theme:
(Global) Quarterly Transparency Report for July-September 2024: Surveillance, AI,  
a Broadcasting Bill update, and more
https://internetfreedom.in/quarterly-transparency-report-july-september-2024/

(Kenya) Avoid internet shutdowns in Kenya during anti-government protests
https://www.standardmedia.co.ke/counties/article/2001500424/avoid-internet-shutdowns-in-kenya-
during-anti-government-protests

(Southeast Asia) Is internet freedom slipping away in Southeast Asia?
https://www.dw.com/en/is-internet-freedom-slipping-away-in-southeast-asia/a-70625075

(China) Why the Great Firewall of China is waging war on Halloween
https://www.spectator.co.uk/article/why-the-great-firewall-of-china-is-waging-war-on-halloween/ 
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CYBER CRITICAL INFRASTRUCTURE

Dutch critical infrastructure at risk despite high leadership confidence
Kim Loohuis – Computer Weekly: 25 October 2024
A stark paradox in the Dutch cybersecurity landscape has business leaders expressing high 
confidence in their internet technology infrastructure as cyberattacks rise.

https://www.computerweekly.com/news/366614420/Dutch-critical-infrastructure-at-risk-despite-high-
leadership-confidence

For more on this theme:
(NATO) Securing Britain’s and NATO’s digital supply chains
https://www.nato.int/docu/review/articles/2024/10/14/securing-britains-and-natos-digital-supply-
chains/index.html

(Hong Kong) The impact of Hong Kong’s critical infrastructure cyber regulations  
on resilience
https://www.controlrisks.com/our-thinking/insights/the-impact-of-hong-kongs-critical-infrastructure-
cyber-regulations-on-resilience

(India) How Artificial Intelligence Can Help Solve India’s Water Utility Problems
https://www.csis.org/analysis/how-artificial-intelligence-can-help-solve-indias-water-utility-problems

(Global) Cyberattacks on Critical Infrastructure: A Ticking Time Bomb
https://thecyberexpress.com/cybersecurity-for-critical-infrastructure/

(U.S., Global) To minimize AI’s cyber risks to energy infrastructure, start with the 
design phase
https://www.utilitydive.com/news/minimize-artificial-intelligence-cyber-risks-to-energy-infrastructure-
start-with-design/731446/

CYBER STRATEGY AND WARFARE

Bridging the Transatlantic Digital Divide: KAS-Wilson Center Reflections
Keith Rockwell – Wilson Center: 30 October 2024
The digital age is advancing at a dizzying pace that regulators around the world struggle to 
match. But the speed of digitization is only part of the challenge facing regulators today. Even 
more demanding is the complexity of the issues they confront.

https://www.wilsoncenter.org/article/bridging-transatlantic-digital-divide-kas-wilson-center-reflections

For more on this theme:
(Philippines) Cyber tools in new PH defense law to curb modern security woes
https://www.msn.com/en-ph/news/other/cyber-tools-in-new-ph-defense-law-to-curb-modern-security-
woes/ar-AA1rWbc1?ocid=BingNewsVerp

(Africa) Leading the digital and Fourth Industrial Revolutions in Africa
https://www.brookings.edu/articles/leading-the-digital-and-fourth-industrial-revolutions-in-africa/

(Global) Space and Cyber Warfare as One
https://www.csis.org/analysis/space-and-cyber-warfare-one

(EU) Control-Alt-Deliver: A digital grand strategy for the European Union
https://ecfr.eu/publication/control-alt-deliver-a-digital-grand-strategy-for-the-european-union/
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CYBERCRIME

DOD Cyber Crime Center’s vulnerability disclosure program racking up savings  
for industrial base
Jon Harper – DefensesScoop: 30 October 2024
The director of the U.S. Department of Defense Cyber Crime Center’s defense industrial base 
collaborative information sharing environment gave an update on the program at CyberTalks.

https://defensescoop.com/2024/10/30/dc3-defense-industrial-base-vulnerability-disclosure-program-dib-vdp/

For more on this theme:
(Global) Principles for state approaches to commercial cyber intrusion capabilities
https://www.chathamhouse.org/2024/10/principles-state-approaches-commercial-cyber-intrusion-
capabilities

(UK) EU Targets Myanmar Militia in Latest Sanctions for Online Fraud
https://regtechtimes.com/eu-targets-myanmar-militia-in-sanctions-for-fraud/

Building partnerships to protect the UK from cyber crime
https://www.gov.uk/government/speeches/building-partnerships-to-protect-the-uk-from-cyber-crime

(Global) How artificial intelligence is lowering the barrier to cybercrime
https://www.controlrisks.com/our-thinking/insights/how-artificial-intelligence-is-lowering-the-barrier-to-
cybercrime

(Global) UN cyber pact would help autocrats crush dissent, US lawmakers warn
https://www.defenseone.com/policy/2024/10/un-cybercrime-convention-will-legitimize-authoritarian-
nations-cyber-behavior-senators-warn/400642/?oref=d1-author-river

(Nigeria) Nigerian cybercrime: Inside a ‘hustle kingdom’
https://www.voanews.com/a/nigerian-cybercrime-inside-a-hustle-kingdom-/7847253.html

RANSOMWARE

2024 looks set to be another record-breaking year for ransomware — and it’s likely 
going to get worse
Carly Page – TechCrunch: 31 October 2024
The ransomware industry is thriving, not losing. Despite various law enforcement wins, like the 
takedown of LockBit and the seizure of Radar, hackers continue to reap the rewards of these 
data-theft attacks — and 2024 could be their most profitable year to date.

https://techcrunch.com/2024/10/31/2024-looks-set-to-be-another-record-breaking-year-for-
ransomware-and-its-likely-going-to-get-worse/

For more on this theme:
(U.S., Global) School ransomware attacks are on the rise. What can districts do?
https://www.k12dive.com/news/school-ransomware-attacks-cybersecurity-funding/730333/

(Global) Hackers Exploit Microsoft Teams In New Ransomware Scam
https://www.forbes.com/sites/larsdaniel/2024/10/30/hackers-posing-as-it-support-on-teams-new-
ransomware-scam-targeting-your-workplace/

(Global) 31 new ransomware groups were discovered in 2024
https://www.securitymagazine.com/articles/101123-31-new-ransomware-groups-were-discovered-in-2024
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STATE-SPONSORED CYBERATTACKS

Russia Kneecaps Ukraine Army Recruitment With Spoofed ‘Civil Defense’ App
Becky Bracken – Dark Reading: 28 October 2024
Posing as an application used to locate Ukrainian military recruiters, a Kremlin-backed hacking 
initiative delivers malware, along with disinformation designed to undermine sign-ups for 
soldiers in the war against Russia.

https://www.darkreading.com/threat-intelligence/russia-kneecaps-ukraine-army-recruitment-spoofed-
civil-defense-app

For more on this theme:
(Global) Nation-State Cyber Threats: The Hidden War on Infrastructure
https://securityboulevard.com/2024/10/nation-state-cyber-threats-the-hidden-war-on-infrastructure/

(Russia, Netherlands) Russia and China-linked state hackers intensify attacks on 
Netherlands, security officials warn
https://therecord.media/china-russia-cyberattacks-targeting-netherlands

(China, Canada) Chinese state-backed hackers breached 20 Canadian government 
networks over four years, agency warns
https://therecord.media/canada-20-government-agencies-hacked-china-last-four-years

(Russia, Georgia) Russia’s cyber siege: Georgia’s critical networks compromised
https://www.msn.com/en-ca/news/world/russia-s-cyber-siege-georgia-s-critical-networks-compromised/ar-AA1sFxVV

CYBER RESILIENCE

Canadian Centre for Cyber Security releases guidelines to boost cyber resilience 
across critical infrastructure
Industrial Cyber: 31 October 2024
The Canadian Centre for Cyber Security, a part of the Communications Security Establishment 
Canada, released voluntary guidelines designed to protect essential services for people in 
Canada and enhance cybersecurity resilience overall.

https://industrialcyber.co/critical-infrastructure/canadian-centre-for-cyber-security-releases-guidelines-
to-boost-cyber-resilience-across-critical-infrastructure/

For more on this theme:
(Global) Risk mitigation and protection: Cyber resilience and cyber insurance
https://www.itweb.co.za/article/risk-mitigation-and-protection-cyber-resilience-and-cyber-insurance/LPp6VMrB9aaMDKQz

(Ukraine, Global) Tech Resilience: Ukraine Sets An Example For Europe
https://cepa.org/article/tech-resilience-ukraine-sets-an-example-for-europe/

(Australia) Mitigating Australia’s cloud-computing risks is still work in progress
https://www.aspistrategist.org.au/mitigating-australias-cloud-computing-risks-is-still-work-in-progress/

(U.S.) CISA Unveils 2025-2026 Plan to Strengthen Global Cyber and Infrastructure 
Resilience
https://thecyberexpress.com/cisa-unveils-strategic-plan-for-2025-2026/
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PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

TERRORISM AROUND THE WORLD

How gender factors affect work to counter violent extremism
Garth Stahl, Ben Adams and Glenys Oberg – The Strategist: 29 October 2024
To improve its programs for countering violent extremism (CVE), the Australian government 
must better understand the gendered characteristics of extremism. It also needs to enhance the 
practices of CVE professionals who work with radicalized men.

https://www.aspistrategist.org.au/how-gender-factors-affect-work-to-counter-violent-extremism/

For more on this theme:
Romance and radicalisation: an overlooked concern for young Australian women
https://www.aspistrategist.org.au/romance-and-radicalisation-an-overlooked-concern-for-young-
australian-women/ 

Sahel’s Terrorism Problem(s)
https://www.idsa.in/idsacomments/sahels-terrorism-problems-sakidwai-111024

Universities beef up security as Al-Shabaab threat grows
https://www.universityworldnews.com/post.php?story=20241016144859402

They fled their homes to escape Boko Haram. Now Nigeria is resettling them back 
despite their fears
https://apnews.com/article/nigeria-boko-haram-borno-conflict-damasak-1eb22e035f0d01cdfe7345f93ea122b6

Daybreak Africa: Nigeria’s ‘rehabilitated’ Boko Haram fighters escape with heavy weapons
https://www.voaafrica.com/a/7805359.html

Afghanistan’s Effort To Counter Terrorism: The Moscow Format And Their Coercive 
Viability – OpEd
https://www.eurasiareview.com/14102024-afghanistans-effort-to-counter-terrorism-the-moscow-format-
and-their-coercive-viability-oped/

The Price Of Inaction: Afghanistan’s Growing Threat To Global Security – OpEd
https://www.eurasiareview.com/11102024-the-price-of-inaction-afghanistans-growing-threat-to-global-
security-oped/

DHS’ 2025 Homeland Threat Assessment Indicates the Threat of Domestic and 
Foreign Terrorism in the Homeland Remains High
https://www.hstoday.us/federal-pages/dhs/dhs-2025-homeland-threat-assessment-indicates-the-threat-
of-domestic-and-foreign-terrorism-in-the-homeland-remains-high/

Role Of Civil Population In Combating Terrorism in J&K – OpEd
https://www.eurasiareview.com/17102024-role-of-civil-population-in-combating-terrorism-in-jk-oped/

Deepfakes featuring deceased terrorists spread radical propaganda
https://www.voanews.com/a/deepfakes-featuring-deceased-terrorists-spread-radical-
propaganda/7825862.html
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GRAY AREA DYNAMICS, HYBRID WARFARE 
AND INFORMATION OPERATIONS

The Wagner Group’s Little Black Book: Decoding Command and Control of Russia’s 
Irregular Forces
Candace Rondeaux and Ben Dalton – New America: 17 October 2024
Given the weight of the evidence suggesting direct Kremlin involvement in the Wagner Group’s 
operations, international investigation is warranted.

https://www.newamerica.org/future-frontlines/reports/wagner-group-command-structure/

For more on this theme:
Struggling Democracies, or How to Think About Russia’s Interventions
https://www.wilsoncenter.org/blog-post/struggling-democracies-or-how-think-about-russias-interventions 

Information warfare in the South Caucasus and Moldova
https://www.atlanticcouncil.org/uncategorized/information-warfare-in-the-south-caucasus-and-moldova/

Moldova Loosens Russia’s Grip
https://cepa.org/article/moldova-loosens-russias-grip/

In Yemen, Russia Drops Political Diplomacy to Support Houthi Militants
https://www.wilsoncenter.org/blog-post/yemen-russia-drops-political-diplomacy-support-houthi-militants 

Russian Roulette on the Red Sea
https://warontherocks.com/2024/10/russian-roulette-on-the-red-sea/

Russian disinformation is growing in Germany
https://www.dw.com/en/russian-disinformation-is-growing-in-germany/a-70506294

A German Recipe for Defeating Russia’s Disinformation
https://cepa.org/article/a-german-recipe-for-defeating-russias-disinformation/ 

The Houthis and Hybrid Maritime Warfare
https://wavellroom.com/2024/10/11/the-houthis-and-hybrid-maritime-warfare/

Food as grounds and tool for disinformation and hybrid warfare 	
https://truthmeter.mk/food-as-grounds-and-tool-for-disinformation-and-hybrid-warfare/

Mystery Ships from Russia Dock in Moldova
https://cepa.org/article/mystery-ships-from-russia-dock-in-moldova/

Generative AI Fuels Russia’s Global Disinformation War
https://www.devdiscourse.com/article/technology/3124071-generative-ai-fuels-russias-global-
disinformation-war

How Malicious Actors Carry Out Foreign Influence Attacks
https://www.asisonline.org/security-management-magazine/articles/2024/10/election-security/foreign-
influence-attacks/

How Russian Surveillance Tech is Reshaping Latin America
https://dialogo-americas.com/articles/how-russian-surveillance-tech-is-reshaping-latin-america/

Southeast Asian countries enter Mr. Putin’s BRICSyard
https://www.benarnews.org/english/commentaries/brics-analysis-abuza-10292024141537.html
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GRAY AREA DYNAMICS, HYBRID WARFARE 

AND INFORMATION OPERATIONS 

For more on this theme:
The High North: NATO Confronts Russian and Chinese Ambitions
https://cepa.org/article/the-high-north-nato-confronts-russian-and-chinese-ambitions/

How Australia’s foreign student cap could erode its regional influence: An Indonesian view
https://www.lowyinstitute.org/the-interpreter/how-australia-s-foreign-student-cap-could-erode-its-
regional-influence-indonesian

Understanding technology as an ecosystem is the first step to tackling online harms
https://www.lowyinstitute.org/the-interpreter/understanding-technology-ecosystem-first-step-tackling-
online-harms

Central Asia: An emerging battlefield for strategic minerals
https://www.lowyinstitute.org/the-interpreter/central-asia-emerging-battlefield-strategic-minerals

The Translator: What is “strategic infrastructure”?
https://www.lowyinstitute.org/the-interpreter/translator-what-strategic-infrastructure

China’s language diplomacy in Papua New Guinea
https://www.lowyinstitute.org/the-interpreter/china-s-language-diplomacy-papua-new-guinea

China and the South China Sea: Tailoring history for propaganda
https://www.lowyinstitute.org/the-interpreter/china-south-china-sea-tailoring-history-propaganda

Viral Votes: How Uganda’s Digital Campaign Strategies Are Reshaping Elections
https://www.wilsoncenter.org/blog-post/viral-votes-how-ugandas-digital-campaign-strategies-are-
reshaping-elections

China and Russia: Quietly Going Steady?
https://www.wilsoncenter.org/blog-post/china-and-russia-quietly-going-steady 

NATO’s Southern Front — Malign Influence and Extremism in North Africa
https://cepa.org/article/natos-southern-front-malign-influence-and-extremism-in-north-africa/

Russia’s Influence In Africa: The Role Of The Russian Orthodox Church – Analysis
https://www.eurasiareview.com/16102024-russias-influence-in-africa-the-role-of-the-russian-orthodox-
church-analysis/

Don’t Rely on Sanctions Alone: Ways of Facilitating Regime Behaviour Change
https://www.rusi.org/explore-our-research/publications/commentary/dont-rely-sanctions-alone-ways-
facilitating-regime-behaviour-change

Don’t give a free pass to Beijing for its aggressive behaviour
https://www.aspistrategist.org.au/dont-give-a-free-pass-to-beijing-for-its-aggressive-behaviour/

Trick or treat? China comes a-knocking at Indonesia’s front door
https://www.aspistrategist.org.au/trick-or-treat-china-comes-a-knocking-at-indonesias-front-door/

Russia Hopes to Use ‘World Majority’ Against the West
https://jamestown.org/program/russia-hopes-to-use-world-majority-against-the-west/

Changing focus: How Europeans should respond to shifting Russia-Africa relations
https://ecfr.eu/article/changing-focus-how-europeans-should-respond-to-shifting-russia-africa-relations/
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Israel’s strikes on Iran broke a 40-year taboo. Tehran faces tough choices about 
what to do next
Mostafa Salem – CNN: 30 October 2024
Iran has downplayed the impact of Israel’s strikes on its territory, suggesting that it is trying to avoid a 
wider war, but the attack set a precedent the Islamic Republic has tried to avoid since its inception.

https://www.cnn.com/2024/10/29/middleeast/israels-strikes-on-iran-shattered-a-forty-year-taboo-mime-
intl/index.html

For more on this theme:
Satellite images show damage from Israeli attack at 2 secretive Iranian military bases
https://apnews.com/article/iran-israel-attack-satellite-photos-gaza-lebanon-wars-0c6ee6a8544268612cb7d49727d8449d

Israel’s Strikes on Iran Deepen Middle East Tensions 
https://www.wilsoncenter.org/article/israels-strikes-iran-deepen-middle-east-tensions

Operation Days of Repentance: The Impact of Israel’s Strikes on Iran
https://www.rusi.org/explore-our-research/publications/commentary/operation-days-repentance-impact-
israels-strikes-iran

What Are Iran’s Nuclear and Missile Capabilities?
https://www.cfr.org/article/what-are-irans-nuclear-and-missile-capabilities 

Israel is Losing, but Netanyahu Won’t Back Down on His War Aims
https://www.rusi.org/explore-our-research/publications/commentary/israel-losing-netanyahu-wont-back-
down-his-war-aims

What’s Next for Israel, Iran and Prospects for a Wider Middle East War?
https://www.usip.org/publications/2024/10/whats-next-israel-iran-and-prospects-wider-middle-east-war

Mona Yacoubian on the Middle East’s Dangerous Escalation Dynamic
https://www.usip.org/publications/2024/10/mona-yacoubian-middle-easts-dangerous-escalation-dynamic 

Israel approves two bills that could halt UNRWA’s aid delivery to Gaza.  
What does that mean?
https://apnews.com/article/israel-palestinians-hamas-war-un-aid-refugees-16bc0524adc947b95abe25d7d9eca038

Hamas open to discussing new deal securing end to Gaza war, Israeli pull-out, group 
official says
https://www.reuters.com/world/middle-east/hamas-official-says-group-open-discuss-deal-that-secures-
an-end-gaza-war-2024-10-29/

Hamas official says group rejects short-term Gaza truce
https://www.arabnews.com/node/2577506/middle-east 

Hamas at a crossroads: Sinwar’s death leaves a vacuum; Israeli actions make it 
harder to fill with a moderate
https://theconversation.com/hamas-at-a-crossroads-sinwars-death-leaves-a-vacuum-israeli-actions-
make-it-harder-to-fill-with-a-moderate-241990

A new push to wind down the Middle East wars faces familiar challenges
https://apnews.com/article/lebanon-israel-gaza-hamas-hezbollah-us-ceasefire-negotiations-4fdcf546eb73faf26717b76b4bb3a919
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For more on this theme:
Israel-Gaza war widens rifts in Africa’s Maghreb
https://www.gisreportsonline.com/r/israel-gaza-maghreb/

Israel fights a seemingly endless war in Gaza’s most devastated region
https://apnews.com/article/israel-hamas-war-northern-gaza-displacement-aid-20628253b26a2bdcf3c844850f20da38

Secret Hamas documents reveal Sinwar’s ‘last orders’
https://www.telegraph.co.uk/world-news/2024/10/25/yahya-sinwar-hamas-leader-handwritten-note-
israeli-hostages/

Countering Hamas’s Shadow Governance in Gaza
https://www.washingtoninstitute.org/policy-analysis/countering-hamass-shadow-governance-gaza

Where Is the Massive Hezbollah Response to Israel’s Attacks?
https://foreignpolicy.com/2024/10/25/where-is-massive-hezbollah-response-to-israels-attacks/

Hezbollah names Naim Qassem as new leader, Israel says he won’t last long
https://www.reuters.com/world/middle-east/hezbollah-elects-naim-qassem-succeed-slain-head-
nasrallah-2024-10-29/

Hezbollah chief says group will hold out in its war with Israel for ‘suitable’ cease-fire terms
https://apnews.com/article/lebanon-israel-hezbollah-war-naim-kassem-baalbek-ceasefire-16a66a5e08b331a70cbd129b14ec37dc

Israeli defence minister: Hamas, Hezbollah no longer effective proxies for Iran
https://www.reuters.com/world/middle-east/israeli-defence-minister-hamas-hezbollah-no-longer-
effective-proxies-iran-2024-10-27/

Christian leader sees Lebanon’s moment to defang Hezbollah
https://www.politico.eu/article/christian-leader-samir-geagea-lebanese-forces-israel-war-in-lebanon-hezbollah/

While war continues, Lebanon is trapped
https://www.politico.eu/article/opinion-lebanon-war-middle-east-israel-palestine-foreign-affairs-beirut/

Israel’s latest strike against Iran may actually de-escalate regional tensions – for 
now, at least
https://theconversation.com/israels-latest-strike-against-iran-may-actually-de-escalate-regional-
tensions-for-now-at-least-242276

Taking the War to Hezbollah: What It Might, and Might Not, Achieve
https://www.washingtoninstitute.org/policy-analysis/taking-war-hezbollah-what-it-might-and-might-not-achieve

Hezbollah’s Military Forces Are Failing in Lebanon
https://www.aei.org/articles/hezbollahs-military-forces-are-failing-in-lebanon/

Analysts see Iran’s deterrence vis-a-vis Israel weakened
https://www.voanews.com/a/analysts-see-iran-s-deterrence-vis-a-vis-israel-weakened/7846212.html

Hezbollah’s Military Tactics In The Post-Nasrallah Era – Analysis
https://www.eurasiareview.com/30102024-hezbollahs-military-tactics-in-the-post-nasrallah-era-analysis/
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For more on this theme: 
Syria’s dictator caught between Iran and Israel
https://www.dw.com/en/syria-dictator-bashar-assad-caught-between-iran-israel-conflict-middle-east-
v2/a-70632310

Israel’s attack in Iran means full-scale war is closer than ever. Here’s what Iran is 
thinking now.
https://www.atlanticcouncil.org/blogs/new-atlanticist/israels-attack-in-iran-means-full-scale-war-is-
closer-than-ever-heres-what-iran-is-thinking-now/ 

Analysis: Iran faces tough choices in deciding how to respond to Israeli strikes
https://apnews.com/article/iran-israel-war-attack-retaliation-analysis-80a619146abd4f8aee2a7776a8f134d1

Experts react: Israel has hit back at Iran with airstrikes. Is this the road to war or an 
off-ramp?
https://www.atlanticcouncil.org/blogs/new-atlanticist/experts-react/experts-react-israel-has-hit-back-at-
iran-with-airstrikes-is-this-the-road-to-war-or-an-off-ramp/

Iran Has Shown Its Vulnerabilities
https://carnegieendowment.org/middle-east/diwan/2024/10/what-are-irans-options-after-the-israeli-
attack?lang=en

Israel and Iran are playing a dangerous game of chicken that will be impossible to 
contain forever
https://theconversation.com/israel-and-iran-are-playing-a-dangerous-game-of-chicken-that-will-be-
impossible-to-contain-forever-242275 

Game-Changing Support for Lebanon’s Army Is Europe’s Best Bet
https://carnegieendowment.org/europe/strategic-europe/2024/10/game-changing-support-for-lebanons-
army-is-europes-best-bet?lang=en&center=europe

Israel’s attack on Iran: How the world reacted
https://www.middleeasteye.net/news/israel-attack-iran-world-reactions

Israel’s Iran Strike: A New Power Dynamic in the Middle East
https://www.geopoliticalmonitor.com/israels-iran-strike-a-new-power-dynamic-in-the-middle-east/

Why Striking Iranian Nuclear Facilities Is a Bad Idea
https://www.csis.org/analysis/why-striking-iranian-nuclear-facilities-bad-idea

Analysis: Spy surge: Tehran’s espionage strategy against Israel
https://www.longwarjournal.org/archives/2024/10/analysis-spy-surge-tehrans-espionage-strategy-
against-israel.php

Assessing the Political and Military Scope of Israel’s Strikes on Iran 
https://www.hudson.org/defense-strategy/mena-defense-intelligence-digest-assessing-political-military-
scope-israels-can-kasapoglu 
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Putin vs. NATO: What Happens After the Ukraine War Is Over?
Mark N. Katz – The National Interest: 24 October 2024
However the war in Ukraine ends, it is difficult to imagine that Putin’s hostility toward NATO 
or his attempts to undermine it will come to an end. But how will Putin seek to deal with 
NATO after the end of the Russia-Ukraine war?

https://nationalinterest.org/blog/buzz/putin-vs-nato-what-happens-after-ukraine-war-over-213367

For more on this theme:
The Russian Military Will Be ‘Transformed’ Due to Ukraine War: Should NATO Worry?
https://nationalinterest.org/blog/buzz/russian-military-will-be-transformed-due-ukraine-war-should-nato-
worry-213352 

8,000 North Korean troops in Kursk could join Ukraine war in days, Blinken says
https://www.usatoday.com/story/news/world/2024/10/31/north-korean-soldiers-ukraine-
war/75967425007/

No new limits on Ukraine’s use of US arms if North Korea joins Russia’s fight, 
Pentagon says
https://www.reuters.com/world/europe/nato-chief-says-he-can-confirm-north-korean-troops-are-russias-
kursk-2024-10-28/

Putin says Moscow will respond if West helps Ukraine to strike deep into Russia
https://www.reuters.com/world/europe/putin-russia-will-respond-if-ukraine-permitted-strike-into-russia-
with-long-2024-10-27/ 

Is China peeved – or pleased – by North Korean troops in Ukraine?
https://www.rfa.org/english/korea/2024/10/25/north-korea-china-ukraine-troops/

Rain Rockets on North Korea’s Adventure in Ukraine
https://cepa.org/article/rain-rockets-on-north-koreas-adventure-in-ukraine/ 

North Korean Troops in Russia: A Dangerous New Phase in the Ukraine War
https://www.cfr.org/expert-brief/north-korean-troops-russia-dangerous-new-phase-ukraine-war 

North Korean Troops in Russia Show Putin Is Doubling Down on Ukraine War
https://www.usip.org/publications/2024/10/north-korean-troops-russia-show-putin-doubling-down-
ukraine-war 

Thousands of North Korean troops in Russia. What does that mean for the war with 
Ukraine?
https://apnews.com/article/russia-ukraine-north-korea-war-735ab717dcf92a718adcb68bfbddc653

What do North Korean troop deployments to Russia mean for geopolitics?
https://www.brookings.edu/articles/what-do-north-korean-troop-deployments-to-russia-mean-for-
geopolitics/ 

Korean Support for Kyiv Would Transform Ukraine and Korea’s Global Role
https://www.csis.org/analysis/korean-support-kyiv-would-transform-ukraine-and-koreas-global-role 

South Korea’s Position On North Korea’s Troop Deployment To Russia: A Global 
Security Response – Analysis
https://www.eurasiareview.com/29102024-south-koreas-position-on-north-koreas-troop-deployment-to-
russia-a-global-security-response-analysis/ 
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For more on this theme:
Russia braces for more tax rises to fund the Ukraine war
https://www.reuters.com/world/europe/russia-braces-more-tax-rises-fund-ukraine-war-2024-10-31/

Putin Flexes Nuclear Capabilities at Delicate Moment for Ukraine
https://www.nytimes.com/2024/10/29/world/europe/putin-nuclear-weapons-ukraine-russia.html 

Ukraine rolls out dozens of AI systems to help its drones hit targets
https://www.reuters.com/world/europe/ukraine-rolls-out-dozens-ai-systems-help-its-drones-hit-
targets-2024-10-31/

Zelenskyy’s Victory Plan and Possible Negotiations
https://cepa.org/article/zelenskyys-victory-plan-and-possible-negotiations/

Putin Overcomes the Humiliation of Kursk
https://cepa.org/article/putin-overcomes-the-humiliation-of-kursk/

Russian Cossacks Join the Kremlin’s Imperial Mission
https://cepa.org/article/russian-cossacks-join-the-kremlins-imperial-mission/

Kennan at 50: Global Reach and Impact of Russia’s Invasion in Ukraine
https://www.wilsoncenter.org/event/kennan-50-global-reach-and-impact-russias-invasion-ukraine

Ukrainians’ New Realities under Occupation
https://www.wilsoncenter.org/blog-post/ukrainians-new-realities-under-occupation

Key to negotiated peace in Ukraine? Having the West keep Russia honest.
https://news.harvard.edu/gazette/story/2024/10/key-to-negotiated-peace-in-ukraine-having-the-west-
keep-russia-honest/

Putin is creating the conditions for Russian victory in Ukraine
https://www.atlanticcouncil.org/blogs/ukrainealert/putin-is-creating-the-conditions-for-russian-victory-in-ukraine/

Russia’s economy is overheating but Putin cannot change course
https://www.atlanticcouncil.org/blogs/ukrainealert/russias-economy-is-overheating-but-putin-cannot-
change-course/

Putin’s cash crunch
https://www.politico.eu/article/russia-vladimir-putin-finance-g7-eu-usa-end-war-oil-price-cap-war-ukraine/ 

The Russian Military Is ‘Bleeding Out’ in the Ukraine War
https://nationalinterest.org/blog/buzz/russian-military-bleeding-out-ukraine-war-213457 

Russia Can’t Keep Losing What Looks Like Unlimited Soldiers in Ukraine Forever
https://nationalinterest.org/blog/buzz/russia-cant-keep-losing-what-looks-unlimited-soldiers-ukraine-
forever-213478 

Trudeau says global impact of Ukraine war is worsening with time
https://www.reuters.com/world/trudeau-says-global-impact-ukraine-war-is-worsening-with-
time-2024-10-31/

Don’t Let Russia Win the Ukraine War
https://nationalinterest.org/blog/buzz/dont-let-russia-win-ukraine-war-213423
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For more on this theme: 
Hungary’s Russian oil deal threatens EU solidarity
https://www.atlanticcouncil.org/blogs/energysource/hungarys-russian-oil-deal-threatens-eu-solidarity/

Russia Has a New Enemy in the Ukraine War (Not NATO)
https://nationalinterest.org/blog/buzz/russia-has-new-enemy-ukraine-war-not-nato-213473

Why Europe should consider putting boots on the ground in Ukraine
https://theconversation.com/why-europe-should-consider-putting-boots-on-the-ground-in-
ukraine-242279

After UNGA: How Did Central Asia Address (or Not) the Russia-Ukraine Conflict?
https://thediplomat.com/2024/10/after-unga-how-did-central-asia-address-or-not-the-russia-ukraine-conflict/

A Sobering Moment in the Ukraine War
https://cepa.org/article/a-sobering-moment-in-the-ukraine-war/

Strategic Dimensions And Geopolitical Repercussions Of Russia-Ukraine Conflict: 
Military Support, Diplomatic Stances, And Humanitarian Impacts – Analysis
https://www.eurasiareview.com/28102024-strategic-dimensions-and-geopolitical-repercussions-of-
russia-ukraine-conflict-military-support-diplomatic-stances-and-humanitarian-impacts-analysis/

Russia Escalates its War Against Ukraine Into Global War Against the West
https://jamestown.org/program/russia-escalates-its-war-against-ukraine-into-global-war-against-the-west/
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