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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC)

CORRUPTION

Explainer: How corruption facilitates organized crime
United Nations Office on Drugs and Crime: November 2024

Corruption and organized crime are often intertwined, with corruption enabling criminal
groups to smuggle illicit drugs, weapons, wildlife or even people within countries and across
borders while evading detection and bypassing law enforcement.

https://www.unodc.org/unodc/frontpage/2024/November/explainer_-how-corruption-facilitates-
organized-crime.html

For more on this theme:
Integrity and independence of criminal justice institutions in the Western Balkans

https://globalinitiative.net/analysis/integrity-and-independence-of-criminal-justice-institutions-in-the-
western-balkans/

Popular Election of Judges in Mexico: Risk of Corruption and Inefficiency
https://insightcrime.org/news/interview/popular-vote-mexico-judges-sparks-corruption-fears/

Mapping Support for Anti-Corruption Reforms in Ukraine with a Focus
on the Justice Sector

https://www.undp.org/ukraine/publications/mapping-support-anti-corruption-reforms-ukraine-focus-
justice-sector

How does corruption affect Albania’s EU membership?
https://iari.site/2024/11/03/how-does-corruption-affect-albanias-eu-membership/

Iraq’s Grand Ayatollah Ali Al Sistani calls for corruption-free rule
and widespread change

https://www.thenationalnews.com/news/mena/2024/11/04/irags-grand-ayatollah-ali-al-sistani-calls-for-
corruption-free-rule-and-widespread-change/

‘A Significant Setback’: Morocco Restricts Civil Society’s Role
in Anti-Corruption Cases

https://www.moroccoworldnews.com/2024/11/366095/a-significant-setback-morocco-restricts-civil-
societys-role-in-anti-corruption-cases

Luxembourg: what about preventing corruption?
https://delano.lu/article/luxembourg-what-about-preventi

Why climate action requires an end to corruption and undue influence
at COP29 and beyond

https://www.transparency.org/en/blog/why-climate-action-requires-end-to-corruption-undue-influence-
cop29

Survey Reveals Corruption as Top Concern for Americans
https://www.occrp.org/en/news/survey-reveals-corruption-as-top-concern-for-americans
Calls for Anti-Corruption in Ukraine’s Post-War Rebuild
https://www.occrp.org/en/news/calls-for-anti-corruption-in-ukraines-post-war-rebuild
Stolen Futures: The impact of corruption on children in Africa.

https://au.int/en/articles/stolen-futures-impact-corruption-children-africa
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DRUG TRAFFICKING

Narcas: The secret rise of women in Latin America’s cartels, with investigative
journalist Deborah Bonello
Mark Shaw — Global Initiative Against Transnational Organized Crime

Deborah Bonello has for years investigated the often overlooked roles women play in Latin
American cartels, an interest sparked by the role of Guadalupe Ferndndez Valencia, the
highest-ranking woman in Mexico’s Sinaloa group.

https://globalinitiative.net/analysis/narcas/

For more on this theme:

US imposes sanctions on top members of the armed wing of a Mexican
fentanyl-trafficking cartel

https://apnews.com/article/fentanyl-mexico-drugs-sanctions-0ad0b441549234908abe5d8c761b6331
Captagon Drug Trade Fuels Conflict Across Middle East: Report

https://www.ndtv.com/world-news/captagon-drug-trade-fuels-conflict-across-middle-east-
report-6898040

Inside Marseille’s deadly drug wars
https://theweek.com/crime/inside-marseilles-deadly-drug-wars
How drug traffickers are using new techniques to cocaine into Europe

https://www.msn.com/en-us/health/medical/how-drug-traffickers-are-using-new-techniques-to-cocaine-
into-europe/vi-AAltcjWh#details

Italy’s Camorra Moves Into Colombia’s Cocaine Capital

https://insightcrime.org/news/italys-camorra-moves-into-colombias-cocaine-capital/

ORGANIZED CRIME AROUND THE WORLD
A New Approach to Serious and Organised Crime in the UK
Tony Blair Institute for Global Change: 22 October 2024

The Our Future of Britain initiative sets out a policy agenda for governing in the age of
artificial intelligence, with a focus on delivering radical but practical ways to reimagine the
state for the 21st century with technology as the driving force.

https://institute.global/insights/public-services/a-new-approach-to-serious-and-organised-crime-in-the-uk

For more on this theme:

German media: Corruption and organized crime are hindering
Albania’s EU membership

https://politiko.al/english/e-tjera/media-gjermane-korrupsioni-dhe-i-i-organizuar-po-pengojne-
anetaresim-i516983

Cash and Violence: Organized Crime Fights to Control Brazil’s Municipal Vote
https://insightcrime.org/news/cash-and-violence-organized-crime-fights-to-control-brazils-municipal-vote/

The Burgeoning Regional Appeal of Mano Dura Crime-Fighting Strategies

https://www.csis.org/analysis/burgeoning-regional-appeal-mano-dura-crime-fighting-strategies
Iran’s criminal statecraft: How Tehran weaponizes illicit markets

https://globalinitiative.net/analysis/irans-criminal-statecraft-how-teheran-weaponizes-illicit-markets/
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INTELLECTUAL PROPERTY CRIME AND COUNTERFEITING

India: Anti-counterfeiting ink developed to combat duplication of currency
The Kashmiriyat: 30 October 2024

The Ministry of Science and Technology has introduced a breakthrough in anti-
counterfeiting technology with the development of a new ink designed to enhance security
for currency, certificates, branded products and medicines.

https://thekashmiriyat.co.uk/india-anti-counterfeiting-ink-developed-to-combat-duplication-of-currency/

For more on this theme:

Behind the scenes with the team of ex-prosecutors fighting Amazon’s
counterfeit problem

https://www.cnbc.com/2024/10/25/amazon-turns-to-team-of-ex-prosecutors-to-try-to-fight-
counterfeiters.html

Temu considers joining European anti-counterfeit group

https://www.reuters.com/business/retail-consumer/temu-considers-joining-european-anti-counterfeit-
group-2024-10-31/

Fighting the Pirates
https://themedicinemaker.com/business-regulation/fighting-the-pirates-the-rising-threat-of-counterfeits
Combating Counterfeiting with Technology: A Modern Imperative for Brand Protection

https://www.globallegalpost.com/news/combating-counterfeiting-with-technology-a-modern-imperative-
for-brand-protection-436796112

HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

How Human Trafficking Flourishes in the Age of Social Media and How
We Can Push Back
Charlie Crockett and Robert J. Marks — Mind Matters: 31 October 2024

It’s tempting to think that human trafficking is a problem in a faraway land. Unfortunately,
it’s much closer. Like in our backyard closer.

https://mindmatters.ai/podcast/ep315/

For more on this theme:

Germany a Major Hub for Human Smugglers
https://europeanconservative.com/articles/news/germany-a-major-hub-for-human-smugglers/
Smuggler reveals operation to help Vietnamese reach UK
https://www.bbc.com/news/articles/ce3yzqbpx3eo

Anti-Human Trafficking & Disaster Resilience
https://www.unitedway.org/news/anti-human-trafficking-disaster-resilience

Global raids rescue 3,200 potential victims of trafficking and identify
17,800 irregular migrants

https://www.interpol.int/News-and-Events/News/2024/Global-raids-rescue-3-200-potential-victims-of-
trafficking-and-identify-17-800-irregular-migrants
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TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

Eastern DR Congo grapples with Chinese gold mining firms
Agence France Presse: 27 October 2024

[talian priest Davide Marcheselli has been fighting for years against Chinese companies
illegally mining gold in the town of Kitutu in eastern Democratic Republic of the Congo, and
his plight highlights the corruption and other problems the region faces.

https://www.rfi.fr/en/africa/20241027-eastern-dr-congo-grapples-with-chinese-gold-mining-firms

For more on this theme:

Thailand urged to rescue trafficking victims trapped in Myanmar
https://www.rfa.org/english/myanmar/2024/10/28/thailand-paetongtarg-trafficking-victims/
China’s plans to trace wildlife trade risks inflaming trafficking, critics warn

https://news.mongabay.com/2024/10/chinas-plans-to-trace-wildlife-trade-risks-inflaming-trafficking-
critics-warn/

Afro-Colombians fight the effects of gold mining through biodiversity projects
in a violent region

https://apnews.com/article/reforestation-mining-gold-illegal-colombia-choco-community-river-bc44682
9153f86d04f87e4388d50df55

Mining and logging threaten Bolivia's newest protected area
https://news.mongabay.com/2024/10/mining-and-logging-threaten-bolivias-newest-protected-area/
Gold mining’s potential in West Africa
https://www.mining-technology.com/features/gold-minings-potential-in-west-africa/

Al's Growing Role in Combating Deforestation
https://www.unite.ai/ais-growing-role-in-combating-deforestation/

Tracking timber: scientific and digital innovations promise wood
supply chain transparency

https://www.lombardodier.com/insights/2024/october/tracking-timber-scientific-and.html
Africa’s kleptocrats enable illegal forestry
https://mg.co.za/thought-leader/2024-10-26-africas-kleptocrats-enable-illegal-forestry/
Study maps owners of world’s high-seas ships often tied to illegal fishing
https://news.mongabay.com/short-article/study-maps-owners-of-worlds-high-seas-ships/
Peruvian Congress approves military use of force in fight against IUU fishing

https://www.seafoodsource.com/news/supply-trade/peruvian-congress-approves-military-use-of-force-in-
fight-against-iuu-fishing

As Venezuela’s crisis rolls on, its wildlife is increasingly at risk
https://news.mongabay.com/2024/1 1/as-venezuelas-crisis-rolls-on-its-wildlife-is-increasingly-at-risk/

Wildlife crime at worrying levels while convictions at an all-time low,
say conservationists

https://raptorpersecutionuk.org/2024/11/04/wildlife-crime-at-worrying-levels-while-convictions-at-an-
all-time-low-say-conservationists/

Brazil researchers hoost timber traceability with new chemical analysis

https://news.mongabay.com/2024/1 1/brazil-researchers-boost-timber-traceability-with-new-chemical-
analysis/
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PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

Now that ASEAN has its cyber norms checklist, the hard work begins
Gatra Priyandita — The Strategist: 25 October 2024

Southeast Asian countries have taken an important step toward implementing standards
promoted by the United Nations on government cyberspace behavior, but the job is far

from finished.

https://www.aspistrategist.org.au/now-that-asean-has-its-cyber-norms-checklist-the-hard-work-begins/

For more on this theme:

(U.S.) US Al Regulation: States Take the Lead
https://cepa.org/article/us-ai-regulation-states-take-the-lead/

(U.S.) The Biden Administration’s National Security Memorandum on Al Explained
https://www.csis.org/analysis/biden-administrations-national-security-memorandum-ai-explained

(U.S.) The Past, Present, and Future of Al and Autonomy at the DOD
with the Honorahle Dr. Will Roper

https://www.csis.org/analysis/past-present-and-future-ai-and-autonomy-dod-honorable-dr-will-roper
(U.S.) Curbing Code? US Mulls New Al Export Controls

https://cepa.org/article/curbing-code-us-mulls-new-ai-export-controls/

INTERNET FREEDOM

VPN usage soars in Mozambique as internet enters another week of restriction
Chiara Castro — Tech Radar: 5 November 2024

People in Mozambique are increasingly resorting to VPN services to bypass ongoing online
restrictions in the wake of deadly protests contesting the election results.

https://www.msn.com/en-us/news/technology/vpn-usage-soars-in-mozambique-as-internet-enters-
another-week-of-restriction/ar-AA1tyVIR

For more on this theme:
(Russia) Apple removes another VPN service from Russian App Store
https://cybernews.com/news/apple-removes-vpn-russia-store/

(Malaysia) No internet censorship once social media licensing is enforced,
says Comms Ministry

https://www.thestar.com.my/news/nation/2024/1 1/05/no-internet-censorship-once-social-media-
licensing-is-enforced-says-comms-ministry

(China) Memes Under Siege: China’s Crackdown on Online Youth Dissent

https://reclaimthenet.org/memes-under-siege-chinas-crackdown-on-online-youth-dissent
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CYBER CRITICAL INFRASTRUCTURE

Australia’s critical infrastructure is under cyberattack — here’s how to defend
your organisation
Joshua Gliddon — The Mandarin: 30 October 2024

Australia’s critical infrastructure is clearly being targeted by bad actors, so what can be done
to defend it?

https://www.themandarin.com.au/279148-australias-critical-infrastructure-is-under-cyber-attack-heres-
how-to-defend-your-organisation/

For more on this theme:

(U.S.) CISA Issues Global Cyber Plan to Protect US Infrastructure
https://www.ttnews.com/articles/cisa-cyber-plan-us-infrastructure

(U.S.) What's New with the TSA’s 0il and Gas Security Directives?
https://www.tripwire.com/state-of-security/whats-new-tsas-oil-and-gas-security-directives

(China, Global) Sophos reports five-year investigation into China-based cyber threats
targeting critical infrastructure, FBI weighs in

https://industrialcyber.co/critical-infrastructure/sophos-reports-five-year-investigation-into-china-based-
cyber-threats-targeting-critical-infrastructure-fbi-weighs-in/

(Global) Researchers Develop Al-Enabled Cyber Protection for Critical Infrastructure

https://www.afcea.org/signal-media/cyber-edge/researchers-develop-ai-enabled-cyber-protection-critical-
infrastructure

CYBER STRATEGY AND WARFARE

Enhancing Malaysia’s cyber defence strategy: Role of the Armed Forces
Azman Md Zain — TwentyTwo: 28 October 2024

In the digital age, cyberspace has become a critical domain of warfare where state and
non-state actors engage in conflicts beyond traditional boundaries. Malaysia faces increasing
cyber threats that endanger national security, the economy and society.

https://malaysia.news.yahoo.com/enhancing-malaysia-cyber-defence-strategy-232241553.html

For more on this theme:

(Africa) Securing Africa’s digital future: A critical cybersecurity initiative
https://tribuneonlineng.com/securing-africas-digital-future-a-critical-cybersecurity-initiative/
(Malaysia) Malaysia: Cyber security law updates

https://www.globalcompliancenews.com/2024/11/02/https-insightplus-bakermckenzie-com-bm-
dispute-resolution-malaysia-cyber-security-law-updates_10252024/

(Australia) A closer look at the 2023-2030 Australian Cyber Security Strategy
https://www.helpnetsecurity.com/2024/11/08/australian-cyber-security-strategy-video/

(Global) International Cyber Incidents: On the Question of Public Attribution
https://www.orfonline.org/research/international-cyber-incidents-on-the-question-of-public-attribution
(Europe) Globsec lays out proposals to holster CEE’s cyber security in new report

https://centraleuropeantimes.com/2024/1 1/globsec-lays-out-security-measures-to-bolster-cees-cyber-
security-in-latest-report/
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CYBERCRIME

North Korean Hackers Employing New Tactic To Acquire Remote Jobs
Tushar Subhra Dutta — Cyber Security News: 7 November 2024

Hackers increasingly target remote workers by exploiting vulnerabilities arising from the shift
to telecommuting. Zscaler researchers recently discovered that North Korean hackers are
actively employing new tactics to acquire remote jobs.

https://cybersecuritynews.com/north-korean-hackers-acquire-remote-jobs/

For more on this theme:

(Global) International Police Effort Obliterates Cybercrime Network

https://www.darkreading.com/cyberattacks-data-breaches/international-police-effort-obliterates-
cybercrime-network

(Philippines, Global) Cracking down on cybercrime: Industry collaboration
for a secure digital banking ecosystem

https://business.inquirer.net/486632/cracking-down-on-cybercrime-industry-collaboration-for-a-secure-
digital-banking-ecosystem

(Malaysia) Royal Malaysia Police need Al-assisted cybercrime mitigation strategy
to deter cyberattacks

https://malaysia.news.yahoo.com/royal-malaysia-police-ai-assisted-232219455.html
(Global) What Telegram’s recent policy shift means for cyber crime

https://securityintelligence.com/articles/what-telegrams-recent-policy-shift-means-for-cyber-crime/

RANSOMWARE

Ransomware Gang Demands $125,000 Payment In French Bread And Crypto
Davey Winder — Forbes: 6 November 2024

There is little in the world of cybercrime that truly surprises anyone these days, and even less
when it comes to ransomware. But don’t be fooled by the apparent humor, the Hellcat crime
group is deadly serious.

https://www.forbes.com/sites/daveywinder/2024/1 1/06/ransomware-gang-demands-125000-payment-
in-french-bread-and-crypto/

For more on this theme:

(U.S., Global) How Healthcare Organizations can Minimize the Impact
of Ransomware in the Cloud

https://www.healthcareittoday.com/2024/10/29/how-healthcare-organizations-can-minimize-the-
impact-of-ransomware-in-the-cloud/

(North Korea) North Korean hackers seen collaborating with Play ransomware group,
researchers say

https://therecord.media/north-korean-hackers-collaborate-with-play-ransomware
(Global) Meet Interlock — The new ransomware targeting FreeBSD servers

https://www.bleepingcomputer.com/news/security/meet-interlock-the-new-ransomware-targeting-
freebsd-servers/

(Global) Ransomware presents a growing threat to vulnerable local governments

https://www.americancityandcounty.com/2024/11/06/ransomware-presents-a-growing-threat-to-
vulnerable-local-governments/
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STATE-SPONSORED CYBERATTACKS

Canada labels India as Cyber Adversary along with China, Russia, Iran, N Korea.
Here are top 5 claims
Livemine: 3 November 2024

The Canadian government has labeled India a cyber adversary, listing it among hostile
nations. India condemned the allegation, claiming it aims to damage its global reputation,
while Canada cites concerns over India’s cyber capabilities and espionage activities.

https://www.livemint.com/news/world/trudeau-government-labels-india-as-cyber-adversary-mea-says-
canadas-strategy-to-manipulate-global-opinions-11730594581184.html

For more on this theme:
(China, Singapore) Chinese group accused of hacking Singtel in telecom attacks
https://www.straitstimes.com/business/chinese-group-accused-of-hacking-singtel-in-telecom-attacks

(Russia, Global) Protecting the Healthcare Supply Chain Against Russian
Ransomware Attacks

https://www.infosecurity-magazine.com/opinions/healthcare-supply-chain-russian/

(U.S., China) US Congressional Research Service reports on PRC state-sponsored
Salt Typhoon hacks on telecoms

https://industrialcyber.co/threat-landscape/us-congressional-research-service-reports-on-prc-state-
sponsored-salt-typhoon-hacks-on-telecoms/

(Global) Quantum Computing and state-sponsored Cyber Warfare: How quantum will
transform Nation-State Cyber Attacks

https://moderndiplomacy.eu/2024/11/07/quantum-computing-and-state-sponsored-cyber-warfare-how-
quantum-will-transform-nation-state-cyber-attacks/

CYBER RESILIENCE

Strengthening Cyber Defences: The Road to Resilience in East Africa
Vikas Sharma — PWC: November 2024

As cyber threats become more sophisticated and persistent, organizations across East Africa
are rising to the challenge. Our latest survey reveals a significant shift in priorities, with 74%
of businesses in the region placing cyber risks at the top of their agenda — well above global
averages. It’s clear that cybersecurity is a critical business imperative.

https://www.pwc.com/mu/en/publications/east-africa-digital-trust-insights.html

For more on this theme:
(U.S.) To Be Cyber Resilient, Put Critical Infrastructure First
https://www.govtech.com/security/to-be-cyber-resilient-put-critical-infrastructure-first

(Global) Building Cybersecurity Resilience: Strategies, Technologies, and Best
Practices from Industry Leaders

https://www.scworld.com/resource/building-cybersecurity-resilience-strategies-technologies-and-best-
practices-from-industry-leaders

(Australia) Fortifying Australia’s Data Resilience and Security

https://australiancybersecuritymagazine.com.au/fortifying-australias-data-resilience-and-security/
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PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

TERRORISM AROUND THE WORLD

Houthis Continue Regional and Global Expansion, Networking with Terror Groups
and State Sponsors of Terrorism
The Soufan Center: 5 November 2024

Assistance from Russia and expanding ties to terrorist organizations are enabling the Houthi
movement in Yemen to emerge as an increasingly serious threat to regional and global
security. An alliance with al-Shabaab might enable the Houthis to escalate their attacks on
commercial and military ships in the Red Sea.

https://thesoufancenter.org/intelbrief-2024-november-5/

For more on this theme:

Pentagon Strikes ISIS Camps, Halts Regrouping
https://sofrep.com/news/pentagon-strikes-isis-camps-syria/

In Ghana, Sahel jihadis find refuge and supplies, sources say
https://www.reuters.com/world/africa/ghana-sahel-jihadis-find-refuge-supplies-sources-say-2024-10-24/
US military carried out 95 counter-ISIS operations in last 60 days
https://thehill.com/policy/defense/4971380-isis-militants-killed-captured/

Recent US strikes spotlight growing Islamic State threat in Syria
https://www.voanews.com/a/recent-us-strikes-spotlight-growing-islamic-state-threat-in-syria/7848255.html

Chad president threatens to withdraw from regional force after Boko Haram
attack kills over 40 Chad troops

https://www.voanews.com/a/chad-president-threatens-to-withdraw-from-regional-force-after-boko-
haram-attack-kills-over-40-chad-troops-/7851832.html

Analysis: Al Qaeda’s da’wah campaign in West Africa
https://www.longwarjournal.org/archives/2024/10/analysis-al-qaedas-dawah-campaign-in-west-africa.php
Exposing Fake Allegations Of ISKP Operating From Pakistan — OpEd
https://www.eurasiareview.com/21102024-exposing-fake-allegations-of-iskp-operating-from-pakistan-oped/
Somalia security cameras aim to cut al Shabaab attacks but militants fight back

https://www.reuters.com/world/africa/somalia-security-cameras-aim-cut-al-shabaab-attacks-militants-
fight-back-2024-10-24/

Somalia Wants Ethiopia Excluded From Force Battling Al-Shabaah

https://www.bnnbloomberg.ca/business/politics/2024/10/24/somalia-wants-ethiopia-excluded-from-
force-battling-al-shabaab/

Out-of-school children future recruitment for Boko Haram, Obasanjo warns

https://www.msn.com/en-us/news/world/out-of-school-children-future-recruitment-for-boko-haram-
obasanjo-warns/ar-AA1sBuD3

Boko haram’s finances have dropped significantly, says NDC commandant

https://www.msn.com/en-xl/news/other/boko-haram-s-finances-have-dropped-significantly-says-ndc-
commandant/ar-AA1sNUkd
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GRAY AREA DYNAMICS, HYBRID WARFARE AND INFORMATION OPERATIONS

The Global Security Initiative: China’s International Policing Activities
Erik Green, Meia Nouwens and Veerle Nouwens — IISS: 24 October 2024

China’s international policing activities are increasing in their number and global
distribution. This report identifies these activities and examines how they help centralize
China’s position as a major world power within its reform of global security mechanisms.

https://www.iiss.org/research-paper/2024/10/the-global-security-initiative-chinas-international-policing-
activities/

For more on this theme:

Island hopping: Why Azerbaijan’s meddling in the Comoros should worry the EU
https://ecfr.eu/article/island-hopping-why-azerbaijans-meddling-in-the-comoros-should-worry-the-eu/
Inside Estonia’s Defense-Tech Ecosystem
https://www.fpri.org/article/2024/10/inside-estonias-defense-tech-ecosystem/

Russia, China May Be Readying To Use Historical Factors To ‘Fence Off’ Their
Spheres Of Influence In Kazakhstan — Analysis

https://www.eurasiareview.com/25102024-russia-china-may-be-readying-to-use-historical-factors-to-
fence-off-their-spheres-of-influence-in-kazakhstan-analysis/

Moldova’s pro-Western Sandu claims election win after meddling allegations

https://www.reuters.com/world/europe/moldova-holds-presidential-runoff-election-amid-claims-russian-
meddling-2024-11-03/

A new risk on the horizon: organised criminals as mercenaries of disinformation

https://www.aspistrategist.org.au/a-new-risk-on-the-horizon-organised-criminals-as-mercenaries-of-
disinformation/

Kremlin Prioritizes Russian Language in Moscow’s Near Abroad
https://jamestown.org/program/kremlin-prioritizes-russian-language-in-moscows-near-abroad/
Chinese Roads in Kyrgyzstan and Tajikistan Bring Benefits to Beijing
https://jamestown.org/program/chinese-roads-in-kyrgyzstan-and-tajikistan-bring-benefits-to-beijing/
Moldova Narrowly Avoids Losing Presidency to Russian Trojan Horse
https://jamestown.org/program/moldova-narrowly-avoids-losing-presidency-to-russian-trojan-horse/
Gangsters at War: Russia’s Use of Organized Crime as an Instrument of Statecraft

https://globalinitiative.net/analysis/gangsters-at-war-russias-use-of-organized-crime-as-an-instrument-
of-statecraft/

Russia blurring lines between physical and cyber war on the West
https://asiatimes.com/2024/10/russia-blurring-lines-between-physical-and-cyber-war-on-the-west/

Narrative Intelligence: Detecting Chinese and Russian Information Operations
to Disrupt NATO Unity

https://www.fpri.org/article/2024/11/intelligence-china-russia-information-operations-against-nato/
What Is China’s United Front And How Does It Operate? — Analysis

https://www.eurasiareview.com/04112024-what-is-chinas-united-front-and-how-does-it-operate-
analysis/

Russia’s Enduring Presence in the Middle East

https://carnegieendowment.org/research/2024/1 1/russias-middle-east-diplomacy-relationship?lang=en
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ISRAEL/HAMAS/IRAN

Iran’s supreme leader threatens Israel and US with ‘a crushing response’
over Israeli attack
Jon Gambrell — The Associated Press: 2 November 2024

Iranian officials are increasingly threatening to launch another strike against Israel after its
October 26 attack on the Islamic Republic that targeted military bases and other locations
and killed at least five people.

https://apnews.com/article/iran-khamenei-israel-hamas-lebanon-war-30385c3al7d1fca94 15eb37db8
6dc9ch

For more on this theme:
Israeli PM Netanyahu fires defence minister Gallant, citing lack of trust

https://www.reuters.com/world/middle-east/israeli-pm-netanyahu-fires-defence-minister-gallant-citing-
lack-trust-2024-11-05/

Israel’s Netanyahu dismisses his defense minister as wars rage. Protests erupt
across country

https://apnews.com/article/israel-netanyahu-gallant-gaza-war-lebanon-3810d3adb1603e8485b4be4 6
abb79f8b

Why Benjamin Netanyahu was always going to fire defence minister Yoav Gallant

https://www.abc.net.au/news/2024-11-06/israel-defence-minister-was-always-going-to-be-fired-
analysis/104569844

Protesters demonstrate in Tel Aviv to demand end of war, return of hostages
https://www.voanews.com/a/stop-the-war-say-israelis-demanding-return-of-gaza-hostages-/7849068.html
New Hezhollah Leader Faces Crucial Ceasefire Decisions
https://thesoufancenter.org/intelbrief-2024-november-4/

Syrian Regime Unable to Stay Out of the Israel-Iran Conflict
https://thesoufancenter.org/intelbrief-2024-october-29/

Egypt’s new ceasefire proposal is too little, too late
https://www.atlanticcouncil.org/blogs/menasource/egypt-israel-gaza-ceasefire/

Naim Qassem is finally the bride
https://www.atlanticcouncil.org/blogs/menasource/naim-gassem-hezbollah-lebanon/

Naim Qassem: What to expect from Hezhollah’s new leader
https://www.newarab.com/analysis/naim-gassem-what-expect-hezbollahs-new-leader

How Lebanon’s ruling elite is navigating Nasrallah’s ahsence
https://www.newarab.com/analysis/how-lebanons-ruling-elite-navigating-nasrallahs-absence
How the death of Abdul Malik al-Houthi could impact the Houthis and Iran
https://www.atlanticcouncil.org/blogs/iransource/abdul-malik-al-houthi-iran/

Middle East latest: Israel ends agreement with UN agency providing aid in Gaza

https://apnews.com/article/israel-hamas-hezbollah-mideast-latest-4-november-2024-
faf4d814fe58b18fle6176b4f274c3fd
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https://www.abc.net.au/news/2024-11-06/israel-defence-minister-was-always-going-to-be-fired-analysis/104569844
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https://www.voanews.com/a/stop-the-war-say-israelis-demanding-return-of-gaza-hostages-/7849068.html
https://thesoufancenter.org/intelbrief-2024-november-4/
https://thesoufancenter.org/intelbrief-2024-october-29/
https://www.atlanticcouncil.org/blogs/menasource/egypt-israel-gaza-ceasefire/
https://www.atlanticcouncil.org/blogs/menasource/naim-qassem-hezbollah-lebanon/
https://www.newarab.com/analysis/naim-qassem-what-expect-hezbollahs-new-leader
https://www.newarab.com/analysis/how-lebanons-ruling-elite-navigating-nasrallahs-absence
https://www.atlanticcouncil.org/blogs/iransource/abdul-malik-al-houthi-iran/
https://apnews.com/article/israel-hamas-hezbollah-mideast-latest-4-november-2024-faf4d814fe58b18f1e6176b4f274c3fd
https://apnews.com/article/israel-hamas-hezbollah-mideast-latest-4-november-2024-faf4d814fe58b18f1e6176b4f274c3fd

ISRAEL/HAMAS/IRAN

Israel has long wanted to dismantle the UN’s Palestinian refugee agency.
The consequences could be disastrous for all

https://www.cnn.com/2024/11/03/middleeast/israel-unwra-knesset-bill-analysis-intl/index.html
Hamas Draws on Arms Training in Iran, Class Notes Reveal
https://finance.yahoo.com/news/hamas-draws-arms-training-iran-050058766.html

Some European firms retreat from Israel-linked finance amid war pressure

https://www.reuters.com/business/finance/some-european-firms-retreat-israel-linked-finance-amid-war-
pressure-2024-11-05/

Amid costly war with Israel, Hezhollah faces fire from its own supporters

https://www.csmonitor.com/World/Middle-East/2024/1104/hezbollah-israel-lebanon-war-shiite-
supporters

Israel’s path of destruction in southern Lebanon raises fears of an attempt to create
a buffer zone

https://apnews.com/article/hezbollah-israel-lebanon-buffer-zone-invasion-478f6970b049b3be52cc56
c8e14b84e6

Lebanon peace deal: Israel-Hezhollah agreement needs to be guaranteed by the
Lebanese armed forces

https://theconversation.com/lebanon-peace-deal-israel-hezbollah-agreement-needs-to-be-guaranteed-
by-the-lebanese-armed-forces-241930

Bombing Hezbollah’s drug empire is the key to weakening its power — opinion
https://www.jpost.com/opinion/article-827065

Analysis: Hezhollah’s Unit 4400

https://www.longwarjournal.org/archives/2024/1 1/analysis-hezbollahs-unit-4400.php

Israel’s Attack On Iran Has Left Tehran Offensively And Defensively Weaker
https://www.rferl.org/a/iran-israel-missile-production-air-defenses/33183370.html

How to Judge Iranian Response Options Against Israel
https://www.washingtoninstitute.org/policy-analysis/how-judge-iranian-response-options-against-israel
Iran’s top diplomat says Tehran would respond to Israel’s strike in a ‘measured’ way

https://apnews.com/article/pakistan-iranian-foreign-minister-visit-islamabad-55622dda575013301dd
cf51095d650fc

Israel, Iran and the proxy war in the Middle East
https://iari.site/2024/11/07/israel-iran-and-the-proxy-war-in-the-middle-east/
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RUSSIA/UKRAINE

Moscow Opens Pandora’s Box with New Talk About Changing Ukraine’s
Western Borders
Paul Goble — The Jamestown Foundation: 7 November 2024

Russia’s illegal annexation of Crimea in 2014 and, more recently, its equally illegal absorption
of Donbas illustrates the lack of respect Moscow has for Ukraine as a separate state. Kremlin
officials are openly talking about changing all of Ukraine’s current borders, not only those
with Russia but ones with countries to the west of Ukraine such as Poland and Hungary.

https://jamestown.org/program/moscow-opens-pandoras-box-with-new-talk-about-changing-ukraines-
western-borders/

For more on this theme:

North Korea Says It Will Back Russia Until ‘Victory’ In Ukraine
https://www.rferl.org/a/north-korea-russia-troops-victory-ukraine/33183286.html

Kim Jong Un is China’s ally — but has become the ‘comrade from hell’
https://www.bbc.com/news/articles/c207gzprr330

Ukraine, Germany discuss need for response to North Korean involvement in war

https://www.reuters.com/world/europe/ukraine-germany-discuss-need-decisive-response-n-korean-
involvement-war-2024-11-04/

Inexperienced, poorly trained and underfed: the North Korean troops heading
to Ukraine

https://www.theguardian.com/world/2024/nov/05/north-korea-troops-russia-ukraine-war-kim-jong-un-putin
North Korea Enters the Fray: Must Ukraine Win a Third World War on its Own?

https://www.rusi.org/explore-our-research/publications/commentary/north-korea-enters-fray-must-
ukraine-win-third-world-war-its-own

North Korea Joins Russia’s War Against Ukraine: Operational and Strategic
Implications in Ukraine and Northeast Asia

https://www.understandingwar.org/backgrounder/north-korea-joins-russias-war-against-ukraine-
operational-and-strategic-implications

South Korea and EU worry about Russia’s technology transfer in return for
North Korea troops

https://apnews.com/article/north-korea-russia-ukraine-south-eu-
f8flab2ee5d59794534a2bel2b66fa3b

South Korea says ‘not ruling out’ supplying weapons to Ukraine

https://www.aljazeera.com/news/2024/1 1/7/south-korea-says-not-ruling-out-supplying-weapons-to-
ukraine

Zelenskyy: Ukraine fighting ‘first battles’ with North Korean troops deployed to Russia
https://www.voanews.com/a/ukraine-reports-downing-48-russian-drones-/7851881.html|

Ukraine’s Forces Are Dangerously Stretched. Will North Korean Troops Break Them?
https://www.rferl.org/a/ukraine-russia-north-korea/33188673.html

Pyongyang’s power play: How the EU should respond to North Korean troops
in Russia

https://ecfr.eu/article/pyongyangs-power-play-how-the-eu-should-respond-to-north-korean-troops-in-russia/
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RUSSIA/UKRAINE

Russia’s Arctic Military Posture in the Context of the War against Ukraine
https://www.thearcticinstitute.org/russias-arctic-military-posture-context-war-against-ukraine/

Russian-Ukraine War And Middle East Crisis: Global Impacts Of 0il On Trade
And Economic Growth — Analysis

https://www.eurasiareview.com/27102024-russian-ukraine-war-and-middle-east-crisis-global-impacts-
of-oil-on-trade-and-economic-growth-analysis/

Russia Responds to Kursk Incursion With Nuclear Exercise and Strategic Maneuvers
in Belarus (Part 1)

https://jamestown.org/program/russia-responds-to-kursk-incursion-with-nuclear-exercise-and-strategic-
maneuvers-in-belarus-part-1/

Moscow Likely to Trigger Outrage If It Forces Protesters to Fight in Ukraine
https://jamestown.org/program/moscow-likely-to-trigger-outrage-if-it-forces-protesters-to-fight-in-ukraine/

Safeguarding Ukraine’s Cultural Heritage from Russia’s War: A Discussion with the
Smithsonian Cultural Rescue Initiative

https://www.wilsoncenter.org/event/safeguarding-ukraines-cultural-heritage-russias-war-discussion-
smithsonian-cultural-rescue

How Moscow Uses the Russian Orthodox Church as a Tool to Suppress
Religious Freedom

https://www.wilsoncenter.org/blog-post/how-moscow-uses-russian-orthodox-church-tool-suppress-
religious-freedom

How Ukraine is Navigating Russia’s Weaponization of Religion
https://www.usip.org/publications/2024/1 1/how-ukraine-navigating-russias-weaponization-religion
Putin’s 2022 ‘peace proposal’ was a blueprint for the destruction of Ukraine

https://www.atlanticcouncil.org/blogs/ukrainealert/putins-2022-peace-proposal-was-a-blueprint-for-the-
destruction-of-ukraine/

Early Peace Plan Shows Russia’s Intent To Neutralize Ukraine
https://www.rferl.org/a/russia-ukraine-peace-deal-putin-draft-treaty/33183664.html

Who are Russia’s allies in the war in Ukraine?
https://theweek.com/news/world-news/russia/955863/who-are-russia-allies-ukraine-crisis
Moscow Struggles To Find Allies For Ukraine War — Analysis
https://www.eurasiareview.com/02112024-moscow-struggles-to-find-allies-for-ukraine-war-analysis/
Ukraine faces toughest winter yet as energy shortages loom

https://www.politico.eu/article/ukraine-shortage-energy-russia-missile-attack-nuclear-infrastructure-
research/

Report: Russia deceives OPEC on oil sales to fund Ukraine war
https://www.voanews.com/a/report-russia-deceives-opec-on-oil-sales-to-fund-ukraine-war/7852345.html
Ukraine not opposed to Qatar negotiating energy security, Kyiv says

https://www.reuters.com/business/energy/ukraine-not-opposed-qatar-negotiating-energy-security-kyiv-
says-2024-11-04/

Ukraine’s Positions Deteriorate Across Front Lines; Russian Military Committing
War Crimes

https://www.eurasiareview.com/03112024-ukraines-positions-deteriorate-across-front-lines-russian-
military-committing-war-crimes-analysis/
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