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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC)

CORRUPTION

Corruption looms over Ukraine’s massive reconstruction effort
France 24: 14 November 2024

Ukraine stepped up its measures against graft over the past decade to bolster its chances of
joining the European Union, but corruption scandals are still rife in the war-torn country,
where a reconstruction program has provided new opportunities for personal enrichment.

https://www.france24.com/en/live-news/202411 14-corruption-overshadows-ukraine-s-multi-billion-
reconstruction-progam
Coordinating report:

European Commission Report 2024: Assessment of Ukraine’s progress in preventing
and combating corruption

https://nazk.gov.ua/en/news/european-commission-report-2024-assessment-of-ukraine-s-progress-in-
preventing-and-combating-corruption/

For more on this theme:
FinCEN regulations that are combatting corruption and impacting the real estate
industry

https://www.reuters.com/legal/legalindustry/fincen-regulations-that-are-combatting-corruption-
impacting-real-estate-industry-2024-11-11/

UK Sanctions ‘Kleptocrats’ in Crackdown on Dirty Money
https://www.occrp.org/en/news/uk-sanctions-kleptocrats-in-fresh-crackdown-on-dirty-money
Anti-corruption protesters in Botswana demand action from new government

https://www.voanews.com/a/anti-corruption-protesters-in-botswana-demand-action-from-new-
government/7869660.html

World Bank Uncovers Corruption In Nigeria’s Water Sector: $32Million Unaccounted For

https://saharareporters.com/2024/11/17/world-bank-uncovers-corruption-nigerias-water-sector-
32million-unaccounted

High-profile corruption case allocated to Croatian instead of EU prosecutors

https://www.reuters.com/world/europe/high-profile-corruption-case-allocated-croatian-instead-eu-
prosecutors-2024-11-19/

Advancing corruption reporting in Uzbekistan with in-depth research and
whistleblower protection

https://www.eeas.europa.eu/delegations/uzbekistan/advancing-corruption-reporting-uzbekistan-depth-
research-and-whistleblower-protection_en?s=233

Fighting a ‘Scourge of Secrecy’ and Uncovering Corruption in Malawi
https://gijn.org/stories/africa-focus-10-questions-golden-matonga/
Defence firm Thales faces bribery and corruption investigation

https://www.theguardian.com/business/2024/nov/2 1/defence-firm-thales-bribery-corruption-investigation
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WASTE TRAFFICKING

How Europe’s Secondhand Clothes Are Trashing Romania
Organized Crime and Corruption Reporting Project: 19 November 2024

Europeans who donate old clothes assume they will go to the needy — but they could just as
easily end up in an illegal dump in another country.

https://www.occrp.org/en/investigation/how-europes-secondhand-clothes-are-trashing-romania

For more on this theme:

Ship Suspected of Carrying 2,100 Tons of Toxic Waste Finally Docks
https://www.newsweek.com/ship-suspected-carrying-toxic-waste-docks-albania-1982796
Malaysia struggles to halt European plastic waste imports

https://www.dw.com/en/malaysia-struggles-to-halt-plastic-waste-imports-from-europe/a-70638812

DRUG TRAFFICKING

Dead drops, PR stunts and punishment beatings: the rapid rise of Russia’s powerful

darknet drug industry
Max Daly — The Guardian: 14 November 2024

Organized crime groups are using technology to profit from a billion-dollar enterprise that is
spreading beyond Russia’s borders.

https://www.theguardian.com/world/2024/nov/14/russia-rise-of-powerful-darknet-drug-industry-dead-
drops-punishment-beatings
Full Report:

Breaking Klad: Russia’s Dead Drop Drug Revolution

https://globalinitiative.net/analysis/russia-drug-trade-organized-crime/

For more on this theme:

lllegal drugs and socio-economic changes in a new pivotal region: a court
judgements perspective

https://www.nature.com/articles/s41599-024-03889-3

Joaquin ‘El Chapo’ Guzman, Sinaloa Cartel leader, sentenced to life in prison plus 30 years

https://www.ice.gov/news/releases/joaquin-el-chapo-guzman-sinaloa-cartel-leader-sentenced-life-prison-
plus-30-years

Mexican cartel leader who faked his own death has been arrested in California,
Justice Department says

https://www.local3news.com/regional-national/mexican-cartel-leader-who-faked-his-own-death-has-
been-arrested-in-california-justice-department/article_463f9219-81ec-5a35-b3f2-10c97161bffb.html

How Indian airports are becoming hubs for drug-trafficking?

https://www.dnaindia.com/india/report-how-indian-airports-are-becoming-hubs-for-drug-
trafficking-3117237

Europol Warns of Organized Crime Groups Recruiting Minors

https://www.occrp.org/en/news/europol-warns-of-organized-crime-groups-recruiting-minors
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ORGANIZED CRIME AROUND THE WORLD

The Pacific’s evolving threat: transnational organized crime
United Nations Office on Drugs and Crime: November 2024

Caught in the middle of illicit smuggling routes, the island nations of the Pacific face a
range of transnational crime threats that include drug trafficking, money laundering and the
proliferation of cyber fraud through scam centers where workers are trafficked.

https://www.unodc.org/roseap/en/pacific/2024/1 1/evolving-threat-transnational-organized-crime/story.html

For more on this theme:

Illicit frontiers: Criminal Governance in the Amazon’s tri-border region
https://globalinitiative.net/analysis/illicit-frontiers-criminal-governance-in-the-amazons-tri-border-region/
Transnational organised crime: ‘It's time we pull together to push back’
https://news.un.org/en/story/2024/11/1156981

Smuggling Adapts to Reopening of the Colombia-Venezuela Border

https://insightcrime.org/news/smuggling-adapts-reopening-colombia-venezuela-border/

INTELLECTUAL PROPERTY CRIME AND COUNTERFEITING

This hyper-smelling Al can sniff out counterfeit sneakers — and that’s only the
beginning
Jesus Diaz — Fast Company: 13 November 2024

Osmo, an artificial intelligence startup focused on mapping scent, has an ambitious plan to use
its sensor technology to find everything from fake shoes to tumors growing inside your body.

https://www.fastcompany.com/91226556/osmo-smell-ai-counterfeit-sneakers

For more on this theme:

How Al and Blockchain Are Shaping the Future of Brand Protection: Insights from
Acviss Technologies

https://programminginsider.com/how-ai-and-blockchain-are-shaping-the-future-of-brand-protection-
insights-from-acviss-technologies/

Over 11 million illicit and counterfeit products seized in South American operation

https://www.interpol.int/News-and-Events/News/2024/Over-11-million-illicit-and-counterfeit-products-
seized-in-South-American-operation

European fake art network invelving Banksys, Warhols, Modiglianis uncovered in Italy
https://apnews.com/article/italy-fake-art-banksy-f655f612e6c2818448f57afb0fc39ab3

Dollars in the USA: Walmart, Dollar Tree, and Target will no longer accept certain bills
https://vibes.okdiario.com/vibus/money/dollars-usa-walmart-dollar-tree-target-no-accept-certain-bills/
Vietnam faces complex challenge as counterfeits shift to cyberspace
https://theinvestor.vn/vietnam-faces-complex-challenge-as-counterfeits-shift-to-cyberspace-d13318.html
Federal agencies warn against counterfeit decorative contact lenses

https://www.ice.gov/news/releases/federal-agencies-warn-against-counterfeit-decorative-contact-lenses- 1
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CYBER FRAUD

Cybercrime as an industry: examining the organisational structure of Chinese

cybercrime
Qiaoyu Luo — Nature: 15 November 2024

Extensive research has been conducted globally into cybercrime, but there is little investigation into
what goes on in China, despite it being a vast economic entity with a significant number of incidents.

https://www.nature.com/articles/s41599-024-04042-w

For more on this theme:

Identity Fraud in Africa Rises Sharply, Deepfakes Lead
https://www.occrp.org/en/news/identity-fraud-in-africa-rises-sharply-deepfakes-lead
Cybercrime Expected to Increase over the Festive Season, Experts Warn

https://www.hungarianconservative.com/articles/current/experts-warning-cybercrime-holiday-season-
online-fraud/

Black Friday turning into Black Fraud Day, says UK cybersecurity chief

https://www.theguardian.com/business/2024/nov/18/black-friday-turning-into-black-day-says-uk-
cybersecurity-chief

Over 17,000 WhatsApp accounts blocked in major cyber fraud operation

https://www.business-standard.com/technology/tech-news/over-17-000-whatsapp-accounts-blocked-in-
major-cyber-fraud-operation-124112100555_1.html

HUMAN TRAFFICKING, FORCED LABOR AND MIGRANT SMUGGLING

What the Gulf’s population boom means for illegal migration
Anjana Sankar — The National: 12 November 2024

Rapid growth in construction and tourism is fueling the need for more labor in Arabian Gulf
countries, and with it comes a major challenge: thousands in the region are working illegally.

https://www.thenationalnews.com/news/gulf/2024/11/13/what-the-gulfs-population-boom-means-for-
illegal-migration/

For more on this theme:
Caricom Impacs and UN Agencies Launch Collaborative Action Plan to Combat
Migrant Smuggling in the Caribbean

https://lac.iom.int/en/news/caricom-impacs-and-un-agencies-launch-collaborative-action-plan-combat-
migrant-smuggling-caribbean

Flow of irregular migration from North Africa to Spain continues to grow: Spanish
Coast Guard

https://www.aa.com.tr/en/africa/flow-of-irregular-migration-from-north-africa-to-spain-continues-to-grow-
spanish-coast-guard/3390840

Indonesian Workers Say They Faced Modern Slavery in the UK. Who Is Responsible?

https://thediplomat.com/2024/1 1/indonesian-workers-say-they-faced-modern-slavery-in-the-uk-who-is-
responsible/

In plain sight: The scourge of modern slavery
https://www.theactuary.com/2024/11/08/plain-sight-scourge-modern-slavery
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TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

There’s Mining, Then There’s Galamsey
Mark A. Green — Wilson Center: 19 November 2024

About 60% of Ghana’s fresh water sources are contaminated by toxins and chemicals from
illegal gold mining. The West African nation is still the largest gold producer on the continent
and among the top 10 gold-producing countries in the world, but the industry may not be safe,
healthy or beneficial to Ghana’s economic future.

https://www.wilsoncenter.org/blog-post/theres-mining-then-theres-galamsey

For more on this theme:

WWEF gives banks a tool to see if they're financing environmental crime

https://news.mongabay.com/short-article/wwf-gives-banks-a-tool-to-see-if-theyre-financing-
environmental-crime/

‘Five years and no justice’ as trial over Indigenous forest guardian’s killing faces delays

https://news.mongabay.com/2024/1 1/five-years-and-no-justice-as-trial-over-indigenous-forest-
guardians-killing-faces-delays/

Al to combat illegal fishing and enhance vessel tracking
https://www.nationalfisherman.com/ai-to-combat-illegal-fishing-and-enhance-vessel-tracking
An Unequal Battle: Peru’s Fishermen Take a Stand Against China and Its Fleet

https://dialogo-americas.com/articles/an-unequal-battle-perus-fishermen-take-a-stand-against-china-
and-its-fleet/

UNODC promotes the reconstruction of collective spaces to strengthen the response
to illegal mining in the Munduruku Indigenous Land

https://www.unodc.org/cofrb/en/noticias/2024/10/unodc-promotes-the-reconstruction-of-collective-
spaces-to-strengthen-the-response-to-illegal-mining-in-the-munduruku-indigenous-land.html

New investigation reveals systemic illegal driftnet fishing in Moroccan waters

https://www.europeaninterest.eu/new-investigation-reveals-systemic-illegal-driftnet-fishing-in-moroccan-waters/
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PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

Navigating Al Governance and Assurance: Key insights
Mustafa Igbal — Crowe: 7 November 2024

The rapid advancement of generative artificial intelligence (AI) technology has brought both
significant opportunities and pressing challenges. As Al systems are increasingly integrated into
various industries, the need for robust governance has become imperative.

https://www.crowe.com/uk/insights/ai-governance-and-assurance

For more on this theme:

(Africa) Smart Africa and ICANN Partner to Strengthen Internet Governance in Africa

https://techafricanews.com/2024/1 1/14/smart-africa-and-icann-partner-to-strengthen-internet-
governance-in-africa/

(Global) Why We Need to Discard the Word “Multistakeholder”
https://circleid.com/posts/why-we-need-to-discard-the-word-multistakeholder

(Africa) Africa Internet Governance Forum to convene in Addis Ababa, fostering
multistakeholder dialogue on digital governance

https://www.zawya.com/en/press-release/africa-press-releases/africa-internet-governance-forum-to-
convene-in-addis-ababa-fostering-multistakeholder-dialogue-on-digital-dhxz4al8

(Global) Navigating Al Governance: Insights into 1SO 42001 & NIST Al RMF
https://securityboulevard.com/2024/11/navigating-ai-governance-insights-into-iso-42001-nist-ai-rmf/

INTERNET FREEDOM

Navigating Digital Regulation: Accountability and Rights in Brazil
Bruna Santos and Carlos Affonso Souza — Wilson Center: 15 November 2024

A podcast reviews the evolving regulation landscape in Brazil, the critical issues surrounding
the accountability of digital platforms and the implications of Article 19 of the country’s
Internet Bill of Rights.

https://www.wilsoncenter.org/audio/navigating-digital-regulation-accountability-and-rights-brazil

For more on this theme:
(Burma) Myanmar military tightens grip on internet with VPN crackdown

https://asia.nikkei.com/Spotlight/Myanmar-Crisis/Myanmar-military-tightens-grip-on-internet-with-VPN-
crackdown

(Russia) Russia’s internet watchdog blocks thousands of websites that use
Cloudflare’s privacy service
https://therecord.media/russia-blocks-thousands-of-websites-that-use-cloudflare-service

(China) China’s internet censors are trying to crush dissenters’ memes and puns.
It's a losing hattle.

https://www.businessinsider.com/china-internet-crackdown-puns-memes-dissent-fail-language-
wordplay-experts-2024-11
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CYBER CRITICAL INFRASTRUCTURE

Australian Critical Infrastructure Faced Heightened Cyberthreats in 2024: Report
Ashish Khaitan — The Cyber Express: 14 November 2024

The Critical Infrastructure Annual Risk Review highlights key threats to Australia’s infrastructure,
emphasizing the need for stronger legal security frameworks.

https://thecyberexpress.com/critical-infrastructure-annual-risk-review/

For more on this theme:

(U.S.) Advice for Critical Infrastructure Security and Resilience Month

https://www.securitymagazine.com/articles/101193-advice-for-critical-infrastructure-security-and-
resilience-month

(Canada) Opinion: How state-sponsored attacks threaten Canada’s critical
infrastructure

https://www.dailyheraldtribune.com/technology/tech-news/opinion-how-state-sponsored-attacks-
threaten-canadas-critical-infrastructure

(U.S.) New framework aims to keep Al safe in US critical infrastructure
https://www.cio.com/article/360754 3/new-framework-aims-to-keep-ai-safe-in-us-critical-infrastructure.html
(U.S.) Enhancing Cyber Resilience: Insights from CISA Red Team Assessment

of a US Critical Infrastructure Sector Organization

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-326a

CYBER STRATEGY AND WARFARE

North Korea’s Cyber Strategy: An Initial Analysis
Abhishek Sharma — Observer Research Foundation: 21 November 2024

North Korea is among the states that stand out for its often defiant behavior. It has now
extended this to the cyber domain, marked by an increasing number of attacks by state-
sponsored hackers against other nations. Its development of cyber capabilities offers insights
into the regime’s views on the importance of the cyber domain in contemporary warfare.

https://www.orfonline.org/research/north-korea-s-cyber-strategy-an-initial-analysis

For more on this theme:

(Australia) Australia’s 2023-2030 Cybersecurity Strategy: Possibilities for newer
waves of cooperations

https://moderndiplomacy.eu/2024/11/18/australias-2023-2030-cybersecurity-strategy-possibilities-for-
newer-waves-of-cooperations/

(UK) New research network launched to bolster UK’s cybersecurity

https://www.itpro.com/security/new-research-network-launched-to-bolster-uks-cybersecurity
(Thailand) Thailand’s Comprehensive Strategy for Cyber Resilience
https://opengovasia.com/2024/11/18/thailands-comprehensive-strategy-for-cyber-resilience-2/
(South Africa) Cyber Resilience standard challenges SA fin sector
https://gadget.co.za/cyberresiliencel24m/
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CYBERCRIME

‘Quishing’, ‘vishing’ and Al scams — the new cybercriminal techniques duping

Australians
Josh Butler — The Guardian: 19 November 2024

The Australian Signals Directorate sounds alarm on “shifting tactics” by state-sponsored hackers
and cybercriminals, and the targeting of critical infrastructure.

https://www.theguardian.com/technology/2024/nov/20/quishing-vishing-and-ai-scams-the-new-
cybercriminal-technigues-duping-australians#:~:text=Cybercriminals%20are%20using%20fake %20
QR,advantage%200f%20the%20technology's%20popularity.

For more on this theme:

(Global) Cyberattacks on healthcare: A global threat that can’t be ignored
https://news.un.org/en/story/2024/11/1156751

(U.S., Global) Unknown Hackers Attacked the Darknet During U.S. Election
https://www.occrp.org/en/news/unknown-hackers-crashed-the-darknet-during-the-us-election
(U.S., Global) UN Cybercrime Treaty: Why Is the Tech Industry up in Arms?
https://cybermagazine.com/articles/un-cybercrime-treaty-why-is-the-tech-industry-up-in-arms
(Russia, Global) Russian women stepping up for cybercrime outfits

https://www.scworld.com/news/russian-women-stepping-up-for-cybercrime-outfits

RANSOMWARE

Research finds 56% increase in active ransomware groups
Josh Nadeau — Security Intelligence: 18 November 2024

Any good news is welcomed when evaluating cybercrime trends. Over the past two years, IBM’s
Threat Index Reports have provided some minor reprieve in this area by showing a gradual
decline in ransomware attacks — now accounting for only 17% of all cybersecurity incidents
compared with 21% in 2021.

https://securityintelligence.com/news/research-finds-56-percent-increase-active-ransomware-groups/

For more on this theme:

(Global) New ‘Helldown’ Ransomware Variant Expands Attacks to VMware
and Linux Systems

https://thehackernews.com/2024/11/new-helldown-ransomware-expands-attacks.html

(Mexico) Mexico’s president says government is investigating reported ransomware
hack of legal affairs office

https:/apnews.com/article/mexico-president-hacking-attack-ransomhub-ransomware-a97fa044850ba05f574f71d2af3d67¢c8
(Global) Ransomware Groups Use Cloud Services For Data Exfiltration
https://www.infosecurity-magazine.com/news/ransomware-groups-cloud-services/

(Global) Ransomware gang Akira leaks unprecedented number of victims’ data in one day

https://therecord.media/akira-ransomware-group-publishes-unprecedented-leak-data
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STATE-SPONSORED CYBERATTACKS

Chinese targeting of US telecoms involved extensive data compromise
SC Media: 15 November 2024

The FBI and the Cybersecurity and Infrastructure Security Agency confirmed that China-
sponsored threat actors hacked customer call records, private communications of some
government officials and other sensitive information, a news website reported.

https://www.scworld.com/brief/chinese-targeting-of-us-telecoms-involved-extensive-data-compromise-1

For more on this theme:
(U.S., Glohal) Adversarial advantage: Using nation-state threat analysis to strengthen
U.S. cybersecurity

https://securityintelligence.com/articles/adversarial-advantage-using-nation-state-threat-analysis-to-
strengthen-us-cybersecurity/

(U.S., Russia) U.S. calls out Russia for enabling healthcare cyberattacks

https://www.techtarget.com/healthtechsecurity/news/366615458/US-calls-out-Russia-for-enabling-
healthcare-cyberattacks

(U.S., Globhal) Homeland Security Committee reveals Cyber Threat Snapshot on rising
cyber threats from nation-states, hacker networks

https://industrialcyber.co/reports/homeland-security-committee-reveals-cyber-threat-snapshot-on-rising-
cyber-threats-from-nation-states-hacker-networks/

CYBER RESILIENCE

Resilience in Action: The Intersection of Al, Digital Fraud and Cyber Defenses
Patrick Kehoe — Security Boulevard: 19 November 2024

Artificial intelligence (Al) isn’t just advancing industries — it’s redefining the cybersecurity
battleground. While businesses embrace Al for innovation, cybercriminals are weaponizing it to
launch more complex, large-scale attacks. These aren’t distant threats — they’re happening now.

https://securityboulevard.com/2024/11/resilience-in-action-the-intersection-of-ai-digital-fraud-and-
cyber-defenses/

For more on this theme:
(Singapore) Exclusive! Advancing Cyber Resilience: Zero Trust and Gen Al Securing
Singapore’s Digital Frontier

https://opengovasia.com/2024/11/07/exclusive-advancing-cyber-resilience-zero-trust-and-gen-ai-
securing-singapores-digital-frontier/

(Global) WEF-University of Oxford cyber resilience white paper extends protection
from IT to OT and ICS environments

https://industrialcyber.co/threats-attacks/wef-university-of-oxford-cyber-resilience-white-paper-extends-
protection-from-it-to-ot-and-ics-environments/

(Global) Redefining Cyber Resilience: Calculating the Human Factor
https://www.msspalert.com/feature/redefining-cyber-resilience-calculating-the-human-factor
(UK) Cyber resilience takes centre stage at rail industry conference in London

https://www.globalrailwayreview.com/news/179920/cyber-resilience-takes-centre-stage-rail-industry-
conference-in-london/
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PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

TERRORISM AROUND THE WORLD

Foreign fighters flocking to Islamic State in Somalia
Jeff Seldin — Voice of America: 20 November

The Islamic State terror group’s small but influential affiliate in Somalia is growing, thanks in
part to what the United Nations describes as an “influx of foreign fighters.”

https://www.voanews.com/a/foreign-fighters-flocking-to-islamic-state-in-somalia/7871573.html

For more on this theme:

ICC sentences al-Qaida-linked former police chief to 10 years for war crimes in Mali

https://abcnews.go.com/International/wireStory/icc-sentences-al-gaida-linked-former-police-
chief-116046453

Burkina freezes assets of more than 100 people over ‘financing of terrorism’

https://www.voanews.com/a/burkina-freezes-assets-of-more-than-100-people-over-financing-of-
terrorism-/7872143.html

UN: Algerian calls for restructuring of current international counter-terrorism system

https://www.elmoudjahid.com/en/world/un-algerian-calls-for-restructuring-of-current-international-
counter-terrorism-system-8144

Detecting terrorist influencers using reciprocal human-machine learning: The case of
militant Jihadist Da’wa on the Darknet

https://www.nature.com/articles/s41599-024-03920-7

Terrorism and artificial intelligence, a deadly tandem
https://thediplomatinspain.com/en/2024/10/28/terrorism-and-artificial-intelligence-a-deadly-tandem/
Stolen Luxury Cars Shipped Overseas to Fund Terrorism, Report Reveals
https://autos.yahoo.com/stolen-luxury-cars-shipped-overseas-143000611.html

Indonesia warns of rising online terrorism
https://theinvestor.vn/indonesia-warns-of-rising-online-terrorism-d13151.html

Shards of IS Part 1: Forgotten children of Islamic State locked away in Syria
https://www.voanews.com/a/7850595.html

UN experts say Houthis collaborated with Al-Qaeda to weaken Yemeni government
https://www.arabnews.com/node/2577909/middle-east

The emotional effect of terrorism

https://www.nature.com/articles/s41598-024-77350-5

Tactics of al-Qaeda’s Expansion from the Maghreb to West Africa
https://worldpolicyhub.com/tactics-of-al-qaedas-expansion-from-the-maghreb-to-west-africa/

Issue of ISIS mercenaries requires a radical solution to avert greater dangers in future

https://hawarnews.com/en/issue-of-isis-mercenaries-requires-a-radical-solution-to-avert-greater-dangers-
in-future
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GRAY AREA DYNAMICS, HYBRID WARFARE
AND INFORMATION OPERATIONS

What is hybrid warfare, which some fear Russia will use after Ukraine’s strike?
Leyland Cecco — The Guardian: 19 November 2024

A Ukrainian strike using United States-made missiles to hit targets deep inside Russia has
prompted renewed fears of reprisal through “hybrid warfare” — a chaotic tool of conflict that
muddies borders and broadens the scope of a frontline.

https://www.theguardian.com/us-news/2024/nov/19/hybrid-warfare-russia-ukraine

For more on this theme:

Moldova formally protests alleged Russian election meddling
https://www.aljazeera.com/news/2024/11/12/moldova-formally-protests-alleged-russian-election-meddling
Harvest of Power: Food as the New Frontier in Hybrid Warfare
https://smallwarsjournal.com/2024/11/12/harvest-of-power-food-as-the-new-frontier-in-hybrid-warfare/
U.S. and Israel Expose Iran’s Tenacious Malign Influence
https://www.fdd.org/analysis/policy_briefs/2024/11/08/u-s-and-israel-expose-irans-tenacious-malign-influence/
South China Sea: Why Are China And Philippines Tensions Heating Up?
https://theowp.org/reports/south-china-sea-why-are-china-and-philippines-tensions-heating-up/

China hikes military activity around Taiwan
https://www.msn.com/en-in/news/world/china-hikes-military-activity-around-taiwan/ar-AA1ukK8J
Russia-DPRK Strategic Partnership and Prospects for NATO-Indo-Pacific Cooperation

https://www.wilsoncenter.org/publication/russia-dprk-strategic-partnership-and-prospects-nato-indo-
pacific-cooperation

Czech Republic blames Russia for bomb threats against schools
https://uk.news.yahoo.com/czech-republic-blames-russia-bomb-103621059.html

Ukraine’s ‘IT Army’ Has Lessons for Taiwan
https://www.geopoliticalmonitor.com/ukraines-it-army-has-lessons-for-taiwan/

Cyber attacks, arson and spy ships: How Putin’s hybrid war threatens the UK
https://inews.co.uk/news/cyber-attacks-arson-spy-ships-putins-hybrid-war-threatens-uk-3393258
Massive DDoS Attack Cripples South Korea’s Defense Site — North Korea or Russia?

https://www.msn.com/en-us/news/world/massive-ddos-attack-cripples-south-korea-s-defense-site-north-
korea-or-russia/ar-AA1tCOgf

Making Russia Pay for Hybrid Attacks
https://cepa.org/article/making-russia-pay-for-hybrid-attacks/

Fall in Ukraine: When Nature Strips Away lllusions
https://cepa.org/article/fall-in-ukraine-when-nature-strips-away-illusions/

Danish Military Keeps Watch On Chinese Ship Suspected Of Baltic Cable Sahotage
https://www.rferl.org/a/danish-defense-chinese-ship-yi-peng-baltic-sea-cable-damage/33209361.html
European Security Threatened by Escalating Hybrid Warfare

https://oilprice.com/Geopolitics/International/European-Security-Threatened-by-Escalating-Hybrid-
Warfare.html
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Islamic scholar’s ‘fatwa’ criticising October 7 attack echoes growing unhappiness

in Gaza towards Hamas
Julian Hargreaves — The Conversation: 15 November 2024

An Islamic scholar in Gaza has issued a legal ruling — or fatwa — denouncing the October
7, 2023, attack on Israel by Hamas. Salman al-Dayah’s fatwa condemned Hamas’ actions for
violating Islamic principles governing jihad because they harmed Israeli and Gazan civilians.

https://theconversation.com/islamic-scholars-fatwa-criticising-october-7-attack-echoes-growing-
unhappiness-in-gaza-towards-hamas-243492

For more on this theme:
Hezbollah says Israel ‘cannot impose conditions on us’ as ceasefire talks continue

https://www.abc.net.au/news/2024-11-21/hezbollah-israel-border-ceasefire-conditions-
continue/104627512

Israeli strike in Beirut kills five as Lebanon, Hezhollah accept US ceasefire proposal

https://www.reuters.com/world/middle-east/us-envoy-expected-beirut-tuesday-ceasefire-
talks-2024-11-18/

Hezhollah chief says it reviewed truce proposal, ceasefire in Israel’s hands

https://www.reuters.com/world/middle-east/hezbollah-chief-says-it-reviewed-truce-proposal-ceasefire-
israels-hands-2024-11-20/

A US envoy says an Israel-Hezbollah truce is ‘within our grasp.’ But there was
no optimism for Gaza

https://apnews.com/article/israel-palestinians-hamas-war-lebanon-hezbollah-iran-11-19-2024-
a76670f9373598edd964139280ebab0c

Will Russia play any role in a Lebanon-Israel ceasefire deal?
https://www.newarab.com/analysis/will-russia-play-any-role-lebanon-israel-ceasefire-cccdeal
n Hamas: No hostages-for-prisoners swap deal with Israel unless Gaza war ends

https://www.reuters.com/world/middle-east/hamas-no-hostages-for-prisoners-swap-deal-with-israel-
unless-gaza-war-ends-2024-11-20/

Hopes Fading for an End to the Gaza Conflict
https://thesoufancenter.org/intelbrief-2024-november-19/
ICC issues arrest warrants for Israel’s Netanyahu, Gallant and Hamas leader

https://www.reuters.com/world/icc-issues-arrest-warrants-israels-netanyahu-gallant-hamas-
leader-2024-11-21/

Biden condemns ICC arrest warrants for Israel's Netanyahu, Gallant as 'outrageous'
https://www.yahoo.com/news/biden-condemns-icc-arrest-warrants-085851272.html

ICC arrest warrants for Israel’s Netanyahu and Hamas leader doesn’t mean those
accused will face trial anytime soon

https://theconversation.com/icc-arrest-warrants-for-israels-netanyahu-and-hamas-leader-doesnt-mean-
those-accused-will-face-trial-anytime-soon-244339

Expanded cyberattacks launched by Hamas-linked hackers against Israel

https://www.scworld.com/brief/expanded-cyberattacks-launched-by-hamas-linked-hackers-against-israel-1
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For more on this theme:
Analysis: Israel’s expanding efforts to disrupt Hezbollah'’s supply chain

https://www.longwarjournal.org/archives/2024/1 1/analysis-israels-expanding-efforts-to-disrupt-
hezbollahs-supply-chain.php

Iran, Hezhollah strongholds make Syria a ‘hunting ground’ for Israel — analysis
https://www.jpost.com/middle-east/article-829193

Israel is Trying to Move Beyond Deterrence with Hezhollah
https://www.stimson.org/2024/israel-is-trying-to-move-beyond-deterrence-with-hezbollah/
Hezbollah’s Rockets Remain a Threat Despite Israel’s Crushing Offensive
https://www.nytimes.com/2024/11/20/us/politics/israel-hezbollah-rockets.html
Understanding Israel’s Campaign to Defeat Hezbollah in Lebanon

https://www.understandingwar.org/backgrounder/understanding-israel % E2%80%99s-campaign-defeat-
hezbollah-lebanon

Italy Says Hezhollah Staged UN Base Attack It Had Blamed On Israel

https://www.barrons.com/news/italy-condemns-intolerable-israeli-attack-against-un-force-in-lebanon-
3ele87al

Israel Discovers Hezhollah Stockpiles of Russian Weapons
https://www.fdd.org/analysis/2024/11/19/israel-discovers-hezbollah-stockpiles-of-russian-weapons/
More Than Brute Force Is Needed To Upset Hezbollah’s Financial Network — Analysis

https://www.eurasiareview.com/20112024-more-than-brute-force-is-needed-to-upset-hezbollahs-
financial-network-analysis/

Netanyahu says Israel’s October attack hit a component in Iran nuclear programme

https://www.reuters.com/business/aerospace-defense/netanyahu-says-israels-october-attack-hit-
component-iran-nuclear-programme-2024-11-18/

With Its Conventional Deterrence Diminished, Will Iran Go for the Bomb?
https://www.washingtoninstitute.org/policy-analysis/its-conventional-deterrence-diminished-will-iran-go-bomb
Israel vs Iran and its Proxies: Strategic Stalemate or Peace Settlement?

https://www.rsis.edu.sg/rsis-publication/rsis/israel-vs-iran-and-its-proxies-strategic-stalemate-or-peace-
settlement/

Behind The Iran-Israel Conflict — OpEd

https://www.eurasiareview.com/15112024-behind-the-iran-israel-conflict-oped/
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Russia grinds deeper into Ukraine after 1,000 days of grueling war
Hanna Arhirova — The Associated Press: 17 November 2024

Nearly three years after Russia invaded Ukraine, the outlook is again grim. Russia is expending
huge amounts of weaponry and human life to make small-butsteady territorial gains to the nearly
one-fifth of Ukraine it already controls. Ukraine, meanwhile, is struggling to minimize losses,
maintain morale and convince allies that, with more military aid, it can turn the tide.

https://apnews.com/article/ukraine-russia-war-f7f56e494df1dbbcdec1853001796¢c45

For more on this theme:

Zelensky says he wants Russia-Ukraine war to end by ‘diplomatic means’ in 2025
https://www.france24.com/en/live-news/2024 11 16-zelensky-says-wants-to-end-war-by-diplomacy-next-year
Russian air strikes shake fragile G20 consensus ahead of summit

https://www.reuters.com/world/russian-air-strikes-shake-fragile-g20-consensus-ahead-
summit-2024-11-17/

US says Russia escalated Ukraine conflict by deploying North Koreans

https://www.reuters.com/world/us-says-russia-escalated-ukraine-conflict-by-deploying-north-
koreans-2024-11-18/

Russians Launch New Missile at Dnipro, U.S. Provides Ukraine With New
Tactical Weapons

https://www.defense.gov/News/News-Stories/Article/Article/3975321/russians-launch-new-missile-at-
dnipro-us-provides-ukraine-with-new-tactical-wea/

What does Biden’s decision to allow Ukraine to use longer-range US weapons mean?
https:/apnews.comvarticle/ukraine-russia-war-biden-what-are-atacms-missiles-8d8621321af8c673bd42a5693c2ad 1 f4
Moscow warns US missile authorization may mark new level of involvement in
conflict for Washington
https://abcnews.go.com/International/moscows-warns-us-missile-authorization-mark-new-level/story?id=115960120
Storm Shadows Over Russia: Missile Restrictions Eased as Ukraine Expands Strikes
into Russia

https://thesoufancenter.org/intelbrief-2024-november-22/

Putin says Russia attacked Ukraine with a new missile that he claims the West can’t stop
https://apnews.com/article/russia-ukraine-icbm-attackddnipro-38bOfaf6eed2cef98bdbc9be 1858244
What does Russia’s launch of an ‘experimental’ weapon at Ukraine mean for allies?

https://www.defenseone.com/threats/2024/1 1/what-does-russias-launch-experimental-weapon-ukraine-
mean-allies/401235/

What long-range missile strikes in Russia could mean for Ukraine war

https://www.reuters.com/world/europe/long-range-strikes-against-russia-too-late-save-
ukraine-2024-11-18/

Making the Most of Ukraine’s Freedom to Strike Russia

https://www.rusi.org/explore-our-research/publications/commentary/making-most-ukraines-freedom-
strike-russia
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For more on this theme:

Putin says Moscow ‘has right’ to hit states whose weapons Ukraine uses to strike Russia

https://www.france24.com/en/live-news/20241121-%F0%9F %94 %B4-putin-says-russia-has-right-to-
hit-states-whose-weapons-ukraine-uses-to-strike-russia

Biden’s green light highlights the diminishing power of Putin’s red lines

https://www.atlanticcouncil.org/blogs/ukrainealert/bidens-green-light-highlights-the-diminishing-power-
of-putins-red-lines/

Russia revises nuclear strike threshold against NATO members, Ukraine

https://www.politico.eu/article/russia-vladimir-putin-ramps-up-nuclear-threats-signal-us-ukraine-nato-
missiles-joe-biden/

What Russia’s invasion has cost Ukraine as war reaches 1,000th day

https://www.reuters.com/world/europe/what-russias-invasion-has-cost-ukraine-war-reaches-1000th-
day-2024-11-18/

1,000 days of war in Ukraine, distilled in a single 24-hour span of violence and
resilience
https://apnews.com/article/ukraine-russia-war-1000-days-ade5a60cf2345d69487 1f{85df162d08a
1,000 days of Russia’s full-scale war on Ukraine: 5 facts you need to know

https://civil-protection-humanitarian-aid.ec.europa.eu/news-stories/stories/1000-days-russias-full-scale-
war-ukraine-5-facts-you-need-know_en

‘War of robots’: How 1,000 days of Russia’s invasion of Ukraine spurred an
automation hoom

https://www.reuters.com/world/europe/how-1000-days-conflict-fuelled-robot-wars-between-russia-
ukraine-2024-11-18/

Scholz’s Putin call was ‘strategic mistake’, Estonia says
https://www.reuters.com/world/scholzs-putin-call-was-strategic-mistake-estonia-says-2024-11-18/
Russia’s ally Belarus targets hundreds for showing solidarity with Ukraine during the war
https://apnews.comv/article/belarus-lukashenko-ukraine-war-russia-crackdown-2d517139f969c07210faa9d 1f2d2c99b
A Military Strategy for Negotiations in Ukraine
https://www.csis.org/analysis/military-strategy-negotiations-ukraine

Ukraine Symposium — Ukraine, International Law, and Humanitarian Intervention
https:/lieber.westpoint.edu/ukraine-international-law-humanitarian-intervention/

Is Ukraine the Lost Cause? Or Putinism?
https://cepa.org/article/is-ukraine-the-lost-cause-or-putinism/

Putin’s Men Dream of Feasting on Ukraine
https://cepa.org/article/putins-men-dream-of-feasting-on-ukraine/

Bad news mounts for Ukraine across the frontlines. But Russia is under pressure too

https://www.cnn.com/2024/11/16/europe/ukraine-russia-war-frontlines-latest-intl/index.html
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For more on this theme:
The Ukrainian Defense of Pokrovsk Has Compelled Russia to Change Its Approach in
Eastern Ukraine

https://understandingwar.org/backgrounder/ukrainian-defense-pokrovsk-has-compelled-russia-change-
its-approach-eastern-ukraine

Nordic Countries, Eyeing Russia, Dust Off Their Crisis Advice
https://www.nytimes.com/2024/11/19/world/europe/sweden-russia-ukraine-crisis-war-advice.html
Steve Rosenberg: After days of escalation, what will Putin do next?
https://www.bbc.com/news/articles/c62j1g8g45vo

Operation False Target: How Russia plotted to mix a deadly new weapon among
decoy drones in Ukraine

https://apnews.com/article/russia-ukraine-war-drones-thermobaric-bombs-decoy-2f904b04fccbdel 75494 15a974f5a92b
Ukraine at War: Russia targets Ukrainian children and families — opinion
https://www.tuftsdaily.com/article/2024/1 1/ukraine-at-war-russia-targets-ukrainian-children-and-families
Russia is locking up butter as inflation crisis reaches new heights
https://www.cnn.com/2024/11/18/economy/russia-inflation-new-heights-intl-analysis/index.html

How the Ukraine-Russia conflict is driving inflation
https://finance.yahoo.com/video/ukraine-russia-conflict-driving-inflation-172605293.html

Moscow Facing Ever Greater Problems Getting Troops To Fight In Ukraine — Analysis

https://www.eurasiareview.com/20112024-moscow-facing-ever-greater-problems-getting-troops-to-fight-
in-ukraine-analysis/

There Should Not Be a Ceasefire Deal with Russia — opinion
https://jamestown.org/program/there-should-not-be-a-ceasefire-deal-with-russia/

Ukraine Bolsters Missile Production to Increase Defense Independence
https://jamestown.org/program/ukraine-bolsters-missile-production-to-increase-defense-independence/
As ‘Cossack’ Casualties Grow, Ideology Becomes More Important to War Effort
https://jamestown.org/program/as-cossack-casualties-grow-ideology-becomes-more-important-to-war-effort/
A shared struggle: Ukrainians and their volunteer supporters on the front lines

https://www.lowyinstitute.org/the-interpreter/shared-struggle-ukrainians-their-volunteer-supporters-front-lines
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