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 COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC) 

 ORGANIZED CRIME AROUND THE WORLD

IntelBrief: Trafficking Fentanyl and Fish: Mexico’s Most Notorious Gang Collaborates 
with Chinese Organized Criminal Groups
The Soufan Center: 2 July 2024
The United States Department of Justice announced an indictment charging Los Angeles-
based associates of the Sinaloa cartel for conspiring with money laundering networks linked 
to Chinese underground bankers in the U.S. The case highlights the growing collaboration 
between Chinese criminal networks and cartels, extending to the provision of precursor 
chemicals for drug production, as well as cooperation in wildlife trafficking.

https://thesoufancenter.org/intelbrief-2024-july-2/

For more on this theme:
Crime-terror nexus obstructs global fight against illicit drugs
https://phys.org/news/2024-06-crime-terror-nexus-obstructs-global.html

Peru Extortion Scheme Shows How Private Schools Make Easy Targets
https://insightcrime.org/news/peru-extortion-scheme-shows-how-private-schools-make-easy-targets/

What Is Behind Increased Violence in Colombia?
https://insightcrime.org/news/what-is-behind-increased-violence-in-colombia/

Pacific islands are no longer free of organised crime
https://www.aspistrategist.org.au/pacific-islands-are-no-longer-free-of-organised-crime/

 CORRUPTION

Hotbed of corruption: Kenya’s elite have captured the state — unrest is inevitable
Gedion Onyango – The Conversation: 28 June 2024
A strong undercurrent driving anti-tax protests is outrage over theft of public resources 
coupled with the extravagant lifestyles of public servants. There are frustrations that 
President William Ruto also failed to deliver on electoral promises to address corruption. 

https://theconversation.com/hotbed-of-corruption-kenyas-elite-have-captured-the-state-unrest-is-
inevitable-233562

For more on this theme:
Iraq’s banking system blighted by corruption
https://www.thenationalnews.com/news/mena/2024/06/18/iraq-bank-corruption-war/

Kenya’s Crisis Shows the Urgency of African Poverty, Corruption, Debt
https://www.usip.org/publications/2024/06/kenyas-crisis-shows-urgency-african-poverty-corruption-debt

Millions of students at risk: India’s elite exams hit by corruption ‘scam’
https://www.aljazeera.com/news/2024/6/21/millions-of-students-at-risk-indias-elite-exams-hit-by-
corruption-scam

Two Chinese Defense Ministers expelled by Chinese Communist Party for Corruption 
https://www.voanews.com/a/state-media-former-chinese-defense-minister-expelled-from-communist-
party/7675562.html

https://thesoufancenter.org/intelbrief-2024-july-2/
https://phys.org/news/2024-06-crime-terror-nexus-obstructs-global.html
https://insightcrime.org/news/peru-extortion-scheme-shows-how-private-schools-make-easy-targets/
https://insightcrime.org/news/what-is-behind-increased-violence-in-colombia/
https://www.aspistrategist.org.au/pacific-islands-are-no-longer-free-of-organised-crime/ 
https://theconversation.com/hotbed-of-corruption-kenyas-elite-have-captured-the-state-unrest-is-inevitable-233562
https://theconversation.com/hotbed-of-corruption-kenyas-elite-have-captured-the-state-unrest-is-inevitable-233562
https://www.thenationalnews.com/news/mena/2024/06/18/iraq-bank-corruption-war/
https://www.usip.org/publications/2024/06/kenyas-crisis-shows-urgency-african-poverty-corruption-debt
https://www.aljazeera.com/news/2024/6/21/millions-of-students-at-risk-indias-elite-exams-hit-by-corruption-scam
https://www.aljazeera.com/news/2024/6/21/millions-of-students-at-risk-indias-elite-exams-hit-by-corruption-scam
https://www.voanews.com/a/state-media-former-chinese-defense-minister-expelled-from-communist-party/7675562.html
https://www.voanews.com/a/state-media-former-chinese-defense-minister-expelled-from-communist-party/7675562.html
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War on waste: how the EU is tackling illegal shipments to developing countries
European Commission – Euro.news: 4 June 2024
Europe exports millions of tons of waste to developing countries, and not all of it legally. 
Cyril Fourneris explores European Union efforts to combat the illicit trade.

https://www.euronews.com/green/2024/06/04/war-on-waste-how-the-eu-is-tackling-illegal-shipments-
to-developing-countries

For more on this theme:
Malaysia customs reports illegal e-scrap shipments
https://resource-recycling.com/e-scrap/2024/06/27/malaysia-customs-reports-illegal-e-scrap-
shipments/

Massive e-Waste Seizure In Malaysia Follows Tip-Off From Global Waste 
Watchdog Group
https://www.eurasiareview.com/27062024-massive-e-waste-seizure-in-malaysia-follows-tip-off-from-
global-waste-watchdog-group/

Photojournalism award dedicated to spiraling problem of e-waste in Ghana
https://www.euronews.com/culture/2024/07/05/photojournalism-award-dedicated-to-spiraling-problem-
of-e-waste-in-ghana

 DRUG TRAFFICKING

Houthi drug trade fuels instability in Yemen and the Middle East
Share America: 24 June 2024
Houthi militants in Yemen are funding their attacks in the Red Sea with an international 
drug-trafficking operation.

https://share.america.gov/houthi-drug-trade-fuels-instability-in-yemen-middle-east/

For more on this theme:
World Drug Day: Strengthening Maritime Security
https://www.unodc.org/easternafrica/en/Stories/world-drug-day_-strengthening-maritime-security.html 

Cambodia burns $70 million of seized illegal drugs while urging public education 
about their danger
https://apnews.com/article/cambodia-illegal-drug-burning-methamphetamine-heroin-64e88074e819ae
3c4bbfd2179d877d06

‘The cocaine superhighway’: how death and destruction mark drug’s path from South 
America to Europe
https://www.theguardian.com/global-development/ng-interactive/2024/jun/12/the-cocaine-
superhighway-how-death-and-destruction-mark-drugs-path-from-south-america-to-europe

As Taliban Poppy Ban Continues, Afghan Poverty Deepens
https://www.usip.org/publications/2024/06/taliban-poppy-ban-continues-afghan-poverty-deepens

Oceania’s spike in synthetic drug markets
https://globalinitiative.net/analysis/oceanias-spike-in-synthetic-drug-markets/

 WASTE TRAFFICKING

https://www.euronews.com/green/2024/06/04/war-on-waste-how-the-eu-is-tackling-illegal-shipments-to-developing-countries
https://www.euronews.com/green/2024/06/04/war-on-waste-how-the-eu-is-tackling-illegal-shipments-to-developing-countries
https://resource-recycling.com/e-scrap/2024/06/27/malaysia-customs-reports-illegal-e-scrap-shipments/
https://resource-recycling.com/e-scrap/2024/06/27/malaysia-customs-reports-illegal-e-scrap-shipments/
https://www.eurasiareview.com/27062024-massive-e-waste-seizure-in-malaysia-follows-tip-off-from-global-waste-watchdog-group/
https://www.eurasiareview.com/27062024-massive-e-waste-seizure-in-malaysia-follows-tip-off-from-global-waste-watchdog-group/
https://www.euronews.com/culture/2024/07/05/photojournalism-award-dedicated-to-spiraling-problem-of-e-waste-in-ghana
https://www.euronews.com/culture/2024/07/05/photojournalism-award-dedicated-to-spiraling-problem-of-e-waste-in-ghana
https://share.america.gov/houthi-drug-trade-fuels-instability-in-yemen-middle-east/
https://www.unodc.org/easternafrica/en/Stories/world-drug-day_-strengthening-maritime-security.html
https://apnews.com/article/cambodia-illegal-drug-burning-methamphetamine-heroin-64e88074e819ae3c4bbfd2179d877d06
https://apnews.com/article/cambodia-illegal-drug-burning-methamphetamine-heroin-64e88074e819ae3c4bbfd2179d877d06
https://www.theguardian.com/global-development/ng-interactive/2024/jun/12/the-cocaine-superhighway-how-death-and-destruction-mark-drugs-path-from-south-america-to-europe
https://www.theguardian.com/global-development/ng-interactive/2024/jun/12/the-cocaine-superhighway-how-death-and-destruction-mark-drugs-path-from-south-america-to-europe
https://www.usip.org/publications/2024/06/taliban-poppy-ban-continues-afghan-poverty-deepens
https://globalinitiative.net/analysis/oceanias-spike-in-synthetic-drug-markets/


Return to Table of Contents4

Smoke on the horizon: Trends in arms trafficking from the conflict in Ukraine
Global Initiative Against Transnational Organized Crime: 18 June 2024
The influx of weapons after Russia’s invasion in 2022 added to an already large reservoir of 
weapons in Ukraine, raised concern over their spread to criminals in Western Europe and the 
possible effect on organized crime.

https://globalinitiative.net/analysis/trends-arms-trafficking-conflict-ukraine-russia-monitor/

For more on this theme:
Rights expert urges banks to stop financing Myanmar junta weapons trade 
https://news.un.org/en/story/2024/06/1151541

Angola Reaffirms Commitment to Combat Illicit Trade in Small Arms
https://www.angop.ao/en/noticias/politica/pais-reafirma-empenho-na-prevencao-do-comercio-ilicito-de-
armas-ligeiras/ 

How illegal arms proliferation, porous borders fester insecurity in Nigeria – 
Stakeholders
https://www.icirnigeria.org/how-illegal-arms-proliferation-porous-borders-fester-insecurity-in-nigeria-
stakeholders/

Paradise lost? Firearms trafficking and violence in Ecuador
https://globalinitiative.net/analysis/firearms-trafficking-and-violence-in-ecuador/

 TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

Economic and Environmental Consequences of Illegal Fishing in Asia
Earth.org: 27 June 2024
The transnational organized crime has damaged the environment, endangered the food 
security and livelihoods of local populations, and led to human rights violations.

https://earth.org/economic-and-environmental-consequences-of-illegal-fishing-in-asia/

For more on this theme:
Unlikely wild animals are being smuggled into US ports: Corals
https://www.hawaiitribune-herald.com/2024/06/25/nation-world-news/unlikely-wild-animals-are-being-
smuggled-into-us-ports-corals/

History repeats as logging linked to Cambodian hydropower dam in Cardamoms
https://news.mongabay.com/2024/06/history-repeats-as-logging-linked-to-cambodian-hydropower-dam-
in-cardamoms/

Illegal Logging In Africa Is A Threat To Security
https://menafn.com/1108365247/Illegal-Logging-In-Africa-Is-A-Threat-To-Security

The Dark Side of China’s Distant Water Fishing Industry
https://tippinsights.com/the-dark-side-of-chinas-distant-water-fishing-industry/

Fishing Vessels Spend Years at Sea Without Oversight, New Oceana Analysis Finds
https://fox4kc.com/business/press-releases/globenewswire/9168962/fishing-vessels-spend-years-at-sea-
without-oversight-new-oceana-analysis-finds/

 ARMS TRAFFICKING

https://globalinitiative.net/analysis/trends-arms-trafficking-conflict-ukraine-russia-monitor/ 
https://news.un.org/en/story/2024/06/1151541
https://www.angop.ao/en/noticias/politica/pais-reafirma-empenho-na-prevencao-do-comercio-ilicito-de-armas-ligeiras/
https://www.angop.ao/en/noticias/politica/pais-reafirma-empenho-na-prevencao-do-comercio-ilicito-de-armas-ligeiras/
https://www.icirnigeria.org/how-illegal-arms-proliferation-porous-borders-fester-insecurity-in-nigeria-stakeholders/
https://www.icirnigeria.org/how-illegal-arms-proliferation-porous-borders-fester-insecurity-in-nigeria-stakeholders/
https://globalinitiative.net/analysis/firearms-trafficking-and-violence-in-ecuador/
https://earth.org/economic-and-environmental-consequences-of-illegal-fishing-in-asia/
https://www.hawaiitribune-herald.com/2024/06/25/nation-world-news/unlikely-wild-animals-are-being-smuggled-into-us-ports-corals/
https://www.hawaiitribune-herald.com/2024/06/25/nation-world-news/unlikely-wild-animals-are-being-smuggled-into-us-ports-corals/
https://news.mongabay.com/2024/06/history-repeats-as-logging-linked-to-cambodian-hydropower-dam-in-cardamoms/
https://news.mongabay.com/2024/06/history-repeats-as-logging-linked-to-cambodian-hydropower-dam-in-cardamoms/
https://menafn.com/1108365247/Illegal-Logging-In-Africa-Is-A-Threat-To-Security
https://tippinsights.com/the-dark-side-of-chinas-distant-water-fishing-industry
https://fox4kc.com/business/press-releases/globenewswire/9168962/fishing-vessels-spend-years-at-sea-without-oversight-new-oceana-analysis-finds/
https://fox4kc.com/business/press-releases/globenewswire/9168962/fishing-vessels-spend-years-at-sea-without-oversight-new-oceana-analysis-finds/
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Global collaboration vital in the fight against counterfeiting
Phil Lewis – World Trademark Review: 24 June 2024
The most recent joint report on the overall scope and scale of intellectual property crime 
estimated that the volume of international trade in counterfeit and pirated products 
amounted to a staggering $464 billion, or 2.5% of world trade. 

https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/
article/global-collaboration-vital-in-the-fight-against-counterfeiting

For more on this theme:
How to scale anti-counterfeiting to thousands of cases annually
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/
article/how-scale-anti-counterfeiting-thousands-of-cases-annually

United States: How a multi-pronged legislative approach is curbing the online 
trade in fakes
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/
article/united-states-how-multi-pronged-legislative-approach-curbing-the-online-trade-in-fakes

Purdue patents edible anti-counterfeit tech for pharma
https://www.securingindustry.com/pharmaceuticals/purdue-patents-edible-ant-counterfeit-tech-for-
pharma/s40/a16138/

South Africa: Targeted law is already scoring big wins against domestic fakes
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/
article/south-africa-targeted-law-already-scoring-big-wins-against-domestic-fakes

 HUMAN TRAFFICKING AND MIGRANT SMUGGLING

Rescued: Collaborating to save trafficked and abused children
Ana Ernesto – UNICEF: 21 June 2024
Authorities and institutions in Guinea-Bissau are engaged to respond and collect data on 
violence against children with United Nations agencies’ support through the Peacebuilding 
Fund.

https://www.unicef.org/guineabissau/stories/rescued-collaborating-save-trafficked-and-abused-children

For more on this theme:
A Legal Framework Analysis Of ASEAN International Agreement On Human Trafficking: 
Challenges And Opportunities For Regional Cooperation
https://www.eurasiareview.com/27062024-a-legal-framework-analysis-of-asean-international-
agreement-on-human-trafficking-challenges-and-opportunities-for-regional-cooperation/ 

NIA Uncovers Human Trafficking Horror: Indian Techies Trapped in Laos Scam
https://www.the420.in/nia-international-human-trafficking-cyber-fraud-case/

How to stop governments from trafficking people
https://www.atlanticcouncil.org/blogs/new-atlanticist/how-to-stop-governments-from-trafficking-people/

Human trafficking report reveals ‘growing role of digital technology’
https://www.upi.com/Top_News/US/2024/06/24/state-department-human-trafficking-
report/1431719263243/

 INTELLECTUAL PROPERTY CRIME AND CURRENCY COUNTERFEITING

https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/article/global-collaboration-vital-in-the-fight-against-counterfeiting
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/article/global-collaboration-vital-in-the-fight-against-counterfeiting
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/article/how-scale-anti-counterfeiting-thousands-of-cases-annually
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/article/how-scale-anti-counterfeiting-thousands-of-cases-annually
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/article/united-states-how-multi-pronged-legislative-approach-curbing-the-online-trade-in-fakes/
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/article/united-states-how-multi-pronged-legislative-approach-curbing-the-online-trade-in-fakes/
https://www.securingindustry.com/pharmaceuticals/purdue-patents-edible-ant-counterfeit-tech-for-pharma/s40/a16138/
https://www.securingindustry.com/pharmaceuticals/purdue-patents-edible-ant-counterfeit-tech-for-pharma/s40/a16138/
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/article/south-africa-targeted-law-already-scoring-big-wins-against-domestic-fakes
https://www.worldtrademarkreview.com/guide/anti-counterfeiting-and-online-brand-enforcement/2024/article/south-africa-targeted-law-already-scoring-big-wins-against-domestic-fakes
https://www.unicef.org/guineabissau/stories/rescued-collaborating-save-trafficked-and-abused-children
https://www.eurasiareview.com/27062024-a-legal-framework-analysis-of-asean-international-agreement-on-human-trafficking-challenges-and-opportunities-for-regional-cooperation/  
https://www.eurasiareview.com/27062024-a-legal-framework-analysis-of-asean-international-agreement-on-human-trafficking-challenges-and-opportunities-for-regional-cooperation/  
https://www.the420.in/nia-international-human-trafficking-cyber-fraud-case/ 
https://www.atlanticcouncil.org/blogs/new-atlanticist/how-to-stop-governments-from-trafficking-people/ 
https://www.upi.com/Top_News/US/2024/06/24/state-department-human-trafficking-report/1431719263243/ 
https://www.upi.com/Top_News/US/2024/06/24/state-department-human-trafficking-report/1431719263243/ 
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 PROGRAM ON CYBER SECURITY STUDIES (PCSS)

 INTERNET GOVERNANCE AND ARTIFICIAL INTELLIGENCE REGULATION

Forum: Global impact of the EU AI Act
Rabihah Butler – Reuters: 24 June 2024
Companies that conduct business in the European Union need to prepare now to get into 
compliance with the new Artificial Intelligence Act.

https://www.thomsonreuters.com/en-us/posts/corporates/forum-eu-ai-act-impact/

For more on this theme:
(Global) Connecting the dots: AI is eating the web that enabled it
https://www.brookings.edu/articles/connecting-the-dots-ai-is-eating-the-web-that-enabled-it/

(UK) AI regulation in the UK: Will the next government introduce AI legislation?
https://www.nortonrosefulbright.com/en/knowledge/publications/859fb86d/ai-regulation-in-the-uk

(Brazil) The race for AI regulation in Brazil
https://brazilian.report/opinion/2024/06/25/race-ai-regulation-brazil/  

(Global) AI Regulation Increases Certainty — but for Whom?
https://www.aei.org/technology-and-innovation/ai-regulation-increases-certainty-but-for-whom/

(Global) Here’s how Google thinks AI should be regulated
https://mashable.com/article/heres-how-google-thinks-ai-should-be-regulated

 INTERNET FREEDOM

Legal Changes Shrinking Online Freedoms in Bosnia, BIRN Report Warns
Azem Kurtic – Balkan Insight: 26 June 2024
A report highlights how legal changes have restricted the ability of social media groups to act 
as tools to mobilise grassroots campaigns.

https://balkaninsight.com/2024/06/26/legal-changes-shrinking-online-freedoms-in-bosnia-birn-report-warns/

For more on this theme:
(Global) Proton VPN Expands its Anti-Censorship Program to More Countries
https://www.howtogeek.com/proton-vpn-expands-anti-censorship-program/ 

(China, Burma) Activists accuse 2 Chinese companies of helping junta control 
the internet
https://www.rfa.org/english/news/myanmar/china-helping-junta-to-control-internet-with-censorship-and-
location-tracking-06242024141339.html

(Global) Why censoring history doesn’t work in the age of internet
https://www.msn.com/en-in/entertainment/news/why-censoring-history-doesn-t-work-in-the-age-of-
internet/ar-BB1oPkVi

(Indonesia) Indonesia is trying to block LGBTQIA content from the internet
https://restofworld.org/2024/indonesia-broadcasting-law-lgbtqia/

https://www.thomsonreuters.com/en-us/posts/corporates/forum-eu-ai-act-impact/ 
https://www.brookings.edu/articles/connecting-the-dots-ai-is-eating-the-web-that-enabled-it/ 
https://www.nortonrosefulbright.com/en/knowledge/publications/859fb86d/ai-regulation-in-the-uk 
https://brazilian.report/opinion/2024/06/25/race-ai-regulation-brazil
https://www.aei.org/technology-and-innovation/ai-regulation-increases-certainty-but-for-whom/ 
https://mashable.com/article/heres-how-google-thinks-ai-should-be-regulated
https://balkaninsight.com/2024/06/26/legal-changes-shrinking-online-freedoms-in-bosnia-birn-report-warns/ 
https://www.howtogeek.com/proton-vpn-expands-anti-censorship-program/  
https://www.rfa.org/english/news/myanmar/china-helping-junta-to-control-internet-with-censorship-and-location-tracking-06242024141339.html
https://www.rfa.org/english/news/myanmar/china-helping-junta-to-control-internet-with-censorship-and-location-tracking-06242024141339.html
https://www.msn.com/en-in/entertainment/news/why-censoring-history-doesn-t-work-in-the-age-of-internet/ar-BB1oPkVi 
https://www.msn.com/en-in/entertainment/news/why-censoring-history-doesn-t-work-in-the-age-of-internet/ar-BB1oPkVi 
https://restofworld.org/2024/indonesia-broadcasting-law-lgbtqia/ 
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 CYBER CRITICAL INFRASTRUCTURE

Cyberattackers are using more new malware, attacking critical infrastructure
Lynn Greiner – CSO: 27 June 2024
From January to March 2024, there was a 40% increase in new malware over the previous 
reporting period, with critical infrastructure the biggest target, according to BlackBerry’s 
Global Threat Intelligence Report.

https://www.csoonline.com/article/2508092/cyberattackers-are-using-more-new-malware-attacking-
critical-infrastructure.html

For more on this theme:
(U.S.) Breaking Down the Strategic Guidance and National Priorities for U.S Critical 
Infrastructure Security and Resilience
https://industrialcyber.co/expert/breaking-down-the-strategic-guidance-and-national-priorities-for-u-s-
critical-infrastructure-security-and-resilience/

(U.S.) CISA updates MTS Guide with enhanced tools for resilience assessment in 
maritime infrastructure
https://industrialcyber.co/transport/cisa-updates-mts-guide-with-enhanced-tools-for-resilience-
assessment-in-maritime-infrastructure/

(Global) Addressing Misinformation in Critical Infrastructure Security
https://www.darkreading.com/cyber-risk/addressing-misinformation-in-critical-infrastructure-security 

(UK) The urgent need to protect UK critical infrastructure
https://www.strategic-risk-global.com/energy-power-and-utilities/the-urgent-need-to-protect-uk-critical-
infrastructure/1452250.article

 CYBER STRATEGY AND WARFARE

Advancing National Defense: Lessons from the Pentagon’s Cyber Strategy
Kevin Paige – C4ISRNET: 25 June 2024
The prominence of cybersecurity and cyber defense as paramount elements of U.S. national 
security took a significant step forward as demonstrated through the 2023 Cyber Strategy of 
the Department of Defense. 

https://www.c4isrnet.com/opinion/2024/06/25/advancing-national-defense-lessons-from-the-
pentagons-cyber-strategy/

For more on this theme:
(China) Bug Bounty Programs, Hacking Contests Power China’s Cyber Offense
https://www.darkreading.com/cybersecurity-operations/bug-bounty-programs-hacking-contests-power-
chinas-cyber-offense 

(U.S.) How AI Might Affect Decisionmaking in a National Security Crisis
https://carnegieendowment.org/research/2024/06/artificial-intelligence-national-security-crisis?lang=en

(U.S.) US military project aims to prevent hackers targeting satellites and recognises 
rising threat of cyberattacks in space
https://theconversation.com/us-military-project-aims-to-prevent-hackers-targeting-satellites-and-
recognises-rising-threat-of-cyberattacks-in-space-233028

https://www.csoonline.com/article/2508092/cyberattackers-are-using-more-new-malware-attacking-critical-infrastructure.html 
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 STATE-SPONSORED CYBERATTACKS

China-Sponsored Attackers Target 40K Corporate Users in 90 Days
Elizabeth Montalbano – Dark Reading: 27 June 2024
The attacks infiltrate enterprise networks through browsers and show an evolution in tactics 
from well-resourced state-sponsored actors.

https://www.darkreading.com/threat-intelligence/china-sponsored-attackers-40k-corporate-users

For more on this theme:
(Canada, Global) Cyber insurers cautioned about state-sponsored cyberattacks
https://www.canadianunderwriter.ca/claims/cyber-insurers-cautioned-about-state-sponsored-
cyberattacks-1004247736/

(Russia, Global) Microsoft says more customer emails accessed by 
Russian hackers – media
https://cybernews.com/security/microsoft-hack-emails-russia-midnight-blizzard/

(China, U.S.) Chinese cyber-espionage unit on US hacking spree
https://guardian.ng/chinese-cyber-espionage-unit-on-us-hacking-spree/

(U.S., Global) Protecting America’s cybersecurity demands showing our teeth
https://cyberscoop.com/cyber-deterrence-russia-china/

(China) Chinese Espionage Group “ChamelGang” Uses Attacks for Disruption 
and Data Theft
https://hackread.com/chinese-espionage-group-chamelgang-data-theft/

 CYBERCRIME

Stronger police resources needed to combat cybercrimes, Says Lam Thye
Farik Zolkepli – The Star: 22 June 2024
More effort should be made to properly equip Malaysian police to successfully tackle the 
threat, especially scams, he says.

https://www.thestar.com.my/news/nation/2024/06/22/stronger-police-resources-needed-to-combat-
cybercrimes-says-lam-thye

For more on this theme:
(Global) Cybercrime, a rising threat to nations worldwide
https://www.deccanchronicle.com/technology/cybercrime-a-rising-threat-to-nations-worldwide-900988

(India) Con-spiracy calling: From deepfakes to innovative financial scams, how 
cybercrime landscape is evolving
https://timesofindia.indiatimes.com/city/ahmedabad/con-spiracy-calling-from-deepfakes-to-innovative-
financial-scams-how-cybercrime-landscape-is-evolving/articleshow/111201005.cms

(Global) Gigamon research reveals 20% rise in cybercrime
https://www.enterprisetimes.co.uk/2024/06/26/gigamon-research-reveals-20-rise-in-cybercrime/

(Global) SA Asks: Is cybercrime increasing or just getting more attention?
https://www.msn.com/en-us/news/technology/sa-asks-is-cybercrime-increasing-or-just-getting-more-
attention/ar-BB1oHRKy?ocid=BingNewsVerp
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 RANSOMWARE

ChamelGang & Friends | Cyberespionage Groups Attacking Critical Infrastructure 
with Ransomware
Aleksandar Milenkoski and Julian-Ferdinand Vögele – Sentinel Labs: 26 June 2024
Threat actors are engaging in an increasingly disturbing trend of using ransomware as a 
final stage in their operations for the purposes of financial gain, disruption, distraction, 
misattribution or removal of evidence.

https://www.sentinelone.com/labs/chamelgang-attacking-critical-infrastructure-with-ransomware/

For more on this theme:
(Global) Report shows manufacturers pay a heavy price for ransomware attacks
https://www.digitalcommerce360.com/2024/06/25/report-manufacturers-pay-heavy-price-for-
ransomware-attacks/

(U.S.) How Seattle Public Library’s cyberattack impacts patrons, students
https://crosscut.com/news/2024/06/how-seattle-public-librarys-cyberattack-impacts-patrons-students

(China, Global) Chinese hackers are increasingly deploying ransomware, 
researchers say
https://cyberscoop.com/chinese-hackers-are-increasingly-deploying-ransomware-researchers-say/

(Global) Global ransomware attacks deployed by suspected China-, 
North Korea-linked hackers
https://www.scmagazine.com/brief/global-ransomware-attacks-deployed-by-suspected-china-north-
korea-linked-hackers

(South Africa) Ransomware disrupts South Africa’s national health lab
https://www.scmagazine.com/brief/ransomware-disrupts-south-africas-national-health-lab

 CYBER RESILIENCE

Cyber resilience — what is it and how can you achieve it? The experts’ view
Chris Middleton Profile picture for user cmiddleton – Diginomica: 24 June 2024
What’s the difference between cybersecurity and resilience? A panel of experts sets out the 
key issues. 

https://diginomica.com/cyber-resilience-what-it-and-how-can-you-achieve-it-experts-view

For more on this theme:
(Global) Dynamic Computing Calls for Cyber Resilience, Not Just Security
https://www.darkreading.com/cybersecurity-operations/dynamic-computing-calls-for-cyber-resilience-
not-just-security

(Global) Report Finds Cyber Maturity Still a Problem Across Businesses
https://australiancybersecuritymagazine.com.au/report-finds-cyber-maturity-still-a-problem-across-
businesses/

(Global) Tackle AI and Cyber Resiliency With Industry-first Innovations
https://www.cdotrends.com/story/4075/tackle-ai-and-cyber-resiliency-industry-first-
innovations?refresh=auto
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 PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

 TERRORISM AROUND THE WORLD

Can AI help counter terrorism?
Warisha Rashid – The International News: 24 June 2024
Machine learning, a subset of artificial intelligence, focuses on algorithms that can improve 
the performance of specific tasks by learning from given data.

https://www.thenews.com.pk/print/1202886-can-ai-help-counter-terrorism

For more on this theme:
A decade after the Islamic State group declared a caliphate, it’s defeated but 
remains lethal
https://apnews.com/article/islamic-state-caliphate-10th-anniversary-iraq-syria-e25a9ca36ef9c0ed8f74
3ac9584d50f9

Ten Years Ago, ISIS Seized Power and Territory. What’s Happened Since?
https://www.pbs.org/wgbh/frontline/article/ten-years-ago-isis-seized-power-and-territory-whats-
happened-since/

Al Qaeda’s enduring challenge: A vision of victory over America
https://www.longwarjournal.org/archives/2024/06/al-qaedas-enduring-challenge-a-vision-of-victory-over-
america.php

Al Qaeda’s leader has a new rallying cry. We should listen.
https://www.fdd.org/podcasts/2024/06/19/al-qaedas-leader-has-a-new-rallying-cry-we-should-listen/

Shabaab advertises creation of “special forces” unit
https://www.longwarjournal.org/archives/2024/06/shabaab-advertises-creation-of-special-forces-unit.php

Somalia Faces Critical Threat as Islamic State Group Expands in Puntland
https://adf-magazine.com/2024/06/somalia-faces-critical-threat-as-islamic-state-group-expands-in-
puntland/

ICC convicts al-Qaeda-linked leader of war crimes in Mali’s Timbuktu
https://www.aljazeera.com/news/2024/6/26/icc-convicts-al-qaeda-linked-leader-of-war-crimes-in-malis-
timbuktu

Officials highlight ongoing terrorist threats and dire humanitarian needs in Somalia
https://news.un.org/en/story/2024/06/1151396

Top US general says Islamic jihadist terrorism in Africa has soared tenfold 
over 26 years
https://www.foxnews.com/world/top-us-general-says-islamic-jihadist-terrorism-in-africa-has-soared-
tenfold-over-26-years

‘Urgency’ needed on terrorism threats, ex-CIA official says
https://www.politico.com/news/2024/06/23/cia-terrorism-threats-us-00164591

“Risks of nuclear terrorism are high and growing.” New tools, alliances, renewed 
focus needed, group led by Northeastern expert recommends.
https://cssh.northeastern.edu/risks-of-nuclear-terrorism-are-high-and-growing-new-tools-alliances-
renewed-focus-needed-group-led-by-northeastern-expert-recommends/

https://www.thenews.com.pk/print/1202886-can-ai-help-counter-terrorism 
https://apnews.com/article/islamic-state-caliphate-10th-anniversary-iraq-syria-e25a9ca36ef9c0ed8f743ac9584d50f9 
https://apnews.com/article/islamic-state-caliphate-10th-anniversary-iraq-syria-e25a9ca36ef9c0ed8f743ac9584d50f9 
https://www.pbs.org/wgbh/frontline/article/ten-years-ago-isis-seized-power-and-territory-whats-happened-since
https://www.pbs.org/wgbh/frontline/article/ten-years-ago-isis-seized-power-and-territory-whats-happened-since
https://www.longwarjournal.org/archives/2024/06/al-qaedas-enduring-challenge-a-vision-of-victory-over-america.php 
https://www.longwarjournal.org/archives/2024/06/al-qaedas-enduring-challenge-a-vision-of-victory-over-america.php 
https://www.fdd.org/podcasts/2024/06/19/al-qaedas-leader-has-a-new-rallying-cry-we-should-listen/ 
https://www.longwarjournal.org/archives/2024/06/shabaab-advertises-creation-of-special-forces-unit.php 
https://adf-magazine.com/2024/06/somalia-faces-critical-threat-as-islamic-state-group-expands-in-puntland/ 
https://adf-magazine.com/2024/06/somalia-faces-critical-threat-as-islamic-state-group-expands-in-puntland/ 
https://www.aljazeera.com/news/2024/6/26/icc-convicts-al-qaeda-linked-leader-of-war-crimes-in-malis-timbuktu
https://www.aljazeera.com/news/2024/6/26/icc-convicts-al-qaeda-linked-leader-of-war-crimes-in-malis-timbuktu
https://news.un.org/en/story/2024/06/1151396
https://www.foxnews.com/world/top-us-general-says-islamic-jihadist-terrorism-in-africa-has-soared-tenfold-over-26-years
https://www.foxnews.com/world/top-us-general-says-islamic-jihadist-terrorism-in-africa-has-soared-tenfold-over-26-years
https://www.politico.com/news/2024/06/23/cia-terrorism-threats-us-00164591 
https://cssh.northeastern.edu/risks-of-nuclear-terrorism-are-high-and-growing-new-tools-alliances-renewed-focus-needed-group-led-by-northeastern-expert-recommends/
https://cssh.northeastern.edu/risks-of-nuclear-terrorism-are-high-and-growing-new-tools-alliances-renewed-focus-needed-group-led-by-northeastern-expert-recommends/


Return to Table of Contents11

Germany’s new law backs deportations for terrorism praise
https://www.dw.com/en/german-cabinet-backs-deportations-for-praise-of-terrorism/a-69480819

Islamist terror attack is top fear for Paris 2024 Olympics, police chief says
https://www.politico.eu/article/french-police-islamist-terror-attack-summer-olympics-paris/ 

Threat of ISIS Remains Present in Syria
https://www.hstoday.us/subject-matter-areas/counterterrorism/threat-of-isis-remains-present-in-syria/

Lost Childhoods: The Ongoing Plight of Children in Detention Camps in 
Northeast Syria
https://www.icct.nl/publication/lost-childhoods-ongoing-plight-children-detention-camps-northeast-syria

The Caliphate Complaint Box: Stories of Islamic State Governance in the Words of 
Those Who Lived It
https://ctc.westpoint.edu/the-caliphate-complaint-box-stories-of-islamic-state-governance-in-the-words-
of-those-who-lived-it/

The Threat Matrix Facing the Paris Olympics
https://ctc.westpoint.edu/the-threat-matrix-facing-the-paris-olympics/

Protecting Major Sporting Events from Terrorism: Considerations for the Paris 
Olympics and Beyond
https://ctc.westpoint.edu/protecting-major-sporting-events-from-terrorism-considerations-for-the-paris-
olympics-and-beyond/

The Digital Weaponry of Radicalisation: AI and the Recruitment Nexus
https://gnet-research.org/2024/07/04/the-digital-weaponry-of-radicalisation-ai-and-the-recruitment-
nexus/

ISKP’s Latest Campaign: Expanded Propaganda and External Operations
https://gnet-research.org/2024/06/27/iskps-latest-campaign-expanded-propaganda-and-external-
operations/

The Dark Web as Enabler of Terrorist Activities
https://www.orfonline.org/research/the-dark-web-as-enabler-of-terrorist-activities

Jihad is back and has plenty of willing recruits
https://www.thepost.co.nz/world-news/350330070/jihad-back-and-has-plenty-willing-recruits

The Taliban Host Terrorist Groups: Four New Settlements Built for Al-Qaeda and TTP
https://8am.media/eng/the-taliban-host-terrorist-groups-four-new-settlements-built-for-al-qaeda-and-ttp/

Al-Qaeda linked group Jemaah Islamiyah behind Bali bombings to disband: Report
https://english.alarabiya.net/News/world/2024/07/04/al-qaeda-linked-group-jemaah-islamiyah-behind-
bali-bombings-to-disband-report

The Crucial Role of Open Source Data In Combating Terrorism: Unveiling GTTAC 
and GRID
https://www.hstoday.us/featured/the-crucial-role-of-open-source-data-in-combating-terrorism-unveiling-
gttac-and-grid/

The terrorism threat to the 2024 Paris Olympics: Learning from the past to 
understand the present 
https://www.icct.nl/publication/terrorism-threat-2024-paris-olympics-learning-past-understand-present

TERRORISM AROUND THE WORLD
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 GRAY ZONE DYNAMICS AND INFORMATION OPERATIONS

Russia wants to confront NATO but dares not fight it on the battlefield — so it’s 
waging a hybrid war instead
Ivana Kottasová – CNN: 30 June 2024
Multiple hacking and spying incidents have been reported in European countries. The 
seemingly random attacks have one thing in common: They are all linked to Russia, 
according to local officials. Taken together, the incidents amount to what security experts say 
is Russia’s hybrid war on the West.

https://www.cnn.com/2024/06/30/europe/russia-hybrid-war-nato/index.html

For more on this theme:
Taiwan reports large Chinese incursion as tensions escalate
https://www.aninews.in/news/world/asia/taiwan-reports-large-chinese-incursion-as-tensions-
escalate20240625075930/

Chinese ‘monster’ ship reinforces nine-dash line in South China Sea
https://www.benarnews.org/english/news/philippine/chinese-monster-ship-reinforces-nine-dash-
line-06272024084422.html

China’s New Info Warriors: The Information Support Force Emerges
https://warontherocks.com/2024/06/chinas-new-info-warriors-the-information-support-force-emerges/

What history can teach us about combating disinformation problems of today
https://www.wpr.org/news/history-combat-disinformation-misinformation-daniel-lawrence-social-media

Supreme Court allows White House to press social media companies to remove 
disinformation
https://www.cnn.com/2024/06/26/politics/social-media-disinformation-supreme-court-ruling/index.html

African governments express rising alarm about Russian disinformation
https://www.defenseone.com/threats/2024/06/african-governments-express-rising-alarm-about-russian-
disinformation/397707/

UN launches recommendations for urgent action to curb harm from spread of mis- 
and disinformation and hate speech
https://www.un.org/sustainabledevelopment/blog/2024/06/global-principles-information-integrity-launch/

Kremlin Disinformation Campaign Advances in Latin America
https://dialogo-americas.com/articles/kremlin-disinformation-campaign-advances-in-latin-america/

Russia boosts disinformation campaign targeting US, Ukraine
https://www.polygraph.info/a/7676009.html

Poland has been fighting Russian disinformation since the first trains of refugees 
arrived from Ukraine. It’s morphing into sabotage
https://www.abc.net.au/news/2024-06-22/poland-russian-disinformation-ukraine-refugees-war-
sabotage/104005876

EU needs to help Moldova fight Russian disinfo attacks
https://euobserver.com/eu-political/arddf59232 

China employing ‘gray zone tactics’ at contested Second Thomas Shoal, Lowy 
Institute’s Yaacob says
https://www.cnbc.com/2024/06/24/china-employing-gray-zone-tactics-at-the-contested-shoal-expert.html

https://www.cnn.com/2024/06/30/europe/russia-hybrid-war-nato/index.htm
https://www.aninews.in/news/world/asia/taiwan-reports-large-chinese-incursion-as-tensions-escalate20240625075930
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How to equip the US Coast Guard against China’s grey-zone operations
https://www.aspistrategist.org.au/how-to-equip-the-us-coast-guard-against-chinas-grey-zone-operations/

China’s hegemonic ambitions, brazen aggression in SCS: Threat to regional peace, 
stability, int’l order
https://www.wionews.com/opinions-blogs/chinas-hegemonic-ambitions-brazen-aggression-in-scs-threat-
to-regional-peace-stability-intl-order-734076 

China’s Strategy for Taking Taiwan Without Force

https://www.msn.com/en-ie/news/world/china-s-strategy-for-taking-taiwan-without-force/ar-BB1oHJYy

Russia’s growing influence in Africa calls for more balanced partnerships
https://issafrica.org/iss-today/russia-s-growing-influence-in-africa-calls-for-more-balanced-partnerships

The NATO Summit Is Another Chance to Counter Russia in the “South”
https://www.washingtoninstitute.org/policy-analysis/nato-summit-another-chance-counter-russia-south 

The Kremlin’s Caribbean Gambit: A Great Power Competition Spillover?
https://www.csis.org/analysis/kremlins-caribbean-gambit-great-power-competition-spillover 

IntelBrief: Cold War Echoes: Russia on an All-Out Push to Demonstrate Global Status
https://thesoufancenter.org/intelbrief-2024-june-21/

Chinese hackers have stepped up attacks on Taiwanese organizations, 
cybersecurity firm says
https://apnews.com/article/china-taiwan-hackers-cybersecurity-breach-b8fdd95b2e0f36e368662925
368caa58

Russia’s Olympics: Foreign Policy by Other Means  
https://cepa.org/article/russias-olympics-foreign-policy-by-other-means/

Why Australia needs more flights to Latin America
https://www.lowyinstitute.org/the-interpreter/why-australia-needs-more-flights-latin-america

Putin in Asia: Setting a cat among the pigeons
https://www.lowyinstitute.org/the-interpreter/putin-asia-setting-cat-among-pigeons

A year after mutiny, Kremlin controls Wagner remnants
https://www.bbc.com/news/articles/c4nn1p81q59o

Secret Signals: Decoding China’s Intelligence Activities in Cuba
https://features.csis.org/hiddenreach/china-cuba-spy-sigint/

 GRAY ZONE DYNAMICS AND INFORMATION OPERATIONS
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 ISRAEL/HAMAS/IRAN

Hezbollah-Israel Escalation: Prospects for War
Matthew Levitt, Hanin Ghaddar, David Schenker and Assaf Orion – The Washington Institute 
for Near East Policy: 2 July 2024
A former Israeli military planner joins three experts to discuss each side’s current calculus and 
the U.S. policy implications if they opt for war or a truce.

https://www.washingtoninstitute.org/policy-analysis/hezbollah-israel-escalation-prospects-war

For more on this theme:
IDF soldiers say repeated warnings of Hamas activity prior to Oct. 7 attacks 
were ignored
https://abcnews.go.com/International/idf-soldiers-repeated-warnings-hamas-activity-prior-oct/
story?id=111312207

The Day After: A UN Transitional Authority for Gaza
https://www.stimson.org/2024/the-day-after-a-un-transitional-authority-for-gaza/

The Gaza Ceasefire Proposal Could Still Resolve the Israel-Hamas Conflict
https://www.wilsoncenter.org/article/gaza-ceasefire-proposal-could-still-resolve-israel-hamas-conflict

Overhauling the Palestinian Authority: Reform Hangs in the Balance
https://www.wilsoncenter.org/article/overhauling-palestinian-authority-reform-hangs-balance

Israel approves plans for nearly 5,300 new homes in West Bank settlements
https://apnews.com/article/israel-palestinians-hamas-war-news-07-04-2024-972cc86ab554103bba4
49dc117bee0d1

Hezbollah’s deputy leader says group would stop fighting with Israel after 
Gaza cease-fire
https://apnews.com/article/hezbollah-israel-hamas-lebanon-gaza-b75185ba722bf31c4982e579541a
12f0

Insight: Israel’s next headache: who will run post-war Gaza?
https://www.reuters.com/world/middle-east/israels-next-headache-who-will-run-post-war-
gaza-2024-07-02/

US sees ‘breakthrough’ in Israel-Hamas talks, senior official says
https://www.reuters.com/world/us-sees-breakthrough-israel-hamas-talks-senior-official-
says-2024-07-04/

What If Gaza’s “Day After” Converges with the Day After Abbas?
https://www.washingtoninstitute.org/policy-analysis/what-if-gazas-day-after-converges-day-after-abbas

How Hezbollah Fundraises Through Crime
https://www.thecipherbrief.com/column_article/how-hezbollah-fundraises-through-crime

Former Israeli Major General Warns of Perils of Hezbollah War
https://www.thecipherbrief.com/former-israeli-major-general-on-perils-of-war-against-hezbollah
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 RUSSIA/UKRAINE

Four key influences on the evolution of the Ukraine War in 2025
Mick Ryan – The Interpreter: 5 July 2024
NATO, Russia and Ukraine already are considering their strategy for the military campaigns.

https://www.lowyinstitute.org/the-interpreter/four-key-influences-evolution-ukraine-war-2025

For more on this theme:
Russia says it will respond to Finland giving U.S. access to bases
https://www.reuters.com/world/europe/russia-says-it-will-respond-finland-giving-us-access-
bases-2024-07-03/

Turkey’s Erdogan offers to help end Russia-Ukraine war; Kremlin rules him out 
as intermediary
https://www.reuters.com/world/turkeys-erdogan-offers-help-end-russia-ukraine-war-kremlin-rules-him-
out-2024-07-03/

Hungary’s Russia-friendly leader is in Ukraine. It’s his first visit since the war began
https://apnews.com/article/russia-ukraine-hungary-viktor-orban-volodymyr-zelenskyy-79277d17ae9c45
2a4e4924c9f1f633f9

Kremlin says report that Ukraine is reinforcing Belarus border is a worry
https://www.reuters.com/world/europe/kremlin-says-report-that-ukraine-is-reinforcing-belarus-border-is-
worry-2024-07-01/

Safeguarding Ukraine’s democracy during the war
https://www.brookings.edu/articles/safeguarding-ukraines-democracy-during-the-war/

Putin’s diplomacy roadshow in North Korea and Vietnam
https://www.lowyinstitute.org/the-interpreter/putin-s-diplomacy-roadshow-north-korea-vietnam

Why Modi will go to Moscow
https://www.lowyinstitute.org/the-interpreter/why-modi-will-go-moscow

Putin goes to Pyongyang: Should we be worried?
https://www.lowyinstitute.org/the-interpreter/putin-goes-pyongyang-should-we-be-worried

Russian Strategic Culture and the War in Ukraine
https://www.fpri.org/article/2024/07/russian-strategic-culture-and-the-war-in-ukraine/

Why NATOizing Military Assistance to Ukraine Won’t Solve the Alliance’s 
Ukraine Dilemma
https://www.fpri.org/article/2024/07/why-natoizing-military-assistance-to-ukraine-wont-solve-the-
alliances-ukraine-dilemma/

Homegrown Terrorism: Putin’s Dirty Secret
https://cepa.org/article/homegrown-terrorism-putins-dirty-secret/

Behind the Lines: Crimea’s War Tourism
https://cepa.org/article/behind-the-lines-crimeas-war-tourism/

The G7 Should Act with Urgency to Support an International Claims Mechanism to 
Seize and Transfer Frozen Russian Sovereign Assets to Ukraine
https://www.csis.org/analysis/g7-should-act-urgency-support-international-claims-mechanism-seize-
and-transfer-frozen
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Ukraine says it thwarted a plot to overthrow the government
https://www.cnn.com/2024/07/02/europe/ukraine-thwarts-coup-attempt-intl-hnk/index.html

Opinion: Ukraine’s new weapon against Russia? Lego
https://www.cnn.com/2024/06/29/opinions/ukraines-new-weapon-against-russia-lego-schwartz/index.html

Dueling Summits Show the Need to Enlist Arab Support on Ukraine
https://www.washingtoninstitute.org/policy-analysis/dueling-summits-show-need-enlist-arab-support-ukraine

The Kremlin’s Flawed Cold War Mindset in Today’s World
https://www.wilsoncenter.org/blog-post/kremlins-flawed-cold-war-mindset-todays-world

The meaning of sovereignty: Ukrainian and European views of Russia’s 
war on Ukraine
https://ecfr.eu/publication/the-meaning-of-sovereignty-ukrainian-and-european-views-of-russias-war-on-
ukraine/

Russia suffers massive losses in Ukraine, but effect on Kremlin policy unclear
https://www.voanews.com/a/russia-suffers-massive-losses-in-ukraine-but-effect-on-kremlin-policy-
unclear/7681161.html

Ukraine spent years trying to build a Western-style democracy. Then Russia 
invaded the country
https://apnews.com/article/ukraine-war-democracy-elections-corruption-96ba4df874521bb7b3ca1cf5
4dd99598

Ukraine is taking the fight to Russia in Africa, Syria
https://thehill.com/opinion/international/4749817-ukraine-fights-russia-africa/

Russia has become so economically isolated that China could order the end 
of war in Ukraine
https://theconversation.com/russia-has-become-so-economically-isolated-that-china-could-order-the-
end-of-war-in-ukraine-232951

Do Baltic Russian Speakers Blame Russia for the War in Ukraine?
https://www.fpri.org/article/2024/06/do-baltic-russian-speakers-blame-russia-for-the-war-in-ukraine/

Europeans skeptical Ukraine will win war, polling shows
https://www.politico.eu/article/europe-ukraine-war-russia-polls-kyiv-ecfr-nato-summit-greece-polls-
bulgaria-germany-poland/

Bombing Europe’s breadbasket: Russia targets Ukrainian farmers
https://www.atlanticcouncil.org/blogs/ukrainealert/bombing-europes-breadbasket-russia-targets-
ukrainian-farmers/

The Coming Russian Escalation With the West
https://time.com/6994227/russia-us-ukraine-crisis/

Can Putin rely on India to boost Russia’s war economy?
https://www.dw.com/en/can-putin-rely-on-india-to-boost-russias-war-economy/a-69536269

Russia presses its offensive in Ukraine and issues new threats as the West tries to 
blunt the push
https://www.politico.com/news/2024/06/29/russia-ukraine-offensive-00165926

Late-Stage Putinism: The War In Ukraine And Russia’s Shifting Ideology – Analysis
https://www.eurasiareview.com/02072024-late-stage-putinism-the-war-in-ukraine-and-russias-shifting-
ideology-analysis/
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